A. Unique VA PIA Identifier OMB Unique Project Identifier
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B. Date Assigned to Reviewer Date Completed by Reviewer
| 6/25/10 | 6/25/10

C.  Review Conditions | New

D.  Reviewer | Christina Pettit

Questions Responses Notes
Tab 2 System Identification

1 Program or System Name Complete

2 OMB Unique System Number Complete

3 Description 9f . Complete
System/Application/Program

4 Facility Name Complete

5 [Privacy Officer Complete

6 [Information Security Officer Complete

7 |Chief Information Officer Complete

8 Person Completing Document Complete

9 Other Titles Complete

10 Da.te of Last.PIA Approved by VACO Complete
Privacy Services

11 [Date Approval to Operate Expires Complete

12 Legal Author'|t|e.s Authorizing this Complete
system/application or program

13 Expected Number of individuals Complete
affected

14 |Stage of Development Complete

15 Operat'lonal Date/Number of years in Complete
operation

16 [Change Control Complete

17 |Explanation Complete

18 PIA NOT completed w/in last 3 years Complete

19 [Changes made since last PIA Complete

20 |PIV system/application/program Complete
Information retrieved by name,

21 . . Complete
identifier or PIl

22 |Store or disseminate PII/PHI Complete

23 |[Store or disseminate SSN Complete

Tab 3 | System of Records

1 Data maintained under SOR? Complete
For each SOR: 1. SOR identifier

2 numbers; 2. Name if SOR; 3. Location Complete
of SORN, including URL
SORN M t Practi

3 anagement Practice Complete
acceptance

4 SORN modification or update Complete
necessary?

5 PIl collected by paper methods? Complete

6 PIl collected by verbal methods? Complete

7 [Pl collected by automated methods? Complete

8 Is a privacy notice provided? Complete
Is the notice provided at time of

9 X Complete
collection?

10 Does the notice describe the principal Complete
purposes for data use?
Does the notice specify the effects of

11 . . ; Complete
providing the information?
Does the notice specify routine uses

12 R X Complete
that may be mad eof the information?




Veteran or primary subject's contact

1 ) Complete
information
Family relation Complete
Service information Complete
Medical information Complete
5 [Criminal Record information Complete
6 |Guardian Information Complete
7  |Education Information Complete
8 |Benefit Information Complete
9 [Other Information Complete
1 Internal sharing: VA organization Complete
2 |Other Veteran Organization Complete
3  |Other Federal Govt Agency Complete
4 |State Govt Agency Complete
5 Local Govt Agency Complete
6 Research Entity Complete
7 Other Complete
Does the system gather information
8 ¥ g : : Complete
from another system?
Does the system gather information
9 Complete
from another individual? P
Is there a contingency plan to process
10 |information when the system goes Complete
down?
1 Pll included with any secondary use
request? Complete
12 |If yes, additional information provided
Complete
13 |Process for access authorization Complete
Does PIA contain any sensitive
1 |information that could cause harm to
the VA if disclosed? Complete
Explain how data are limited to
2 xp _I W m Complete
required elements
How is data checked for
3 Complete
completeness?
What steps are procedures are taken
4 . Complete
to ensure that data remains current?
How is new data verified for
5 - Complete
relevance, authenticity and accuracy?
6 |Additional information Complete
7 |What is data retention period? Complete
Explain why data is needed for time
8 |. xp' inwhy ! : Complete
indicated
9 What are elimination procedures? Complete
Where are these procedures
10 P . Complete
documented?
How are data retention procedures
11 W lonp Y Complete

enforced?




Has the data retention schedule been

12 |approved by the National Archives and Complete
Records Administration?

13 |Additional information Complete

1 Will information be collected through Complete
the internet from children under 13? P
If yes, how will parental consent be

15 v N P Complete
obtained?
Is the system/application/program

1 |following IT security requirements and Complete
procedures required by law?
Has the system/application/program
conducted a risk assessment,

2 [identified appropriate security Complete
controls to protect against that risk
and implemented those controls?
Is security monitoring conducted on at

3 [least a quarterly basis to ensure that Complete
controls continue to work properly?
Is security testing conducted on at

4 |least a quarterly basis to ensure that Complete
controls continue to work properly?
Are performance evaluations
conducted on at least a quarterly basis

5 q X v Complete
to ensure that controls continue to
work properly?

6 [If no, additional information provided. Complete
Is adequate physical security in place

7 |to protect against unauthorized Complete
access?

8 |If no, additional information provided. Complete
Explain how the project meets IT

9 [security requirements and procedures Complete
required by federal law.
Explain what security risks were

10 |. e . Complete
identified in the security assessment.
Explain what security controls are

11 ) ;. : Complete
being used to mitigate these risks.
Identify what choices were made

12 |regarding the project/system as a Complete
result of the PIA.

13 |Availability Assessment Complete

14 |Integrity Assessment Complete

15 |Confidentiality Assessment Complete
The controls are being considered for

16 |the project based on the selections

from the previous assessments?

Complete




Minor application(s) associated with
installation.

Complete

Explain any additional minor
application(s) associated with your
system and describe Pl collection,

storage, and access.

Minor application(s) associated with
installation.

Complete

Complete

Explain any additional minor
application(s) associated with your
system and describe Pl collection,

storage, and access.

Complete

Explain any additional minor
application(s) associated with your
system and describe PII collection,
storage, and access.

Complete

Privacy Officer Complete
2 |Information Security Officer Complete
3 |[Chief Information Officer Complete
4 [Person Completing the Document Complete
5 System/Application/Program Manager Complete
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