


Information Security Officer:
Chief Information Officer:

Person Completing Document:
Other Titles:

573-814-6250 kevin.sample@va.gov
573-814-6501 donna.krause@va.gov

Kevin Sample
Donna Krause

All designees listed above

Other Titles:

Other Titles;

Date of Last PIA Approved by VACO Privacy
Services: {MM/YYYY)

Date Approval To Operate Expires:

What specific legal authorities authorize this
program or system:

Wwhat is the expected number of individuals

that will have their Pl stored in this system:

Identify what stage the Systemn / Application /
Program is at:

The approximate date (MM/YYYY) the system
will be operational {if in the Design or
Development stage), or the approximate
number of years the
system/application/program has been in
operation.

Is there an authorized change control process
which documents any changes to existing
applications or systems?

01/2008
08/2011

34VA12
89VA19
113VAl112
77VAL0Q,
121VAI1S
24VALS

1,000,000 - 8,999,995

Operations/Maintenance

10/1986

Yes








http:www.va.gov/privacy/Update
http:www.va.gov/privacy/Update

Is a Privacy notice provided?

Proximity and Timing: Is the privacy notice provided at the time of data collection?
Purpose: Does the privacy notice describe the principal purposels) for which the
information will be used?

Authority: Does the privacy notice specify the effects of providing informationon a
voluntary basis?

Disclosures: Does the privacy notice specify routine use(s} that may be made of the
information?

Yes

No

Yes

Yes

Yes









o .
o

if information is gathered from an s Through ? Wrstten Request
o . X . . ¥ Submitted in Person
individual, is the information provided: ;.. R ' Ele .

ls there a contingency plan in place to
process Information when the system

£ Drug/Alcohol Counseling {7 Mental Health
# Research {7 Sickle Cell ™ Other (Please Explain)

if yes, please check all that apply:

Describe process for authorizing
accass to this data.

Local policy reflecting VA

Handbook and Directives

6500, VHA Handbooks

1605.1 and 1605.3 and

HSTVAH Privacy Policy

regarding Minimum

Necessary per VHA
Answer Handbook 1605.2







N/A







Explain what security risks were identified in the security
assessmaent? {Check olf thot apply}

¥ Air Conditioning Failure o Hardware Failure
2 Chamical/Biclogical Contamination I paticious Code
Blackmait ¥ Comouter Misuse
# Bomb Threats ¥ Powerlass
W Cold/Frast/Snaw 7 Sabotase fTerrarism
® Communications Loss ¥ Storms/Hurricanes
¥ Computer intrusion 7 Subistance Abuse
N Data Dastruction ¥ Theft of Assets
¥ Data Disclosure ¥ Theft of Data
W Data integrity Loss ¥ Vandatism/Ricting
¥ Denial of Service Attacks N Errors [Confleuration and Data Entrv)
¥ Earthauakes i Burglary/Break In/Robbery
o Eavesdropping/interception ¥ |dantity Theft

¥ Fire [False Alarm, Major, and Minor) " Eraud/Emberziament

¥ Flooding/Water Damage

Answer: {Other Risks)

Explain what sé.currw controls are being used to mitigate
these risks. {Check off that apply}

¥ Risk Management W Audit and Accountability

W Acoass Control ¥ Configuration Management

) ini . -
Awsreness and Training ¥ Identification and Authentication

W Ceantinaanms Dianning

¥ Incident Response

W Physical and Environmental Protection ¥ Media Protection
W personne! Security

¥ Cartification and Accreditation Security Assessments

Answe {Other Contrals)

PiA: PIA Assessment

dentify what chaolces were made regarding the
praject/system or callection of Information as a result of
performing the PlIA

Answer: No change to data collection made, implementation
of records inventory and file plan to be injtiated
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(FY 2010} PIA: VBA Minor Applications

Explain what minor application that are associated with your
installation? {Check oif that apply)

Records Locator System
Veterans Assistance Discharge System
(VADS)

LGY Processing

Loan Service and Claims
LGY Home Loans

Search Participant Profile (SPP}
Control of Veterans Records (COVERS)

SHARE

Modern Awards Process Development
(MAP-D}

Rating Board Automation 2000
{RBA2000)

State of Case/Supplemental
{SOC/SS0C)

Awards
Financial and Accounting System (FAS)

Eligibility Verification Report (EVR)
Automated Medical Information
System (AMI5)290

Web Automated Reference Material
System (WARMS)

Automated Standardized Performace
Elements Nationwide (ASPEN)

Inquiry Routing Information System
{IRIS)

National Silent Monitoring {NSM}
Web Service Medical Records
(WebSMR)

Systematic Technical Accuracy Review
{STAR}

Fiduciary STAR Case Review
Veterans Exam Request Info System
{VERIS}

Web Automated Folder Processing
System (WAFPS)

Courseware Delivery System (CDS}
Electronic Performance Support
System (EPSS)

Veterans Service Representative (VSR)
Advisor

Loan Guaranty Training Website

C&P Training Website

N/A
Education Training Website

VR&E Training Website

VA Reserve Educational
Assistance Program

Web Automated Verification of
Enroliment

Right Now Web

VA Online Certification of
Enroliment (VA-ONCE
Automated Folder Processing
System (AFPS}

Personal Computer Generated
Letters (PCGL)

Personnel Information Exchange
Systern (PIES}

Rating Board Automation 2000
(RBA2000}

SHARE

State Benefits Reference System
Training and Performance
Support System {TPSS)
Veterans Appeals Control and
Locator System {VACOLS)
Veterans On-Line Applications
{VONAPP}

Automated Medical Information
Exchange Il (AIME 1}

Committee on Waivers and
Compromises (COWC)

Comman Security User Manager
{CSUM}

Compensation and Pension (C&P)
Record Interchange (CAPRI)
Control of Veterans Records
(COVERS)

Corporate Waco, Indianapolis,
MNewark, Roancke, Seattle
{Corporate WINRS)

Fiduciary Beneficiary System (FBS})
Hearing Officer Letters and

Reports System (HOLAR)

infarce

Awards

Actuaria!

insurance Self Service
Insurance Unclaimed Liabilities

Insurance Online

Appraisal System

Web Electronic Lender
identification

CONGO PUD Builder
Centralized Property Tracking
System

Electronic Appraisal System
Web LGY

Access Manager

SAHSHA

VBA Data Warehouse
Distribution of Operational
Resources (DOOR}
Enterprise Wireless Messaging
System (Blackberry)

VBA Enterprise Messaging
System

LGY Centralized Fax System
Review of Quality (ROQ)
Automated Sales Reporting
(ASR}

Electronic Card Systern (ECS}

Electronic Payroll Deduction
(EPD)

Financial Management
information System {FMt)

Purchase Order Management
System (POMS)

Veterans Canteen Web

Inventory Management System
(IMS)

Synquest
RAI/MDS

ASSISTS

MUSE

Bbraun {CP Hemo)

VIC

BCMA Contingency Machines

Script Pro



Explain any minor application that are assoclated with your installation that does not sppear in
the list above. Please provide name, brief description, and any comments you may wish to

include.

Name

Description

Minor app #1

Is Pil collected by this mir or application?

] |Dees this minor application store Pii?

Commants

18 yes, where?

[Who has access to this data? |

Name

Description

Comments

Minor app #2

Is Pi collected by this min or application?

I lDoes this minor application store PII?7

{if yes, where?

[Who has avcess to tis data? |

Name

Description

Comments

Minor app #3

Is Pll coliected by this min or application?

| iDces this minor application store PI?

11 yes, where? |

[Wha has access o this data? |
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