Welcome to the PIA for FY 2010

Congress passed the E-Government Act of 2002 to encourage the use of Web-based Internet applicatians or ather infarmation technology by
Government agencies, with the intention of enhancing access te governmant information and services and increasing the effeciiveness, efficiency,
and guality of governiment operations,

To cambat public concerns regarding the disdosure of private information, the E-Government Act mandated various measures, including the
requirement that Federal agencies conduct a Privacy Impact Assessment {PIA) for projects with information technalogy systems that collect,
maintain, and/or disseminate "personally identifiable information” of the public. Personally identifiable information, or “personal infarmation,” is
information that may be used to identify a specific person.

The Privacy Act and VA policy require that persanally identifiable information only be used far the purpose(s) for which it was coliected, unless
consent {opt-in} is granted, Individuals must be provided an oppertunity to provide consent far any secondary use of information, such as use of
collected infermation for marketing.
Directigns:
VA 6508 is the directive which outlines the PIA requirement for every Syster/Application/Program. Mere information can be found hy reading VA
(S08,
¥ you find that you can't click on checkboxes, make sure that you are: 1) Not in “design mode" and 2] you have enabled macros,
PIA Webslte: http:/fvaww.privacy.va.pov/PIA.asp
Reoles and Responsibilities:
Roles and responsibilities for the specific process are clearly defined for ali levels of staff in the Privacy Impact Assessment Handbeok 6202.2
referenced in the procedure seclion of this document, :

a. The Privacy Officer is respunsible for the overai coordination and review of the PIA to ensure compliance with VAt landbook 6202.2.

b. Records Officer is rasponsible for supplying records retention and deletion schedules,

¢. Information Technology {IT) staff responsible for the privacy of the system data will perform a PIA in accordance with VA Handbook 6202.2
and to immediately report all anomalies to the Privacy Service and appropriate management chain.

d. Information Security Officer (IS} is responsible for assisting the Privacy Officer and providing information regarding security cantrols.

e. The €10 is responsible for ensuring that the systems under his er her jurisdiction undergo a PIA. This rosponsibifity includes identifying the 1T
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reviewing and approving ihe PIA before submission to the Privacy Service.

Definition of Pi {Personally identifigble information]

Information in identifiabte form that is collected and stored in the system that either directly identifies and individual by name, address, social
security number, tedephone nurmber, e-mall address, biometrie identifiers, phatograph, ar other unique numbers, codes ar characteristics or
combined, indirect indentify an individuzl such as a combination of gender, race, birth date, geographical indicators, license aumber is also
considered PI1.

Macros Must Be Enabled on This Form
To enable macros, g6 ta: 1) Teols > Macras > Security - Set lo Medium; 2} Click OK; 3) Close the file and when reapening elick en Enable Macros at
the prompi.




{FY 2010) PIA: System Identification
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2>VHA>VISN12>Madison

{rogram or System Name: VAMC>Vista>VM$

OMB Unique System / Application / Program
identifier {AKA: UPID H1): 020-00-01-31-01-1180-00



Descriplion of System / Application / Pragram:

Facilily Mame:
THERG
Privacy C(ficer:

Information Security Oificer:

System affects all haspital
personnel. Currently tha VistA
system is co-located at the
redyndant Region 2 Data
Centers al Milwaukeo and
Hines, System provides the
business and medical
informaiion relative 1o haspilat
functicns it supperts, The
VistA-Lepacy system is Lthe
spftware platform and
hardware infrastructare
{associated with clinical
eperations) on which the VHA
hoalth care facililics operate
their sol'ware applications and
support far E-Government
initiatives. [L includes the
computer guipment
associated with clinical
operatigns and the employees
{approximately 2500 FTE)
necessary to operate the
syslem. Vista-legacy Is a client-
sorver system. ILlinks the
facility computer network la
over 100 applications and
datzbasces, VistA-Logacy
sysien provides critical data
that supports the delivery of

Willzarn 5. Middletan VAH
P e 2
i A TR
Lynn Tarpoy
Brian Rothermel

{608} 256-1

901 x1712i L

al

0 {arpey@va.qov
{608} 256-1901 x1728: Brian.Rothermel@va.goy




Chiel Informalion Officer: Randy Margenau {608) 256-1101 x1701( Randall. Margenau@ya.qov

Person Compleling Decument: Dehorah Rourda {114} 384-2000 x421% Dehoral: Bourdo@va.qov
Other Titles: Cheryl Holton {608} 256-1901 x1131; Cheryl.Holtond@va.goy
Other Titles: Varian Bell {608} 756-1901 x1589¢ varian.bellfva.qov
Other Titles:

Date of Last PIA Approved by VACD Privacy  06/2009 Validated Full P1A

Services; [MM/YYYY) 05/2008

Date Approval To Dperate Expires: 08/2011 ATO signed 8/23/2008

W—hﬂl specific leal authorities authorize this  Title 38, united States Cﬁde,
program of system: section 7301a
What is the expected number of individuals
that will have their Pl stored in this system:
36,00C-99,999
Identify what stage the Syster / Application /
Program is at: Operations/Maintenance
The approximate date (MM/YYVY) the system
will be aperationad [if in the Peslpn or
Development stage), or the approximate
number of years the
syslemfapplicalion/grogram has been in
aperation, Has beon in operation over 20 years.
Is there an aulhorized change control precess
which decuments any changes to exisling
applications or systems? Yos
If No, please explain:
Has 3 PIA been completed within the Jast three
years?

*I)a_ée_ul Report (K’!MiWYY):

please check the appropiiate hoxes and continue to the next TAB and complete the rematning guestions on this form,

& lave any changes becn mado ko the system since the last PIA?
£ Is this a PIV systom/application/program coilecting PIi data from Federal employeas, contraclors, or ulhers porforming work for the YA?



i 1s this a PIV system/application/program callecting PIl data from Federal employees, contractors, or others performing work for the VA?
& Wil this system/application/propgram retrieve information an the basis of name, unique identificr, symbol, or other Pll data?
# Does this system/application/program <ollect, store or disseminate PI/PHI data?
¥ Does this system/application/program collect, store or disseminate the SSN?
If there Ts no Personatly {dentifable Infermation on your systen:, pleasc skip to TAB 12, [ 5ee Comment for Definitfan-of FI}



(FY 2010) PIA: System of Raco ds

s thc data mdln‘alnrd undcr one or more appmved ﬁyslnm(s) of Rerards?
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il the answer ahoye is no, please skip to row 16,
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Fer each applicable ‘:vslem(s) of Rucnrds ist:
1. All System of Record dentifier(s) (number); 79VA19
2. Name of the System of Records: VISTA-YA
3. Location where the specific applicable System of Records Notice may be
accessed (include the UR!.} e ) hllp ]/vaww vhaco va. gov/prwacy/SyslemofRecords htm B

Have you read, ..md will lhv 1nphratmn system, or plogmm comply wnh all data

Yes

i e T

Does the Svsu.rn nf Rernrd'; NOthG requlre modlfll‘al i or u_d;lllng Ho
(I’Iease Sefect Yes/Nu}

Is Pl collected by paper aeethods? Yes
Is PIt collected by verbal methods? Yo
Is Pl cellecled by automated mevhods? Yes
Is a Privacy nofice providod? Yeos
Proximity and Tiining: Is the privacy notice provided at the tma of data collection? Yes
Purpose: Does the privacy notice describe the principal purposels] for which the

information will be used? Yes
Authority: Does the privacy notice specify the effocts of providing information on a

voluntary basis? Yes
Disclosures; Noes the privacy notice spedfy routine use(s) that may be made of the

mfurmatmn? __Yes
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(FY 2010) PIA: Notice

Ploase {ill in each column for the data hypes selecied,

Data Type

Callecdan Mothod Infarmation coliection?

What will the subjects be tafd about the How fs this message

Howls a privacy

conveyed Lo them? natice pravided?

¥eleran or Primagy Subject's Personal
Contac: Infarmation [name, address,
Lelepivane, etcy

Vi Forn 10100 2; A Hatiee nf Privacy Policies
== P S

Family #elation [spouse, children,
parents, prandgarents, eic}
LRI T T £ i

Service Information
o —

e T .
Medical information
e 4 TR T AT e 2

Criminal Reco

Guardin Infarmal:on

Ecucal-on Informa:ion
Renelit Information
e . gl A0 %

Other {Explain)

AlL 1010 ard =n cxpkanaiin

Paper & Electranic o
A o
Paper o
Verhal T
Paper & Fiecion .z jv : . _

LT S R e i e e

P

Al

Patlels Bl out sequireif fick nf inferm tien en Form
oy is prewided,

R —

Da1a Type

Source
{If requested, identily the speclfic file,
entity andfor name af Rgency)

15 Da1a Type Stared an
yaur system?

Vetaran or Peimany Subject’s Personal
Contact Information [name, address,

Veleran

Velesan

Qllier Fedaral
o e e Y
Veleran

Is tlata eolleciion
Mandatory or
Voluntary?

Additional
Comments

Dther [Explaint
Other [Explain}



(FY 2010} PIA: Data Sharing

Do thay

. Is#lfor  What is the procedure you
Name aff access  Jdemily the type of Datit i M
Orgza Aguncyf0 iraLinn \hi Sharing and its purpos fHI rafarance for the release uf
i} riganizalis 5 Sha d its pi . N .
aunEuErE # pute Sharad? infarmation?
systam?
- I SPIPE - y
senelits nformstion,
hustrance Nata is transmitted 1o Ausiin
Corporate Sata Conier
Internsl Shar:ng: VA Crgamizalion serurcly [_D’ useby “ih{"
organizatiuns or Agencics,
Acress is shrictly controllad to
the Auslin databases and
HAC A Pl requires unique 1&A.
e i 2 = ST o == = . : =
Benefits Informatian, VHACAPRI access is stelctly
Interna Sharing: VA Drganizailon Insurance ronlrolled and reguires
VBA Yes Pib unfyue I&A
Benelits Information, This VBA detabase access is
{nterna' Sharipg: YA Grganitation [msurance strictly controlied and
VBA Yas Py roquires unigue EA
Medical and Pessonpel data
Access 1o Austin database,
Internal Sharing: VA Drganizallun wheare this d:ta resides, Is
surictly eonisslled and
AAC Mo L 1enuires unigue [EA
OLhar Yeieran Diganizatien
Other Federal Governrien A
S e e e aa - P . ‘e e e -
State Gove ‘A rds cf cancer and Both PR &
b SVETAME D Agenr
e Reney o B Data Transfer Agrooment.
P ] - L b -t e

Acministraten, Deparbiment
«f {rolense data ks used for
income variflcation to
delermine if third parly
collecsion ¥z passible. The
data Is also used in
determining
arg.

Encal Government AECCY

Sneial Surinty
Adminlstration, Bepariment
af Defense data is psed for
fncome varilicalion to
datermine il third parly
cnlleciion js possille. Tho
data is also used In
drlarmining eligibillty for

el

Hational agreements
Lelween Federal ageneies -

Hal

2l ageides s
sysiene




Access is stricily controlled
{hreugh HO|/Privacy
fequirements, andfar aceess

Rescarch Enlity

Both PIL & managemen! compenents of

N N Univ. of Wiszonsil PHI informati
Other M'rojoct £ Syslom
Other Project / Syste . o o o
{FY 2010} PIA: Access to Records
L Uk e P L e e e e a4

Npps tize sysiem gather informstion
fram auother system? Mo
Please enter the pame of the system:

Per respenses ia Tab 4, tnes the sysiem

palher information from an Individual? Ha
+ Thraugh a Welllen Regirest
£ submitied in Persan

" Online via Clectrani

et M o M e e

if information is gatherod lrom an
individual, is the inlormatipn provided:

o bbbt i
15 there a contingency plan in place o

process information when the systom is
down?

{FY 2010) PIA:ﬂ!Egconda;v Use

Will Pli efala he inclided with any
Serondary use requesl? Kn
fany veoreay - - i

P Ao

o Mottt 3 e b e $50 e £
- " T Mental Heaith
Sickle Cell 7 Othar (Please Cxplain)

e

il yes, please check ali that apply:

Descril:e pracess {or atlhoslzing seesss
to this data,

Answi




| Questions

{FY 2()‘1 0) I’IA PTD{JT'lm L('Vc’
Docs I s PIA inrm mmqm anvsnmlwp mfnrm‘n( ‘on lhat co: :Id nus& hafm te ihc D-|11r‘nu-r|l nl Voterans

Alfaies or any parly il disclosed to the public? Re
If‘(ns, ”Imse Spm[v

v g L

SRR SEY

.,nd nnlouln[:laro?
aticn for care.

How is new dala verified for mlnvan:c authenticity and accunrv?

n[‘i'A"" ‘r‘ !nn ;(:r v o

Addmm:armjnrmnrmn !'f’mwde nnyne:ﬂsury ann]ylng informution ar nddtl’mnwf Erplpnﬂtmn forthis
seclion.)

wal
far L Are cubm

Whnm m_lhcse pmrvdn res Hntunwnlnd?

inat ver e of oyzd eleted T years alter the fust
i P50
e whether so

-
How are da 12 retration prumdures nninrwd?



3

GUICEs Servior THIR3 2 o develnung pakc A proceduess far
3 wiatiagament thre E 11, $1135 acls a5 2hel e e VE

vas and

== = e B R
Has the relention schedale been approved by the Kational Archives and Records Adminisiralion [NARA]

Yes
AR T T S I~ £ T e k5 SRR R azz IR o e
Additienal nfarmation: {Provide any necassory clanifying infarmation or additinonal explonation for this
sectign.j
hnswer: s - S - e - . e - o
{FY 201.0) P1A: Children's Online Privacy Protection Act [COPEA)
- i = - S B L T e T
Will inisymaiion be eolincted throuak: Lse interne: frem childron under nga 127
1 Yes, How will parentai or giardian apereval be chtained?
Answar: [ . . . . -




(Y 2070} PiA: Seourity
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Evplam vt ssrunky visks wara dentifia in i g, 0y

aisessmct? fCheck oif thof anaiy)
3¢ &l canditioning Failure

E ChennealfAislaciol Contaminat
& Blackmail
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 Cold/finsifSups
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PIA: PIA Assessment
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Answar: Twsrenl eintials are apprpriate

35804 ¢




i ih= diia "
css Tt g e
pan b sk ai o

ot e £t fa5: ol avalkbilty cauld ke
negiodls havis senavz ad amo oltel o opesslicn. 3863 &
i

4
[T petanealuapaniis Joait 1 los o ittty cewd e Cap ciod
mvd @ el fparee ol cton apesibond,asiats o mdri

{Chonsa tined

Yo setenlal v 3
‘evpuctedin
oA

Eeityeo2 s ipete
Irunk,

garruple dhes 3y reasoe whe sl i, clants, N o " i " .
P W « pataal 31 apaddis JaF E tlesa gt
.

upun 1 2y dan of BIgRAk 1 + DAV 3 miied s <ok ~eflec aa opsrak=ra, atssts o
[Froose Crel L -
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(FY 2010) PIA: Additional Comments

Add any additional comments cn this tab for any queslion in the form you want to comment on.
Please indicate the question you are responding lo and then add your comments,




{FY 2010 P1A: VBA Mincr Anplications

mirar anplicat-a

ot are associaled vt yaur
installation? (Cheek orl that apmiy

Records 1otalas System
Veterans Asslstance Discharge System
{VADS)

LGY Procossing

Loan Sevice and Claims
LGY liome Loans

search Participaa: Profile {59P}

Cuntrol af Yeterans Records (COVIRS)
SHART

Mo dorn Aviards Process Devilogment
{Mmii-Dy

Rati: Board Asire-iton 7000
[RBAIGS)

Slale of Lase/Suprlemental {SOC/SS0C)
Awards

Tnancial and Accatsting System [FAS)
Tlipihility Verification Report (FYR)
Awomated Medical inf armation System

{AMIS)20

Web Autorated Relsience Aateeiaf
System [WARMS}

vl Perfurmace
cn (ASPYIG

Autonnated Slards
Fleimeents Halio

Inguiry Renstiog n0:n alios: System
[IRIS}

Hatianal Sitent Monlonng (M)
veb Service Medica! Records (WéehSMR}

Systematic Technical Accuracy Review
{STAK)

Fitiuc:ary STAR Case Review
Veterans Exam Roquest Info Systam
[VERS)

Weh Autnnaled [older Procossing
Systern [WAFPS!

Coe =pweare Do vary Syiem [CH3}
il
(EP5s;

Yeleeans Sapvice jepresentativa {USR}
Advisar

anic PerlarniEnce Suapar sysien:

Lusap Guaranty Tralning Website

CE&P Training Wibsite

Edtucation Training Website

YREI Training, Website

VA Roserve Fducational Assistance
Program

Weh Auramalad Verilication of
Enrellment

Right How Wab

VA Dnline Ceriilication of
En:okmenl {VA-GHCE
Mitomated Folder Pracessing
System (AFPSY

Porsahal Computer Genesilod
Lertors {POGL

e

sonnel Infamation Cxonange
Systias {PIFS}
5 Boare Autamalioe |

HHEAZCRD)

SHARE

Stale Benefiis Reference Sysiem
Training; and Pecformance Support
System (TPSS)

Vertarans Appeals Contral and
Localor System [VACDOLS)
Vrierans On-line Applications
(VONAPP)

Autamatod Modical information
Frehanpe W AME L

Commbkitee or Waivers and
Covpramise s {COWC)

Cotitron Seaurity Uses has
(CsuM)

Compensalion and Peasion (CED}
Record Inteichange {EAPRI)
Conltrol af Yelerins Rucords
{COVERS)
Carporate: Waco, ing

1palis,
Wowark, Roanoke, Seattle
[Corporate WANRS)

Fidertary Beacficizry System {FAS)

trariag Offizer Cettars and Reports

System (HlAR)

Iniarce

Aveds

Aty

Insurance Seff Survice

lrnsurance Unclaimed Liabilities

Isutance Online

Appraisal Syslony
Web Eleclrenic Lender

CONDG PUD Builder

Centralized Propery Tracking
System
Fncironic Appralsa System

Wek LGY

Aceess hanaper
SAHAHA

YisA Dati Warchoase

Dated
eanrces {DUOR)

sty 3 Oporat

i'nterprise Wireless Messaging
System [Blackberry)

YBA Enlorprise Mossaging
Syslem

LGY Contralized Fax Syslem

Yeview of Quality {ROQ)

Automatad Sates Reporting [ASR]

Elezzronic Card System {ECS!

{Inciranic Paysoll Dodictior
£en)

Fianek® Ma-ag
“lormation Sysierm [Fhal)

Mirchase Order Manzgameni
Sysizm (POMS)

Veirrans Camieon Web

sventory Maragement Syslem
TS}

Syasues!
RA MDY

ASEISTS

MUst

silraun {CP liemn)

viC

ACKMA Conllngeacy Machines

Scripl Prio



Exptain any minor application that are assoviated with your inszallation thal does nol appear in tha
lict ahove. Plaase provide name, bricf description, and any carrments you may wish ta inchide.

Namn Descriplion Commernis
15 1} collesied by *his min or applicalion? — -
iinar app #1 |——]Duus inis meror apglication store PI?
iyos oy~ 777 T - -
(o has access i s dainy. _[__ T T
Namao - : - —.-Dstsc;ipliun.w‘ Commerds
Hliia i Ry =z
| Is 1’ coffected by ihis mén or spplicalion? o
Niinor app #2 Jocs this miner applicalion stora PIi?_ o
fyes,where? N
[Wio has access xo Ins data? | o
iz Bescigiarn :

binor app 13

otz By s min or acplcalion?

==

per 1
) |
i

{Wha has uccess o this dasa? |




Raker Syslga:
{3enatal Recor is Manager
Sidertis

Priv Plus
Menlal Health Asisstant

Feivcare Record Manager
Ompicell

Powswscribe Dicliation System
ifndosaft

Compuonsatics and Pery ion {C&P)
Montgomery GI Bill
Vacatignal Rehabilitation &
Employmunt (VRRLE) CH 31
Post Vietsamn Era edigalipnal
Programe {VEAP) CH3Z
Soinal BHida “rogram Cit 18

CRP Paymen System

Survars ing Dependents [guration
Ascstance CH- 35

Rainsiatnmuent Eniileleent Program
for Strvivors TRCAPS)

Erlty
of the Selechud Reserve Per gram Z
1600

onad Assistance for #iombuers

Reserve Lducalional Assistance
Program CH 1607
Compensalion-& Pension Tralning
Wehbsile

Wab Enabled Approval Management
System [WEAAS)

FOCAS
Work Sludy Management Syslem
LNSMS)

Benelits Deliery Net (F:0H)

Persomno] and Account.ep Beegra ed
Data and Foo esis [PAID)

Parsaunel ntaremalion Dxelnze
System (M50

Rating Board Autorrs
[RIA2055)

n A

SHARE
Sarvice Memoer Recorids Trarking
Syslem

Vetprans Assistance Rischarpe S

wslen [VANS}

VA Tralning Academy

Weterans So

W

y Kerwerk {VETSHET)
{ndianapolis, Mewark, Roanoke, Seattie

{WINRS)

BIRLS

Censralized Accrunts Receivahle Sysiem
{CARS)

Compreasalion & Poosion (C&%)

Crpoeate Database

Conlral of Verwerans Records (COVERS)

Irita Warehouse

NS - BIRLS

Mrhilizalion

Mister Velarans Record (MYR

RO Payment Hisiony



(FY 2010) PiA: VISTA Minor Applications

Lxplain what miner appiicotion that are assodated with your
installalion? {Check cll that npply)

ACTOQUMTS RECEHVABELE

ARDP PLANNING (PLAMNMAN)
NIVERSE REALTICN TRACKING
ATISTR

AU TTHOREZAT IC R SUBSCRIPTION
AUTO REPLEMN!SHMENT/AVARD STOCK
AUTOMATED INFC COLLICTION SYS
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AUTORMATED ML INFD EXCHANGE
BAR CODE MED ADMIN

BED CONTRO

BEMEFICIARY TRAVEL

CAPACITY MARAGEMENT - JLUM
CAPRI
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CLIRICAL PROCEPURES
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EEQ COMPLAINT TRACKING
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EVENT DRIVEN REPORTING
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FLCE BASIS
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F11ERIWV MANAGEMINT
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LAB SERVICE
LETTERMAN

LEXICON UTILITY
LIBRARY

LIST MANAGER
MALRAAN

MASTER PATILNT IMDEX
VISTA

RMCCR JATIONAL
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MEDICINE

MLNTAL HEALTH]
MICON

MINIBAAL PATIENT

BATAS
ALTHIVET

Kiissing Pation: Reg (Original)
AAEL
MATIONAL DRULG FILE

EATIONAT LARGRATORY
LLEY
[R[&H]

NETWORK HEALTH
[RCHARNGE

HOIS

WURSIMG SERVICE
OCCURRENCE SCRELN

ONCRLOGY

OROER ENTRY/RESULTS
RERFORTING
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OUTPATIENT PEARMACY

FAID
PATCH MODULE
FATIEMT DATA EXCHANG

PATIERT FEEDBACK
PATIENT REPRESENTATIVI

PCEPATIENT CARE
ENCOUMNFER
PCE PATIENT/IM4S SUBSET

PHARMACY BENEFITS
MANAGEMENT
PHARMACY DATA
MANAGEMENT
PHARMACY NATIONAL
DATABASE

PHARMACY PRESCRIMFION
PRACTICF

POLICL & SECURITY

PROBLEM L.ST
PROGRESS MIIES

PROSTHETLS

QUALIEY ASSURANCE
INTEGRATION

QUALIFY Iiv: PROVEMENT
CHECKLISY

QUASAR

RADIOLOGY/NUCLEAR
MIDICINE
RECORD TRACKING
REGISTRATION
RELEASE OF INFORMATION - 3551
REMOTE ORDER/EN RY
SYSTEM
RPC DROKER
RUN TIML LIBRARY
SAGG

SCHLDULING

SECURITY SUETE UTILITY PACK

SHIFT CHANGE HANEORF
TOOL

S0CIAL WORK

SPIHAL CORD DYSFUNCTION

SURGERY

SURVEY Gl NERATOR

TEXT INTEGRATION UTILITIES

TGOLKr:

UNWENDER

UHLIZATION MANAGEMENT RCGLLLP

UHUZATION REVIEW

VA CERTIFIED COMPONENTS - DSSE

VA FILEMAN

VEECS

VLR

VENDIF - DOCUHSTNT STORAGY. SVS

VHSER AP TRACKING SYSTERI

VISTI TRACKING
VASTALINY

VISTALINK SECURITY

VISUAL IMPAIRMINT SERVICE TEAM

AMRY
VOLUNTARY TIMEKEEPING

VOLUNTARY TIMEXEEPING MATIOMAL

WOME'S HEALIH

CARETRACKER
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