(FY 2010) PIA: System Identification

R S R
Program or System Name:

OMB Unique System / Application / Program
Identifier (AKA: UPID #):

Description of System / Application / Program:

ORI,

REGION 3>VHA >VISN 6>
Asheville VAMC > VistA

SR

OMB 029-00-01-11-01-1180-
00

The Asheville VAMC VistA Legacy
System is designed to operate as a
fully integrated clinical and
adminstrative information source.
It operates clinical information
covered by the Privacy Act and
HIPAA, PHI/ePHI, financial records
and all other data necessary to
run a tertiary medical center.

Facility Name:

Privacy Officer:

Information Security Cfficer:
Chief Information Officer:
Person Completing Document:
Other Titles:

RN

Charles George VA Medical
Center, Asheville, NC (637)

828-298-7911 x 14570
828-298-7911 x15682
828-298-7911 x 15698
828-298-7911 x14570
828-298-7911 x15696

Michael Egger
Lorraine Hummel
Carla McLendon
Michael Egger
Arnold Hempel

michae! egoeorfiva. qov
forraine hunimeledva. aayv

cara. ciendond@va gov
michael eqgerilva gov
araoid hempelz £iva. gov

Other Titles:

Other Titles: _

Date of Last PIA Approved by VACO Privacy
Services: (MM/YYYY)

Date Approval To Operate Expires:

RN

What specific legal authorities authorize this
program or system:

R R A R R RO IR RS SRR R RO,

09/2009
08/2011

Title 38, United States
Code, section 7301(a).



What is the expected number of individuals
that will have their PIl stored in this system:
1,000,000 — 9,900,000
Identify what stage the System / Application /
Program is at: ' Operations/Maintenance
The approximate date (MM/YYYY) the system
will be operational (if in the Design or
Development stage), or the approximate
number of years the
system/application/program has been in
operation. Approximately 24 years
Is there an authorized change control process
which documents any changes to existing
applications or systems? Yes

If No, please explain:
Has a PIA been completed within the last

Vthree years? Yes

04/2010

ait soantinue 10 1he reid TAS and complete the e e gresslions on thisderm

#¥ Have any changes been made to the system since the last PIA?
¥ Isthisa PIV system/application/program collecting Pl data from Federal employees contractors, or others performing work for the VA?

¥ Does this system/application/program collect, store or disseminate PlI/PHI data?
¥ Does this system/appllcatlon/program collect store or disseminate the SSN?

Ciig te TAR 27,1 See Dnotamsnd for Definition of mi

i thare i no Pers



(FY 2010) PIA: System of Records

B G B R A R R R R R R S s

Is the data maintained under one or more approved System(s) of Records?

AR R

PR R S L R e X S L S S S S S L

Yes
if the answer above is no, please skip to row 16.
L N R § N S A S e o T s o R e R
For each applicable System(s) of Records, |lSt
1. All System of Record Identifier(s) (number): 79VvA19

2. Name of the System of Records: VistA-VA
3. Location where the specific applicable System of Records Notice may be  http:/vaww.vha.co.va.gov/privacy/SystemofReco
accessed (include the URL):

B S e e SO S R

e e o o oy e S S AR L e
Have you read, and will the application, system, or program comply with, all data
management practices in the System of Records Notlce(s)?
B R AR S i o 2 U s O S S RS RS S A SR

Does the System of Records Notice requu:e modification or updating?

B e T e R R e SRR

..... S—
e

SRR RS

{Ple&se Select Yes/No)

Is Pll collected by paper methods? Yes

Is Pl collected by verbal methods? Yes

Is Pil collected by automated methods? Yes

Is a Privacy notice provided? Yes
Proximity and Timing: Is the privacy notice provided at the time of data collection? Yes

Purpose: Does the privacy notice describe the principal purpose(s) for which the

information will be used? Yes
Authority: Does the privacy notice specify the effects of providing information on a

voluntary basis? Yes

Disclosures: Does the privacy notice specify routine use(s) that may be made of the
rnformatlon? o o ) o Yes




(FY 2010) PIA: Notice

Please fill in each column for the data types selected.

Data Type Collection Method What will the subjects be told about t! How is this message w is a privacy

information collection? conveyed to them? notice provided?
Veteran or Primary Subject’s Personal
Contact Information {(name, address,
‘telephone, etc) o ~ Verbal  Healthcare ) Verbally Verbally
Family Relation (spouse, children, o S
parents, grandparents, etc) - VA File Database _Health care o Written ~ Written
Service information Electronic/File Transfer Benefits Verbal & Written Verbal & Written
‘Medical Information VA File Database Health Care Written Written
Criminal Record Information
Guardian Information B Paper " Health care o Writen  Written
Education Information - - fyg;.l;al ~ Research o Verbally ~ Verbally
Benefit Information o Paper Benefits ~ written ‘written
Other {Explain)
Data Type tsDataType Storedon . e cted, |d::|'f? the specific file, Isn::t:d:::::t: " Additional
your system? entity and/or name of agency) Voluntary? Comments
Veteran or Primary Subject's Personal
Contact Information {name, address,
telephone, etc) Yes VA Files / Databases (Identify file) Mandatory
Family Relation (spouse, children,
parents, grandparents, etc) o Yes VA Files / Databases (Identify file) Mandatory
Service Information Yes VA Files / Databases (ldentify file) Mandatory .
Medical Information Yes VA Files / De;;abases (Identify file) Mandatory
Criminal Record Information No
Guardian Information N Yes VA Files / Databases (Identify file) Mandatory
'Education Information o Yes ~ VAFiles / Databases (Identify file) Mandatory
genefit Information o Yes VAFiles / Databases [identifyfile)  Mandatory
Other (Explain}
Other {Explain)

Other (Explain)

...................




(FY 2010) PIA: Data Sharing

Do they
Is Pll What is the procedure
L Name of access  Identify the type of Data ahivhd g P you
Organization Agency/ izt this Sharing and its PHI reference for the release of
ney/Organization "8 PUTPOSE:  Shared? information?
~ system?
Income verification 1605.145 CFR 164.500 thru
Internal Sharing: VA Organization Both PIl & 164.534 - VHA 1605.1 and
VBA Yes PHI VHA 1605.2
Other Veteran Organization f\dmlmstraﬂve & medical BothPll &
VSO No information PHI HB 1605.1
DoD for treatment, CDC for
Other Federal Government Agency tracking communicable 1605.145 CFR 164.500 thru
diseases, HHS for actionif Both Pll & 164.534 - VHA 1605.1 and
DoD, CDC, HHS No  abuseis found PHI VHA 1605.2
1605.145 CFR 164.500 thru
State Government Agency Administrative & medical  Both Pil & 164.534 - VHA 1605.1 and
. Longressional Inquiries ~~ No  information ~~ PHI VHA16052 @
o 1605.145 CFR 164.500 thru
Local Government Agency DSS Request and Health Administrative & medical Both Pil & 164.534 - VHA 1605.1 and
Dept. No  information PHI VHA 1605.2
Thru the Release of
Information process,
PHI is provided to
research
. organizations in
Research Entity accordance with VHA
privacy guidelines.
There is no access
to our system but
information
contained in it is
disclosed to them
Affiliated research upon receipt of a Both Pli &
organizations No valiid request. PHI HB 1605.1 and MCM 00-60
"""""" o Both Pl &
Cancer registry No  Health Information PHI HB 1605.1




(FY 2010) PIA: Access to Records

Does the system gather information
from ancther system? No
Piease enter the name of the system: n/a

Per responses in Tab 4, does the system

gather information from an individual? Yes

¥ Through a Written Request
v Submitted in Person

¥ Online via Electronic Form

If information is gathered from an
individual, is the information provided:

process information when the system is

(FY 2010) PIA: Secondary Use N
Will Pll data be included withany
secondary use request? Yes

# Drug/Alcohol Counseling i Mental Health ¥ HIV
# Research ™ Sickle Cell # Other (Please Explain)

AT

if yes, please check all that apply:

Describe process for authorizing access
to this data.

VHA Handbook 1605.1 and
VHA Handbook 1605.2
SR

R R AR R




(FY 2010) PIA: Program Level Questions

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans
Affairs or any party if disclosed to the public? No
If Yes, Please Specify:

Explain how collected data are limited to required elements:
Answer: Information collected are directed by VH?

How is data checked for completeness?
Answer: Information may be verified by written d¢

What steps or procedures are taken to ensure the data remains current and not out of date?
Answer: - ) Means tests are performe annually to ver

'Answ

s

(FY 2010)
What is the data retention period?
Answer: 75 years from the last date of activity.

0

PIA: Retention & Disposal

Exptain why the information is needed for the indicated retention period? .
Answer: Healthcare

What are the procedures for eliminating'déta at the end of the retention péﬁéd? -------
Answer: Retire the records in accordance with RCS

Where are these procedures documented?
Answer: RCS 10-1 and Medical Center policy

e

How are data retention procedures enforced?
Answer: Records Manager reviews

Has the retention schedule been approved by the National Archives and Records Administration {NARA}

Additionol information: (Provide any necessary dlarifying information or additional explanation for this

section.)
(FY 2010) PIA: Children's Online Privacy Protection Act (COPPA)

Wilf information be collected through the intemet from children under age 13? No
If Yes, How will parental or guardian approval be obtained?
Answer:

e e e b L 2 288w
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(FY 2010) PIA: Final Signatures

Facility Name: Charles George VA Medical Center, Asheville, NC (637)

Digitally signed by LORRAINE HUMMEL

I Dt o=Depatment of Veterans Affairs, au=Dept. of Affairs, I
LORRAINE HUMMEL S5
= Cn=LORRAINE HUMMEL, email=lomainehummelgva.gov

Date 20100422 13:53:15 -04'00°

- —

Chief Information Officer: Carla McLendon
Lot -~ THSEoncbirme

Person Completing Document: Michael Egger

9

g

System / Application / Program Manager: Arnold Hempel

]

828-298-7911 x
Privacy Officer: Michael Egger 14570

828-298-7911

Information Security Officer: Lorraine Hummel x15682

828-298-7911 x
15698

828-298-7911
x14570

828-298-7911
x15696

loaiy £ fersed

Date of Report: 4/9/2010

michael.egger@va.gov

lorraine.hummel@va.gov

carla.mclendon@va.gov

michael.egger@va.gov

arnold.hempel2 @va.gov



OMB Unique Project Identifier OMB 029-00-01-11-01-0180
REGION 3>VHA >VISN 6> Asheville

Project Name VAMC > VistA



