(FY 20:}_0) PIA System ldentlflcatlon

""" REGION 35
VHA>VISNO6>ASHEVILLE
Program or System Name: VAMC:> LAN

OMB Unique System / Application / Program

Identifier (AKA: UPID #): 029-00-02-00-01-1120-00
The LAN system is designed
1o operate as a fully
integrated Local Area
Network providing data
connectivity to and among

'Descrlptlpn of System / Apphcauon / Program”_ all VA sites.

" Asheville VAMC

RSO RN

S S S T s R

Privacy Officer: Michael Egger 828-298-7911 x Michzel Eggerfdva.goy
Information Security Officer: Lorraine Hummel 828-298-7911 x Lorraine Hummel@vs goy
Chief Information Officer: Carla McLendon 828-298-7911 x Carla Meisndongva, Gov
Person Completing Document: Lorraine Hummel 828-298-7911 x L orraing Hurorpel@ve gov
IT Network Specialist Donald Norris 828-298-7911 x Conaid MeorrisZ@Ava oy
IT Network Specialist Robbie Roberts 828-298-7911 x Robiye Rokords@va gov
Other Titles:
Date of Last PIA Approved by VACO Privacy
Services: (MM/YYYY) 09/2009
Date Approval To Operate Expires: 08/2011

‘ Department of Veterans

Affairs Act PL 100-527 of

) 1988 and PL 104-191, 110
What specific legal authorities authorize this ~ Statute 1936, and FIPS 199
program or system: and FIPS 200



What is the expected number of individuals
that will have their Pll stored in this system:
0
Identify what stage the System / Application /
Program is at: -Operations/Maintenance
The approximate date (MM/YYYY) the system
will be operational (if in the Design or
Development stage), or the approximate
number of years the
system/application/program has been in
operation. Since 1994
Is there an authorized change control process
which documents any changes to existing
applications or systems? Yes

If No, please explain:
Has a PIA been completed within the last

three years? B o Yes

Date of Report (MMATIYE: o 5412010

2 chatk the apnropriate bakes amd continue 1o 5B vexy TAS sy oomipiste the randabiing guegs

S08 nn thisdoin,

Have any changes been made to the system since the last PIA?
™ 1s this a PIV system/application/program collecting Pll data from Federal employees, contractors, or others performing work for the VA?

i will this system/application/program retrieve information on the basis of name, unique identifier, symbol, or other Pl data?

" Does this system/application/program collect, store or disseminate Pil/PHI data?
i” Does this system/application/program collect, store or disseminate the SSN?

¥ fhers & noPersonally enmHlaile information 00 your sysens | pliase ship W TAR 1¥ ) { See Domment for Definibion 59 Pl



(FY 2010) PIA: System of Records

b B S R R S R A A S e R e R S

Is the data maintained under one or more approved System(s) of Records?

R e T S Eo i E A B S e B

if the answer abave is no, please skip to row 16.

R e e B A P

For each appllcable System(s) of Records, list: N
1. All System of Record Identifier(s) (number):
2. Name of the System of Records:
3. Location where the specific applicable System of Records Notice may be

accessed (include the URL):
O e o e ST T 13 1. 2 Aty T S B e

'I'-lave you read, and will the application, system, or program comply with, all data
management practices in the System of Records Notice(s)?

o S O D

& R R T R R B R A R R R A R e 2
Does the System of Records Notice require modifi catlon or updatmg'-‘

R B s L S o R A S T

B0 T S S R

SRR

R,

R SRR o R S e S T A R P:’» &

{Please Select Yes/No)

is Pll collected by paper methods?

Is Pll collected by verbal methods?

Is Pll collected by automated methods?
Is a Privacy notice provided?

Proximity and Timing: Is the privacy notice provided at the time of data collection?
Purpose: Does the privacy notice describe the principal purpose(s) for which the
information will be used?

Authority: Does the privacy notice specify the effects of providing information on a
voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the
|_nformat|on‘-’

o e




(FY 2010) PIA: Notice

Please fill in each column for the data types selected.

Data Type Collection Method

What will the subjects be told about the
information collection?

How is this message

conveyed to them?

How is a privacy
notice provided?

Contact Information {name, address,
telephone, etc)

Family Relation (spouse, children,
parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

Guardian Information

[Education Information
Benefit Information
Other (Explain)

Is Data Type Stored on

Data Type your system?

Source
{If requested, identify the specific file,
entity and/or name of agency)

Is data collection
Mandatory or
Voluntary?

Additional
Comments

Veteran or Primary Subject’s Personal
Contact Information (name, address,
telephone, etc)

Family Relation (spouse, children,
parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

‘Guardian Information

Education Information
Benefit Information o

Other (Explain)
Other (Explain)
Other (Explain)__




(FY 2010) PIA: Data Sharing

Do they .
IsPllor What is the procedure you
Organization N:’m 0' i a this Isha ﬂﬂy ::?:e:' PHI reference for the release of
Agency/Organization ne PUPOE:  Shared? information?
system?
I L
Internal Sharing: VA Organization No N/A
Other Veteran Organization No N/A
Cther Federal Government Agency No N/A
State Government Agency No N/A
Local Gavernment Agency o - ~ No N/
Research Entity I ., e o S
_ Other Project / System
Other Project / System

Other Project /System

R A R

{FY 2010} PIA: Access to Records

Does the system gather information
from another system?
Please enter the name of the system:

Per responses in Tab 4, does the system

gather information from an individual?

" Through a Written Request
Submitted in Person
Online via Electronic Form

If information is gathered from an
individual, is the information provided:

process information when the system is
down?

At A

{FY 2010) PIA: Secondary Use

‘Will PIl data be included withany
secondary use request?

i Mental Health i HIV
i Research 17 SickleCell 7 Other(Please Explain)

if yes, please check all that apply:

Describe process for authorizing access
to this data.




(FY 2010) PIA: Program Level Questions

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans
Affairs or any party if disclosed to the public?
If Yes, Please Specify:

Explain how collected data are limited to required elements:
Answer:

How is data checked for completeness?
Answer:

What steps or procedures are taken to ensure the data remains current and not out of date?
Answer:

How is new data verified for réiévance, aufﬁéﬁﬁcity and accurclcy? ------
Answer:

section.)

Answer:

ot e

_(_FY_2010)__[_’IA: Retention & Disposa_lﬁ o

What is the data retention period?

Answer:

Explain why the information is needed for the indicated retention period?
Answer:

‘What are the proceduréé for eliminaiing data at the end of the retention period?
Answer:

Where are these procedures documented?
Answer:

How are data retention procedures enforced?
Answer:

Additional information: {Provide any necessary clorifying information or additional explanation for this

section.)
e
(FY 2010) PIA: Children's Online Privacy Protection Act (COPPA)

will information be collected through the intemet from children under age 13?
If Yes, How will parental or guardian approval be obtained?
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(FY 2010) PIA: Final Signatures

Facility Name:

Asheville VAMC

Privacy Officer: Michael Egger

Information Security Officer: Lorraine Hummel

Digitally signed by LORRAINE HUMMEL

emali=iamsine hummel@va.gov
Date: 2010.04.22 13:5756 -04'00"

DN: o=Department of Veterans Affairs, ou=Dept. of Veterans Affairs,

LORRAINE HUMMEL SEEEsizm==

Chief Information Officer: Carla McLendon

(ade E TAS ot

Person Completing Document: Lorraine Hummel

-

System / Application / Program Manager: Donald Norris

Digital Signature Block

Il K s

Date of RepM: 4/5/2010

828-298-7911
x4570

828-298-7911
x15682

828-298-7911
x15698

828-298-7911
x15682

828-298-7911
x15479

Michael.Egger @va.gov

Lorraine.Hummel@va.gov

Carla.Mclendon@va.gov

Lorraine.Hummel@va.gov

Donald.Norris2@va.gov



OMB Unique Project |dentifier 029-00-02-00-01-1120-00
REGION 3>
VHA>VISNO6>ASHEVILLE VAMC>>
Project Name LAN



