(FY 2010) PIA: System |dent|f|cat|on

"REGION 35 VHAS
VISNO6>ASHEVILLE VAMC>
Program or System Name: PBX

OMB Unique System [/ Application / Program

ldentifier (AKA: UPID #): 029-00-02-00-01-1120-00
The Asheville VA Medical Center
uses the PBX as a
telecommunication General
Support System, supporting
mission-critical and other systems
necessary to conduct day-to-day
operations within the
Department of Veterans Affairs,
The Asheville VA Medical Center
uses a Seimons 9751 system that
is a stand alone system. This
facility does not use Personal
Identification Numbers (PINs) for
controlling long distance access.
The system does not connect to

Description of System / Application / Program: the network.

Charles George VA Medical
Facility Name: Center, Asheville, NC {637)

Privacy Officer: Michael Egger

Information Security Officer: Lorraine Hummel 828-298-7911 x L orraine. Hummel@va gov
Chief information Officer: Carla MclLendon 828-298-7911 x Carla Moiendondiva.goy
Person Completing Document: : Lorraine Hummel 828-298-7911 x i.orraine. Hummeidivae. qov
PBX System Manager Charies Collingwood 828-298-7911 x Charles Cof hngwcuﬂ;awa [0oY
‘Other Titles:

Other Titles:



Date of Last PIA Approved by VACO Privacy
Services:; (MM/YYYY) 09/2609
Date Approval To Operate Expires: 08/2011

TR R S e

What specific legal authorities authorize this
program or system: HPS 199 and FIPS 200
What is the expected number of individuals
that will have their Pll stored in this system:

Identify what stage the System / Application /

Program is at: Operations/Maintenance
The approximate date (MM/YYYY) the system

will be operational (if in the Design or

Development stage), or the approximate

number of years the

system/application/program has been in

operation. 20 years
Is there an authorized change control process

which documents any changes to existing

applications or systems? Yes

If No, please explain:

Has a P1A been completed within the last

_Ebree ye_aljs? . Yes

Date of Report (MM/YYYY): 04/2010

Bhaageaheek the puprapvian boesed aod Contisla toths s;f;:»:?t‘f.«fés‘?z..imq"¢:\{sm;;'ﬁeéaer the raenaboiog qeastonsan b foeng

&

" Have any changes been made to the system since the last PIA?
~ Is this a PIV system/application/program collecting Pl data from Federal employees, contractors, or others performing work for the VA?

e

-

" will this system/appiication/program retrieve information on the basis of name, unique identifier, symbal, or other Pll data?
" Does this system/application/program collect, store or disseminate Pli/PHI data?
£ Does this system/application/program collect, store or disseminate the SSN?

. =

i there i no Prrsonaliy ideniiabls Information on vour susten | plaese sRin 1o TAH 32 { See Dommeant for Gefinition of #y



(FY 2010) PIA: System of Records

ls the data malntalned under one or more approved System(s) of Records?

if the answer above is no, please skip to row 16.

For each apphcable System(s) of Records list:
1. Al System of Record Identifier(s) {(number):

2. Name of the System of Records:

3. Location where the speaﬁc applicable System of Records Notice may be

management practlces in the System of Records Notice{s)?
X

o

Does the System of Records Notice require modification or updating?
F i S W

(Please Select Yes/No)

Is Pll collected by paper methods?

Is Pll collected by verbal methods?

Is Pll collected by automated methods?
Is a Privacy notice provided?

Proximity and Timing: Is the privacy notice provided at the time of data collection?
Purpose: Does the privacy notice describe the principal purpose(s) for which the
information will be used?

Authority: Does the privacy notice specify the effects of providing information on a
voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the
jgformation?




(FY 2010) PIA: Notice

Please fill in each column for the data types selected.

Data Type Collection Method

What will the subjects be told about the
information collection?

How is this message
conveyed to them?

How is a privacy
notice provided?

Contact Information {(name, address,

telephone,etc) =~

Family Relation (spouse, children,
parents, grandparents,et)

Service Information

Meaical Information

Criminal Record Information

‘Guardian Information

Education Information

Benefit Information

Other (Explain)

———

Is Data Type Stored on

D T
ata Type your system?

Source
{If requested, identify the specific file,
entity and/or name of agency)}

Is data coBection
Mandatory or
Voluntary?

Additional
Comments

Veteran or Primary Subject’s Personal
Contact Information (name, address,
telephone, etc)

Family Relation {spouse, childrer.l',
parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

Guardian Information

[Education Iinformation

Beneﬁz lnforma tioh

Other {Explain)
Other (Explain)
Other (Explai




(FY 2010) PIA: Data Sharing

Do they .
# Is Pllor What is the procedure you
Organization N:ne M . a thi lsh . m:t::e of PHI reference for the release of
Agency/Organization ot :n ) aring an purpose. Shared? int ion?
i R — R

Internal Sharing: VA Organization

Other Veteran Organization

Other Federal Government Agency

State Government Agency

Local Gavernment Agency
ResearchEntity
Other Project / System

Other Project / System
Other Project /System

e e s

(FY 2010) PIA: Access to Records

Does the system gather information
from another system?
Please enter the name of the system:

Per responses in Tab 4, does the system
gather information from an individual?

If information is gathered from an ,., lh:’ui:’ ZW";&" Request
individual, is the information provided: ... >Vormiitedin Ferson
¢ Online via Electronic Form

Is there a contingency plan in place to
process information when the system is
down?

A 3 380 G RS S

{FY 2010) PIA: Secondary Use
'Will Pli data be included withany
secondary use request?

i Drug/Alcohol Counseling £ Mental Health  {* HIV
e -

ifyes, please check all that apply: ¥ Research ! Sickle Cell f7 Other (Please Explain)

Describe ;';-rocess for authorizing access
to this data.




{FY 2010) PIA: Program Level Questions

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans
Affairs or any party if disclosed to the public?

If Yes, Please Specify:

Explain how collected data are limited to required elements:
Answer:

How is data checked for completeness?
Answer:

What steps or procedures are taken to ensure the data remains current and not out of date?
Answer:

How is new data verified for relevance, authenticity and accuracy?
Answer:

Additional Informatian: (Provide any necessory clarifying information or additional explanation for this
sectian.)
Answer:

ST

(FY 2010} PIA: Retention & Disposal

What is the data retention period?
Answer:

Explain why the information is needed for the indicated retention period?

Answer:

What are the ﬁfoéeﬁhreéfbr elirhinaﬁné data at the end of the retention period?
Answer:

Where are these procedures documented?
Answer:

How are data retention procedures enforced?
AW T, e ———— ] o A e s
Has the retention schedule been approved by the National Archives and Records Administration (NARA}

Additianal Infarmation: (Pravide any necessary clarifying infarmation or additianal explanation for this
section.)
Answer:

A T S i 8 A e A

ne Privacy Protection Act (COPPA)

T S T AT

(FY 2010) PIA: Children's Onli

Will information be collected through the intemmet from children under age 13?
If Yes, How will parental or guardian approval be obtained?




(FY 2010) PIA: Additional Comments

Add any additional comments on this tab for any question in the form you want to comment on.
Please indicate the question you are amno:a_sm to and then add your comments.
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(FY 2010) PIA: Final Signatures

Facility Name: Charles George VA Medical Center, Asheville, NC (637)

Privacy Officer: Michael Egger x4570 Michael.Egger@va.gov
U
828-298-7911
Information Security Officer: Lorraine Hummel x15682 Lorraine.Hummel@va.gov
Wed by LORRAINE HUMMEL

DN: o=Department of' Veteram Aﬁails ou=Depr of Veterans Affairs,
LORRAINE HUMMEL S
Rl _|._|u LTD(c)ys on= LDRRAIhE HUMMEL,

" Date: 201(104.1.1 1354:52 -OMII‘

828-298-7911

Chief Information Officer: Carla McLendon x15698 Carla.Mclendon@va.gov
828-298-7911
Person Completing Document: Lorraine Hummel x15682 Lorraine.Hummel@va.gov

828-298-7911
System / Application / Program Manager: Charles Collingwood x15696 Charles.Collingwood@va.gov

ooz (S

ate of Report: 4/9/2010




OMB Unique Project ldentifier 029-00-02-00-01-1120-003
REGION 3> VHA>
Project Name VISNO6>ASHEVILLE VAMC> PBX



