(FY 2010) PIA: System Identification

Program or System Name:

OMB Unique System / Application / Program
Identifier (AKA: UPID #):

Description o‘mmﬁﬁm:,_, / )nv_._nm:o: / Program:
Facility Name: B
Privacy Officer:
Information Security Officer:
Chief Information Officer:
Person Completing Document:
Other Titles:

Region 3> VHA> VISN 6>
W.G. Hefner VAMC> LAN

023-00-02-00-01-1120-00

Each VA facility uses the
Local Area Network (LAN)

as a General Support
System, supporting mission-
critical and other systems
necessary to conduct day-to-
day operations within the
Veterans Healith
Administration.
W.G. Hefner VAMC

Terrall E. Hughley
John Russ
Deborah L. Gunn
Terrall E. Hughley

704 638 9000 e; John.Russ@va.gov

704 638 9000 e Deborah.Gunn@va.qov

704 -638 9000 ¢ Terrall. Hughley@va.gov

Other Titles:

Other Titles:

Date of Last PIA Approved by VACO Privacy
Services: (MM/YYYY)

Date Approval To Operate Expires:

08/2009

,om\NoHH

What mvmn#_n‘_m,mm_ authorities authorize this
program or system:

FIPS 199 and FIPS 200



What is the expected number of individuals
that will have their Pl stored in this system:
0
ldentify what stage the System / Application /
Program is at: Operations/Maintenance
The approximate date (MM/YYYY) the system
will be operational (if in the Design or
Development stage), or the approximate
number of years the
system/application/program has been in
operation. 20 years
Is there an authorized change control process
which documents any changes to existing
applications or systems? Yes
If No, please explain:
Has a PIA been completed within the last
three years? Yes
Date of Report (MM/YYYY): 12/2009

AT s

Please check the mvuqmvzmﬁm boxes and no__::,:m to the next TAB and no..:v_mum :,.m ..mm.&.::m nrmmz,o:u on a:_m

orm. o

" Have any changes been made to the system since the last PIA?

™ Isthisa PIV system/application/program collecting Pl data from Federal employees, contractors, or others performing work for the VA?
™ Will this system/application/program retrieve information on the basis of name, unique identifier, symbol, or other Pl data?

' Does this system/application/program collect, store or disseminate PIl/PHI data?

i

* Does this system/application/program collect, store or disseminate the SSN?
If there is no Personally Identifiable Information on your system, please skip to TAB 12. ( See Comment for Definition of Pll)



(FY 2010) PIA: System of Records

Is the data maintained under one or more approved System(s) of Records?

No
if the answer above is no, please skip to row 16.
‘_”,oq each applicable m<WHm3Amv ow xmno_dw list:
1. All System of Record Identifier(s) (number): N/A
2. Name of the System of Records: N/A

3. Location where the specific applicable System of Records Notice may be
mnnmmmma e:n_cam Sm cxc

Im<m you qmma and will H:m muu__nmﬁ_o: m<m~83 or nqom_,m:._ no:_n_< <<_~_,_ m__ amﬁm
Bm:mmmBmsﬁ u«mnznmm in the m<m~m3 o* xmnoam zo:ni.iv

Domm Em m<mﬁm3 o* xmnoam zo:nm .‘mn:_qm _,:oa_mnm:o: or :vam::mv

(Please Select Yes/No)

Is Pli collected by paper methods? No

Is Pll collected by verbal methods? No

Is Pll collected by automated methods? No

Is a Privacy notice provided? Yes
Proximity and Timing: Is the privacy notice provided at the time of data collection? Yes

Purpose: Does the privacy notice describe the principal purpose(s) for which the

information will be used? Yes
Authority: Does the privacy notice specify the effects of providing information on a

voluntary basis? Yes

Disclosures: Does the privacy notice specify routine use(s) that may be made of the
_ioz.:m:o:u




(FY 2010) PIA: Notice

Piease fill in each column for the data types selected.

Data Type

Veteran or Primary Subject's Personal
Contact Information (name, address,
telephone, etc)

Family Relation (spouse, children,
parents, grandparents, etc)
Service _swo::mmo: ,

im&w& _sﬁm‘_.imm_m:i o
m_..BEm_ zmno.& _:wo::m:o: ,
0:@&?: _:‘Fwamn.w n
m%ﬂmno; _:»mwimnoa

Benefit ._ioqam:o:
Other (Explain)

Collection Method

What will the subjects be told about the  How is this message
information collection?

How is a privacy

conveyed to them? notice provided?

Data Type

Veteran or Primary Subject's Personal
Contact Information (name, address,
ﬁm_mu:,o:m\ etc)

Family Relation (spouse, children,
parents, grandparents, etc)

Service Information

Medical Information

Criminal Record information

Is Data Type Stored on

your system?

No

No

No

No

No

Source
(if requested, identify the specific file,
entity and/or name of agency)

Is data collection
Mandatory or
Voluntary?

Additional
Comments

N/A system does
not store PHI or Pl

N/A system does
not store PHI or P}

N/A system does
not store PHI or Pl

i

N/A system does
not store PHI or E_‘

s T R

N/A system does
not store PHI or PIf



Guardian Information

No
Education Information

No
Benefit Information

No

Other (Explain)
Other (Explain)
Ogmq ?xui:;

N/A system does
not store PHI or Pl

N/A system does

not store PHI or Pl

N/A system does
not store PHI or Pi|




(FY 2010) PIA: Data Sharing

Do they
Is Pit What is th
L, Name of access  ldentify the type of Data s hior atis the procedure you
Organization Agency/Organization this Sharing and its purpose. PHI reference for the release of
gency/Organt & PUTPOSE:  shared? information?
system?
_=nm..:m_ m:mzzm" <> Organization No , N/A
OSm_. Veteran o_‘mmznm:o: No z\>
On:m_‘ mm%_.m_ o°<m33m3 >mm=n< No N/A
mnmﬁm mo<m_‘:_.:m=~ >mm:n< No N/A
tocal mo<m33m3 >mm=n< No N/A
xmwmmas Entity No » . . N/A
On:m« ?o_mg / System
Other Project / System
on:m_‘ _u.émnn \ m<m~m3
:u< Nopov PIA: Access to xmnoam
oomm the system mmnzﬁ _sﬁo::m:oz
from another system? No
Please enter the name of the system:  N/A
Per responses in Tab 4, does the system
gather information from an individual? No

If information is gathered from an .
5&<E:m_. is the information u3<ama“

Is z.m_‘m a 8:::mm:2 Em: in _u_mnm 8
process information when the system is
down?

(FY 2010) PIA: mmno:QmQ Use

Will Pli data be _:n_:ama <<;__ any
secondary use request?

Ommn:cm uanmmm .no_. m:ﬁ.o:u:m mnnmmm
to this data.
>=mimﬂ

No
™ Drug/Alcohol Counseling .
" Research [ Sickle Cell

Through a Written Reguest
Submitted in Person
Oz:‘:m via Electronic Form

Yes

Mental Health T Hiv
T Other (Please Explain)




(FY 2010) PIA: P.omqu Level Questions

Does this PIA 3..3 8:35 any sensitive .:.“o_.s._m:o: that no:_a nmcmm 723 to z.m Omumzqzmi o* <2m_‘m=m
Affairs or any party if disclosed to the public? No
If Yes, Please m_umn_?.

mx_u.m_: how collected amS are ___s;ma 8 Snc:ma m_mBmznm
Answer:

How is data checked for completeness?

Answer:

<<:m~ mﬁmUw or Eonmn_:qmm are nmxm: 8 ensure z.m %B qmsm_sw n::‘mzﬂ m:n not o_: o* amnmu
>:m<<m_.

How is new amnm <m:ﬁ ed for E_m<m=nm‘ mSzm:ﬁn_Q m:n mnnc_‘m.n,\._v
>:m<<m_‘.

>%§e=& 5?:335: «305% n:< :mam&n% Qn:?:m S\oﬁanzoa or nq&:o:& men:azoz ?\ zzm
section.)

Answer:

s:&; is Sm amS 383.0: nm:o%
>=m<<m«

mxu_m_z <<:< :._m .io::ﬂ.o: is :mmama woq Em 5983& _‘mnmsso: um:onu
>=m<<m_‘

<<:m: are H_,_m uSnmaSmm *oﬂ m.:: :m::m amﬂm mﬂ z,m m:a o« Em 88: on vm:o%
>:w<<m1

Where are ":mmm uqo.umn—:mm aoESm:S%
>=m<<2

How m_.m amﬂm qmnm::o: uqonma—:mm mioqnm%
>:m<<m_:

Has :._m _‘mﬁmszo: mo:ma:_m cmm: muu.‘o<ma c< Em Zm:osm_ >qn:_<mm m:a xmno_‘% >Q3_=_m:m:o: Az>x>v
>q§.:,o=& Information: %as% any :mmm&aQ clorifying ..:\o::amo: or additional explanation »om this
section.)

Answer:

<<_= __.;o..Bm:o: cm no__QOn ﬂ:_,o:mr Em 5832 ?03 n:._&m: ::umq mmm ku
If Yes, How will parental or guardian approval be obtained?
Answer:




(FY 2010) PIA: Security

£all

is the system/application/program ing IT security
Requirements and procedures required by federal law and
policy to ensure that information is appropriately secured.

Yes
Has the system/application/progi d d a risk
assessment, identified appropriate security controls to protect
against that risk, and implemented those controls.. Yes

Is security monitoring conducted on at least a quarterly basis

to ensure that controls continue to work properly,

safeguarding the information? Yes
Is security testing conducted on at least a quarterly basis to

ensure that controls continue to work property, safeguarding

the information? Yes

Are performance evaluations conducted on at least a quarterly
basis to ensure that controls continue to work properly,
safeguarding the information?

If "No' to any of the 3 questions above, please describe why:
Answer:

Is adequate physical security in place to protect against
unauthorized access? Yes
tf ‘No’ please describe why:
Answer:

mx!m.... how ,rm v.,o_hmn meets IT umn.._.n_e\. rma::m:.m:.nm and
procedures required by federal law.
Answer:



Explain what security risks were identified in the security

assessment? (Check all that apply)
¥ Air Conditioning Failure

Chemical/Binlaeical Contamination

7 Blackmail

" Bomb Threats

¥ Cold/Frost/Snow
Communications Loss

¥ Computer Intrusion

~ Data Destruction

# Data Disclosure

¥ Data Integrity Loss

i Denial of Service Attacks

" Farthauakes
Eavesdropping/Interception

" Fire (False Alarm, Major, and Minor)

# Flooding/Water Damage

«>=m¢<m: (Other xﬁrm_

¥ Hardware Failure
Malicious Code

" Computer Misuse

¥ Power Loss

" Sabotaee/Terrorism

# Storms/Hurricanes

i Substance Abuse

¥ Theft of Assets

¥ Theft of Data

7 Vandalism/Rioting

" Errors {Configuration and Data Entry)

" Burglarv/Break in/Robbery

I Identity Theft

" Fraud/Embezziement

Explain what security controls are being used to mitigate these

risks. (Check all that apply)

¥ Risk Management

# Access Control

¥ Awareness and Training

¥ Cantinoanms Plannino

¥ Physical and Environmental Protection
# Personnel Security

¥ Certification and Accredi

#¥ Audit and Accountability

# Configuration Management

¥ |dentification and Authentication
# Incident Response

¥ Media Protection

ion Security A

Answer: (Other no::&&, .

m_? PA Assessment

Identify what choices were made regarding the project/system
or collection of information as a result of performing the PIA.
Controls to mitigate misuse of information



Assessment: {f the data being coliected is not
available to process for any reason what will the potential
impact be upon the system or organization?

{Choose One}

High

Integrity Assessment: If the data being collected has been
corrupted for any reason what will the potential impact be
upon the system or organization?

{Choose One)

High

Confidentiality Assessment: If the data being collected has
been shared with unauthorized individuals what will the
potential impact be upon the system or organization?
{Choose One)

High

The controls are being considered for the project based on the
selections from the previous assessments?
High

Please add n&&.:ean\ n,o: ..Bw,..

The potentiat impact is high if the loss of avaifability could be expected
to have a severe or phic ad effect on i assets
or individuals.

The potential impact is moderate if the loss of availability could be
expected to have a serious adverse effect on operations, assets or
individuals.

The potential impact is low if the loss of availability could be expected
to have a limited adverse effect on operations, assets or individuals.

The potential impact is high if the loss of availability could be
expected to have a severe or catastrophic adverse effect on
perati assets or individuals.

The potential impact is moderate if the loss of availability could be
expected to have a serious adverse effect on operations, assets or
individuals.

__1The potential impact is low if the loss of availability could be expected

to have a limited ad effect on operations, assets or individual:

The potential impact is high if the loss of availability could be expected
to have a severe or catastrophic adverse effect on operations, assets
or individuals.

... | The potential impact is moderate if the loss of availability could be

expected to have a serious adverse effect on operations, assets or
individuals.

The potential impact is low if the loss of availability could be expected

" |to have a limited adverse effect on operations, assets o individuals.




"SjUBWIWOD INOA ppe usy) pue 0} Buipuodsal aie noA uojssnb ay} a;eoibaféséég
‘U0 JUSLILIOD 0} JUBM NOA WO} 8} Ul uonsanb Aue 10} gel Siyj U SJuswwod [euoippe Aue ppy

SJUBLIWO) [BUORIPPY :Vid (0TOZ Ad)



044 yduos

saulyde Asuasuiuod yINDg
JIA

(owsdy 4D) unesqg

asnw

SLSISSY
SAW/IvY

1sanbuig

(sw1)
WiaIsAs JuawaBeuew Aloluaaug

g9/ UDIIUERY) SURIAIBA

{SWOd) walsAs
jswaBeue JopiQ aseydingd

(I4) w33sAs uonewaopu|
awaseuey [e1duLUl

{ad3)
uonRINPaq ||0JAed J1U0IIIB|3

(SD3) wdIsAS pie) 2U0I19|3

(usv)
Suisoday ssjes palewoiny
(DoY) AujenD jo mainay

W3IsAS xed pazIfesud) A9}

waysAs

BuiBessa|y asdialul vga
(Aiagyoeig) waisAs
BuiBessapy ss9aaim osladiajul

{¥400Q) sea1nosay
{euonesado jo uonnquistg
asnoyasem eleq vaA

VHSHVS

JjaBeuey SS90V

AD1q=Mm

wdlsAg |esierddy duose
WIISAS

Sunyoeu) Aadoud pazijesaua)
J9p)Ing ANd OANOD
uoneIyRuap|

13pURT JU0JIID|T GIM
WAISAS [esiesddy

3uljuQ ddueINSU|

S3LUJIGRI) PAUWIL|IUN SIULINSU
321AJ9S §|9S dIURINSU)
|elsen3oy

spiemy

32JOJUt

(4V1OH) walshs suoday

pue 5183397 435140 Suieay
(sad)

wisAg Aleroyauag Asenply
(S¥NIMm 23e10d10D)

3Y1e3S ‘Djousoy YiemaN
‘sijodeuetpu ‘0rem aleso0diod
(s43A02)

SPJ0J3Y SUBJBIAA JO |O1JUOD
(1I4dvD) 88ueydiaiu piolsy
(d78D) uoisuad pue uonesuadwo)

(wnso)
1a8euey Jasn AJUNIBS UOWWOD)

{OM0D) sasiwoadwiod
PUE SIBAIEAM UO 331IILULIOD

(1 JNIV) 1} 2Bueyaxy
UOIJBWLIOUI {EJIPIIN PRIRWIOINY

(ddVNOA)

suonedddy aul-uQ sueBIIA
{ST0DIVA) WSISAS 1018207

pue j043u0) sjieaddy SuesaIaA
(SSd.L) WaisAs Joddng
3dUeLIoIRg pue Sujulesy
walsAg 2uUdIYBY SIauag RIS

PVHS

{000Zvay)

0007 uonewolny pieog 3uiley
(S31d) waisAg

28ueyax3 volewoyu) [QuUuUosiad
(192d) s1e11

paiesauan 191ndwo) |euosiad
(Sddv) waisAs

Bu1sSa30.d J3p|04 pIIewWoINyY
JINO-VA) uaWjj0Ju3

O UOIBIYIIBD BUYUO VA

g3 MON By

w03

JO UONBIYLIA PIIBWOINY GOM
weu30.d IIURISISSY
|euoneInp3 aAJasAY VA
211sqam BujutesL QYA

a)sqam Sulues| uoneonp3

ausqam Buiues] 480
ausqam Suluies] Ajuesens ueol

JOSIAPY

(4SA) A13LIUD53.A3Y 2IIAIAG SURIIIBA
(S5d3) waishs

Joddng 32UBWIOLId JIU0IIIBI

(5QD) waisAs Asanlaq a1emasino)

(Sddvm) waishs

Bu1SS2204d JOP}Od PIILWOINY GIM
(s1y3n)

WasAs oyul 35anbay wex3 SUeSIIIA
MIINFY 258D YV LS Atednpid

(4v1S)
M3IAIY ARIN2DY [eI1UYITL J1TRWIISAS

(4INSaIM)
SPI023Y |BIIPIN 3IINIDS GOM
(WSN) Surtosuol Ju|IS |uoieN

(s1a1)
wasAs uonew oy Buinoy Anbu)

(N3dSv) apimuonen sjuswa|3
938W104J34 pPazZIpiepuels pajewoIny

(SWHvm) walsAs
[BUBIRIN 9JUDI3SRY palewolny qam

06Z(SINY) WalsAs

UONBWIIO] [BIIPBIN pRiewolny
(4A3) Hoday uonedyudA A3
(Sv4) waisAs Bununoddy pue [eldueuly

spsemy

(20s5/208)
fewuawsddng/ase?) jo 3jeis

(000ZveY)

0007 uonlewolny pseog Buney
(a-dviN)

uswdo|aAaQ $5320.d Spiemy WIBPON
JYVHS

(SY3IADD) SPI03DY SURJAIAA JO |043U0D
(ddS) 2(youd Juedianied yaseas

SUBOT BWOH AD1
SWIe|) pue 3INAIIS UEOT

Buissad0id AD1
(sava)

waIsAg aBJeydsiq SIURISISSY SURIDIOA
WdISAS 1018207 SPIOIDY

(Aiddo 1043 yjo x28y)) (uone|reisul
JNOA ypm pajerdosse aJe Jeyy uoneddde Jouiws 1eym utejdxg

suonesiddy JoulN VAA :VId (0TOZ A4)



| ¢ EJEp SIy} 0} $58308 Sy OYM|
| ¢@Ieum 'sal J|
ilid @101s uoieondde Jourw sigy ssoq] | ¢ dde Jouny
¢uonedyidds Jo uiw s Aq paloelio Jid St
SUIWWO) uonduasag aweN
| ¢Blep Siy} 0} $58298 sy Oym|
I $9JoUM sk ]
Llid 21018 uonedidde Joulw siyy seoql | Zit dde JOU!W!
¢uonedydde o uiw siyy AQ palos|iod jid S
SJUBWWIO) uonduasaqg aweN
I JEJEP SiUj} 0} $59958 Sey O
| Lolaym 'sak y]
¢lid 91018 uogeaydde Jouiw sy seoql | |# dde JOU!W‘
¢uonedydde Jo unw s Ag peiosiiod |id Si
SJUFWWOD uonduidsag awepn
‘apnaut

03 Ysim Aew NoA sjuswwod Aue pue ‘uoiIdidsap JaLg ‘Sweu apiaoid 35ed|d "3A0ge 351 33
w1 jeadde 10U SBOP 1BY) UOIIE||EISUI INOA Y)IM pARIIoSSe e Jey) uoliedtjdde Jouiw Aue uie|dx3



A103s1H JudAed NQE
H/\W) pJodsy SURJIIIA J9ISEIN
uonezljiqon

ST4I8 - SNI

asnoyalep eleq
(SYIAQD) SP10IBY SURIIIIA JO [043U0D
aseqeleq a1eJodio)

{d8D)) uoisuad 8 uonesuadwo)d

(Suv2)

wsaISAS I|GRAIIIFY SIUNOIIY PITe3ud)
STdig

(SuNIm) Brmeas

‘ouROYy YIemaN ‘SljodeuBipul 0JeM
(1INSLIA) HIOMIBN BDINIBS SURIIBA

Awapedy Sulules) vaa

(savA)
WIISAS 281043513 I2ULISISSY SUBIIIAA

waIshs
SunoRIL SPIOIAY JRGUWIN DIAIBS
JUVHS

(oo0zvay)

000z voiewoiny pieog Suliey
(s31d) waishs

a8ueyox3 UOIEWIIO] [JUUDSI3d
(Qivd)

siseg 994 pue ejeg paiesdalu|
SuUUNOIIY PUE [SUUOSIdd
(NQg) yJomiaN Ajanljeq siysuag

(SWSM)
WalsAS Juawaieue i ApNis Y10M
SV204

(SIWV3M) waisAs Juswaseuew
|erosddy pajgeu3-gam

SIM

Sulule) UOISUI g UOnesUIdwWO)
£09T H) wesSold

25URISISSY {EUCIIRINDT BAISIY
909T HD weJdosd

B9AJSIY PIIIDRS Y3 JO SIAqUIBW
30§ DIUR)SISSY |EUONRINPT
($dv3y) si0anNg Joj weidold
pUEIVHEATUE] JuaWIeIsUIRY

GE HD) SOURISISSY UOIIRINPI
sjuapuadaq pue SI0AIANS

wasAs JudwAed d'80

8T YD) wesBoud epylg eutds
Z€ M) (dv3A) weidoud
|euonEedINPa £13 WEUIBIA 150d
1€ HD (39YA) Juswhojdws

18 uolielljiqeydy |euolIBI0A
1118 19 AzawoBuoW

(d78D) uoisuad pue uonesuadwo)
yosopul

W3ISAS UONEIDIG 3G1ISIIMOd
[ERIELY)

JaSeue PIOIDY B4RIFDL

JUeISSISY Y3[edH [eIuay
SNid Alld

SHapIS
Jafeuey spJodRY [€IUAQ

WISAS Jaxeg



ONILYOd3Y ONDIDVYL
SLTNSIY/AYLNS ¥3Q¥0 SQY0I3Y ILITdWOINI Y3dNOUO DY¥a
HOLVIN
AS0OI0ONC NOILVOIIIA IWOONI AYVIWAINS 3DYVHOSIA
N334DS 3ONIYYNID0 ONILYOdIY LNITIONI S$21131310
3DIAYIS ONISYNN ONIDVINI IVIN3Q
SION dv2dl ONNOVYL STVILNIAIHD
IONVHIX3 AYLSI9IY
HLTVIH YYOML3IN 3SVI ADOTONNNINI - YD1 $3002 S2doH/1dD
YO
190N 3WOH Q3aSv8 TVLIdSOH SIONVISENS A3TI0YINOD
1531
AY0LvY08Y1 IYNOILYN ONIH ONIIVYL 1SINDIY/LINSNOD
37id SNYA TVNOILVYN AYVIWINNS H1TV3IH dOWD

13V
(jeu1BuQ) 3oy uanied Buissiy

N3A3IS 13A3T HLTVEH
SAILYWHOAINI

SHYIANINTY TYIINITD

13AIHLTIVIHANW ¥ V1vQ HITV3IH S3YNAID0YUd TVIINITD
13svivd

AIN3ILVd TYNININ 20349 W3LSAS ONIYOLINOW TVIINITD

WODIW 133HS 3002 DIHIANIOD NYOMLIN 3DYNOSIY O4N1 TVIINITD

HLTV3IH TVINIWN STVLIA- 234 "J3W ‘N39O SAYLSIDIY ISVO TVIINITD

INDIGIN O/1-"334 A3 'N39 INIWIOVNYIN FUVD
3Svaviva

TYNOILYN 40N YOLVYINIOD - D34 "A3N ‘N3O STO0L ININIDVYNVYW ALIDVIYD

V1SIA 3JIN3IANIdIANI

X3ANI LN3iLVd ¥31SYN TYNOILONNY 14dvD

NYWIYIN SISva 334 WNY - INFWIOVNYIN ALIDVAVD

YIDVNVIN LSIT M3IIATY ¥33d TVNY3LDGE 13AVYL AYVIDISIN3E

Advyan YOLUIQ3 F18ISNILX3 J0Y¥INOD Q38

ALITILN NODIXTT

ONILYOd3Y NIAIYQ LNIA3

NIWQV Q3N 3000 ¥va

NYWYILITT FYNLVI LINIAT JONVHIX3 O4NI Q3W Q3LVYINOLNY
153N03d
3DIAY3S 8V NI-N¥N.L/LNINJIND3 SINIWNYLSNI 8vT QILVINOLNY
W3LSAS
Sam NOILVDI1ddV LN3NTTO0UN3 SAS NOILD30D O4NI A3LVINOLNY
T3INY3IN ONIY33INIONT MD0LS QYYM/LNIWHSINITdIY OLNY
1¥0ddNs

INIWIOVNVYIN WIH3LNI

FYNLVNOIS JINOYLOIT3

NOILdI¥OSENS/NOILYZIYOHLNY

SANN4 INJILVd Q3LVYDILNI ONINIVYL LNIVIdWNOD 033 SISISY
ONITI8 Q3LVYDILINI ONINOYYL NOILYINQ3 ONINIOVYL NOILOVIY 3SHIAQY
1NdLNO/INVINI S1ovHlx3 s5a (NVIAINV1d) DNINNVd 4OV
SNOILYDIQIWN INILVdNI ALITISYINNOIDVY ONYa I19VAIZDIY SINNOIIV

(A1ddp 10y1 j0 %¥23YD) ¢ uonIe(|elsul
InoA yum pajerdosse ase Jeyl uonedidde Jourw jeym uie|dx3

~ suonedyddy JOUIN VLSIA :Vid (0TOZ Ad)



[~ e1ep sii O} Sse00E sey oum]

] ¢a1aum ‘sak Ji| 1

SIUBWWO))

¢1ld @015 uoneolidde Jouw siy} $30Q

cuonedndde Jo uiw siy) Ag peyosyiod jid S

o dde souin]

uondudsag

aweN

| Z EJED SIU} O} S58008 SEY OUM|

| sa1aum ‘sah | 1

SIUBWIWOY)

¢lid @s01s uoitedydde Jouiw siyl ssoq

¢uoneaydde Jo uiw siy) AQ pejIeloD fid St

Z# dde Jouin]

uonduasag

aweN

[__¢eiep siy 0y 559908 SeyY OUM]

[ ¢e1aum sak J|

SIUBWWOY)

¢lid @103s uonesydde Jouiw siIy) saoq |

¢uonediidde Jo utw siy) Aq pel8|Iod jid Si

\# dde Joutng

uonduasag

aweN

*apnyaul 03 ysim Aew NOA susWWOd Aue pue ‘uondudsSaP JalIg ‘dueu apircsd ases|d "anoqe 1s)|
2y3 ut Jeadde J0u S0P JeY] UOHE||BISUI JNOA YIIM P3TEIDOSSE aJe 1ey) uonredridde Jouiw Aue uiejdx3



YINOVHL 3YVO

HLTV3H SNINOM

TVNOILYN 9NIdIINIWIL AYVINNIOA
ONIdIINIWIL AYVINNIOA

AUNV

V3L 3DIAYIS LNIWHIVIWNI TVASIA

ALIBNIIS ANIMVISIA

JANIVLSIA
ONDIDOVYL LISIA

NILSAS ONDIOVYL dQV YHBSHA

SAS IDVYOLS ININND0Q - HOANIA

43aA

SO34A

NVIATTI4 VA

1SSQ - SININOJWQD Q31510430 YA

M3IIATY NOILYZITILN

dNTT0Y INIWIDVNVYIN NOILYZILLN

YIANIMNN

11001

SILNLN NOILVYOILINI IX3L

YOLVYINID AIAYNS

AY3IOYNS

NOILONNASAQ QY02 TYNIS

AYOM TVID0S

1001
440ANVH 3ONVH) LiIHS

AIVd ALNILA 3LINS ALIYND3S

SNITNA3IHIS
99VS
AYVHEIT IWILNNY

YINOYE Ddy
W3ILSAS
AY1N3I/¥430Y0 ILONIY

155G - NOILVWYO4NI 40 3SvI13Y
NOILVY1SIO3N

ONMOVYL Q¥0I3Y
aNIDIGIW
YYIDNN/ADOTOIaVY

yvsvyno

1SITIIHD
AINIW3IAOYINI ALNYND
NOILVYOILNI
JINVHNSSY ALITYND
SOI1IHLSOUd

S3LON SSIYO0YUd
1517 W3190%d

ALIYND3S 8 3204
ID1LOVHd

NOILdIYIS3¥d ADVWYVHd
3ISvEv1IvQa

TYNOILVN ADVINUVHd
INIFWIOVNVIN

V.1va ADVWNYVYHd
INFWIOVYNYIN

SHI4INIE ADVINEVHI

1358NS SHI/ANIILYd 3Dd
Y3LNNOINI

YYD INIILYd 3Dd
JAILVINISIYAIY INI(LVd
¥Ov8a334 IN3ILVd
JONVHIX3 V.Lva IN3ILYd
3INAOW HILYd

Qivd

AJVWYVH IN3ILYd1NO



[ ¢&1ep S} 0} S5699€ sey oum]

| 2018Um "seA 1|
lld e:0)s uonesidde Jourw siyy seoq' l ¢# dde Joung

¢uonediidde 4o Ui siyy AQ Pe1osiioo fid SI

SIUWIWOD) uolidiasag aweN
| Zelep siy) 0] sS8d0e sey OUM|
T 2oJeum 'seh J|}
&lld 91038 uonesidde Jouiw sy} seocl| | Z# dde souin]

¢uoneaidde 4o Ui siy) Aq PEIOBIOD Iid SI

SIUBWIWO) uondudsag aweN

[—_2erep siqy o1 ss690€ Seq oum]

2818um 'seh 4]
¢11d ©303s uoneddde Jourw sk seoq' | L# dde Jouipy]

Luonesydde 1o uiw sy AG pejosyjod |id S|

SIUBWIWIOY uondudsaq JweN

"papaaU St Sel AUBLI SB SUOI8S MOeq Lieus Ados eseeid SUBIBIIAAE JoUIL § UBY) BIOW OAGY NOA §] -8pNjoUl OF USIM ABW 0K SUBWL0d
Aue pue ‘uonduosep jeuq e ‘uoneondde Joul By} JO BUIBU U} BIBJIPU| 9SES|d ‘WB)SAS JNOA UM pajerdosse aq Aew jey) suonedlidde Jouiw Buiuieouod uohewopl Aue ppy

suoneoyddy Jouin :vid (0T0Z Ad)



(FY 2010) PIA: Final Signatures

Facility Name:

Privacy Officer:

W.G. Hefner VAMC

Terrall E. Hughley

F5—

D ¢

Information Security Officer:

Z_~

John Russ

S

é

Chief Infgrmation Officer:

Deborah L. Gunn

I

Person Completing Document:

Terrall E. Hughley

00 ¢ £

Date of Report:
OMB Unique Project identifier

Project Name

m<mm\3 / Application / Program Zm:mﬁmﬁ\

12/1/2009
029-00-02-00-01-1120-00
Region 3> VHA> VISN 6> W.G.
Hefner VAMC> LAN

704 -638 9000 ext
2585

704 638 9000 ext
4849

704 638 9000 ext
4847

704 -638 9000 ext
2585

Terrall.Hughley@va.gov

John.Russ@va.gov

Deborah.Gunn@va.gov

Terrall.Hughley@va.gov



