(FY 2010) PIA: System Identification

Region 4>VHA>VISN
Program or System Name: Philadelphia VAMC>PBX

OMB Unique System / Application / Program
Identifier (AKA: UPID #): 029-00-02-00-01-1120-00

Description of System / Application / Program: PVAMC uses the PBX as a General Support System, supporting mission-critical and ott

Facility Name:

Privacy Officer: Brendan Minihan (215) 823-6320 brendan.minihan@va.gov
Information Security Officer: Mike Yung (215) 823-5159 mike.yung@va.gov

Chief Information Officer: Adrienne Ficchi (215) 823-5945 adrienne.ficchi@va.gov
Person Completing Document: Alvaro Camacho (215) 823-5159 alvaro.camacho@va.gov
Other Titles: Jack Galvin 518-626-6244 Jack.Galvin@va.gov
Other Titles:

Other Titles:

Date of Last PIA Approved by VACO Privacy

Services: (MM/YYYY) 08/2008

Date Approval To Operate Expires: 08/2011

What specific legal authorities authorize this
program or system: VA CIO OI&T, VACO
What is the expected number of individuals
that will have their PIl stored in this system:
n/a
Identify what stage the System / Application /
Program is at: Operations/Maintenance


mailto:mike.yung@va.gov�
mailto:alvaro.camacho@va.gov�

The approximate date (MM/YYYY) the system

will be operational (if in the Design or
Development stage), or the approximate

number of years the

system/application/program has been in
operation. 24 YRS
Is there an authorized change control process
which documents any changes to existing
applications or systems? Yes
If No, please explain:

Has a PIA been completed within the last

three years? Yes

Date of Report (MM/YYYY): 01/2010

Please check the appropriate boxes and continue to the next TAB and complete the remaining questions on this form.

" Have any changes been made to the system since the last PIA?
" Is this a PIV system/application/program collecting PIl data from Federal employees, contractors, or others performing work for the VA?
[ Will this system/application/program retrieve information on the basis of name, unique identifier, symbol, or other Pll data?

" Does this system/application/program collect, store or disseminate PIl/PHI data?
" Does this system/application/program collect, store or disseminate the SSN?

If there is no Personally Identifiable Information on your system , please skip to TAB 12. ( See Comment for Definition of Pll)



(FY 2010) PIA: System of Records

Is the data maintained under one or more approved System(s) of Records?

if the answer above is no, please skip to row 16.

For each applicable System(s) of Records, list:
1. All System of Record Identifier(s) (number):
2. Name of the System of Records:
3. Location where the specific applicable System of Records Notice may be
accessed (include the URL):

Have you read, and will the application, system, or program comply with, all data
management practices in the System of Records Notice(s)?

Does the System of Records Notice require modification or updating?

(Please Select Yes/No)
Is Pll collected by paper methods?
Is Pl collected by verbal methods?
Is Pll collected by automated methods?
Is a Privacy notice provided?

Proximity and Timing: Is the privacy notice provided at the time of data collection?
Purpose: Does the privacy notice describe the principal purpose(s) for which the
information will be used?

Authority: Does the privacy notice specify the effects of providing information on a
voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the
information?



(FY 2010) PIA: Notice

Please fill in each column for the data types selected.

What will the subjects be told about the  How is this message How is a privacy

Data Type Collection Method
yp information collection? conveyed to them? notice provided?

Veteran or Primary Subject's Personal
Contact Information (name, address,
telephone, etc)

Family Relation (spouse, children,
parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

Guardian Information

Education Information

Benefit Information
Other (Explain)

Source Is data collection .
Is Data Type Stored on . . L Additional
Data Type (If requested, identify the specific file, Mandatory or
Comments

our system?
v ¥ entity and/or name of agency) Voluntary?

Veteran or Primary Subject's Personal
Contact Information (name, address,
telephone, etc)

Family Relation (spouse, children,
parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

Guardian Information

Education Information

Benefit Information

Other (Explain)
Other (Explain)

Other (Explain)
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(FY 2010) PIA: Data Sharing

Do th
o they ., IsPllor Whatis the procedure you
. Name of access ldentify the type of Data
Organization Agency/Organization this Sharing and its purpose PHI reference for the release of
gency/Org & PUTPOSE.  gpared? information?
system?

Internal Sharing: VA Organization

Other Veteran Organization

Other Federal Government Agency

State Government Agency

Local Government Agency

Research Entity

Other Project / System
Other Project / System

Other Project / System
e i i i i i hiiihihihihiiaa

(FY 2010) PIA: Access to Records

Does the system gather information
from another system?
Please enter the name of the system:

Per responses in Tab 4, does the system
gather information from an individual?

If information is gathered from an = Throu.gh a ertten Request
I Submitted in Person

individual, is the information provided: ™ Online via Electronic Form

Is there a contingency plan in place to
process information when the system is
down?

e i i i i i i i il
(FY 2010) PIA: Secondary Use

Will PIl data be included with any
secondary use request?

I Drug/Alcohol Counseling " Mental Health T HIV

if yes, please check all that apply: [ Research [ Sickle Cell [ Other (Please Explain)

Describe process for authorizing access
to this data.
Answer:



(FY 2010) PIA: Program Level Questions

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans
Affairs or any party if disclosed to the public?
If Yes, Please Specify:

Explain how collected data are limited to required elements:
Answer:

How is data checked for completeness?
Answer:

What steps or procedures are taken to ensure the data remains current and not out of date?
Answer:

How is new data verified for relevance, authenticity and accuracy?
Answer:

Additional Information: (Provide any necessary clarifying information or additional explanation for this
section.)

Answer:
e i i i i

(FY 2010) PIA: Retention & Disposal

What is the data retention period?

Answer:

Explain why the information is needed for the indicated retention period?

Answer:

What are the procedures for eliminating data at the end of the retention period?
Answer:

Where are these procedures documented?
Answer:

How are data retention procedures enforced?
Answer:

Has the retention schedule been approved by the National Archives and Records Administration (NARA)

Additional Information: (Provide any necessary clarifying information or additional explanation for this
section.)

Answer:
[ ]

(FY 2010) PIA: Children's Online Privacy Protection Act (COPPA)

Will information be collected through the internet from children under age 13?
If Yes, How will parental or guardian approval be obtained?

Answer:
[ ]




(FY 2010) PIA: Final Signatures

Facility Name:

Privacy Officer:

Brendan Minihan

BRENDAN MINIHAN

Digitally signed by BRENDAN MINIHAN

DN: o=Department of Veterans Affairs, ou=Dept. of Veterans
Affairs, Internal Staff, ou=www.verisign.com/repository/CPS
Incorp. by Ref.,LIAB.LTD(c)96, chn=BRENDAN MINIHAN,
email=brendan.minihan@va.gov

Date: 2010.01.12 15:35:18 -05'00"

Information Security Officer:

Mike Yung

MIKE YUNG

Digitally signed by MIKE YUNG

DN: o=Department of Veterans Affairs, ou=Dept. of Veterans
Affairs, Internal Staff, ou=www.verisign.com/repository/CPS Incorp.
by Ref.,LIAB.LTD(c)96, cn=MIKE YUNG, email=mike.yung@va.gov
Date: 2010.01.12 15:37:39 -05'00'

Chief Information Officer:

Adrienne Ficchi

ADRIENNE FICCHI

Digitally signed by ADRIENNE FICCHI

DN: o=Department of Veterans Affairs, ou=Dept. of Veterans Affairs,
Internal Staff, ou=www.verisign.com/repository/CPS Incorp. by
Ref.,LIAB.LTD(c)96, cn=ADRIENNE FICCHI,
email=adrienne.ficchi@va.gov

Date: 2010.01.14 16:12:00 -05'00'

Person Completing Document:

Alvaro Camacho

ALVARO W
CAMACHO

Digitally signed by ALVARO W CAMACHO

DN: o=Department of Veterans Affairs, ou=Dept. of Veterans Affairs,
Internal Staff, ou=www.verisign.com/repository/CPS Incorp. by Ref.,
LIAB.LTD(c)96, cn=ALVARO W CAMACHO, email=alvaro.
camacho@va.gov

Date: 2010.01.12 15:10:59 -05'00"

System / Application / Program Manager:

Jack Galvin

ADRIENNE FICCHI

Digitally signed by ADRIENNE FICCHI

DN: o=Department of Veterans Affairs, ou=Dept. of Veterans
Affairs, Internal Staff, ou=www.verisign.com/repository/CPS Incorp.
by Ref.,LIAB.LTD(c)96, cn=ADRIENNE FICCHI,
email=adrienne.ficchi@va.gov

Date: 2010.01.14 16:12:16 -05'00'

Date of Report:
OMB Unique Project Identifier

Project Name

1/11/2010
029-00-02-00-01-1120-00
Region 4>VHA>VISN Philadelphia
VAMC>PBX

(215) 823-6320

(215) 823-5159

(215) 823-5945

(215) 823-5159

518-626-6244

brendan.minihan@va.gov

mike.yung@va.gov

adrienne.ficchi@va.gov

alvaro.camacho@va.gov

Jack.Galvin@va.gov
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