
(FY 2012) PIA: System Information *Green Highlight = Must Answer Question *Yellow Highlight = Required to Sign PIA
-

Program or System Name (as shown in SMART): COCO> AITC > VHA > CBO> PETIR- Portal for Electronic Third-party Insurance Recovery
OMB Unique System / Application / Program Identifier (AKA:
UPID #): 029-00-02-00-01-1120-00

PETIRenables HIPAA"mandated electronic data exchanges between VAMC's VistA systems and health plans/payers
(with the assistance of healthcare and flnahclal elearlnghouses, whtohare part of the HIPAA Infrastructure). "his

Description of system/ Appllcation/ Program: national solution strearnllnes compliance wl~1iHIPAA by providing a single entity for managing the Electronic Data
"must match what is stated in System Security Plan (SSP)" Interchange (EDI) IT Infrastructure, processes and experelse. PETIRuses Comrnerclal off-the Shelf (COTS)software to

translate VistA data Into HIPAAtransaction formats, route the data to appropnlate external trading partners, accept
Incoming transactions from external trading partners, and translate health plan statuses and responses into formats
acceptable to VistA before returnlna the lnfermatlcn to VistA.

Facility or Program Office Name: Austin Information Technology Center (AITC)

Privacy Officer: AmvHowe 512-326-6217 amv.howe V'LnOV
Information Security Officer: Leigh Taylor 512-460-5321 leioh.tavlor va.oov
System Owner/Delegate: John Rucker 512-326-6422 lonn.rucken VRnOV

Chief Information Officer: John Rucker 512-326-6422 iohn.rucker va.nov
Information Owner: I

Other Titles: I I I
I

Person Completing Document: IAnalida Alluilar 1512-326,6042 . ~tir1A anllllRrl1llvR (lOV

Other Titles: ,
Date of Last Full Approved PIA bv VACO Prlvacv Services: (MM/YYYY) 06/2009 _.

ntle 38, United States Gode, sections
What specific legal authorities authorize this program or system: 1710 and 1729.
What Is the expected number of individuals that will have their PI! stored In this system: Approxlmatelv 900,000
Identify what stage the System / Application / Program is at: Operations/Maintenance
The approximate date (MM/YYVY) the system will be operational (if in the Design or Development stage), or the approximate number of
years the system/application/program has been in operation. 7 years
Is there an authorized change control process which documents any changes to existing applications or systems? @yes ONo o N/A: ~IrstPIA

If No, (Explain on Tab 8) I
Is there a contingency plan In place to process information when the system is down? @yes ONo ON/A: FirstPIA

Has a PIA been completed within the last three years? I @yes ONo ON/A: Firs!PIA

FISMA QUESTIONS
1. Is th is a new system? Yes -No
2. Does this system contain Federal information in identifiable form? - Yes No
3. Does the system include Information on the public? - Yes No

4. Is there a Privacv Impact Assessment (PIA) that covers this system? @Yes ONa oNationalSeculrtySystemunder40 U.S.C.11103,a PIAIsnotrequiredfor thissystem

5. Is Federal-owned Information in this system retrieved by name or unique (!) Yes ONo
identifier?
6. What Is the System of Records Notice (SORNI for this system? 114VA16 79VA19

7. Has this sORN been reviewed or updated within the last three years? IYestwo years alo

Date of Report (MM/YYYY): 8-Nov-ll

Any che.ckmark In the boxes below will require a·full PIA. Rlease continue to the next TAB and complete the remaining questions. ,-

If there is no Personally Identifiable Information on your system please complete TAB 2 & TAB 12. ( See Comment for Definition of Pill

IL Haveanychangesbeenmadeto the ~m sincethe lastPIA?

Ir Is thisa PIVsystem/apol\cation/pragram<ol~ngPIIdatafromFederalemployees,contractors,or othersperl'ormlngworkfor theVA?

I [J WillthissYstem/apPlication/programretrieveInformationon thebasisof name,uniqueidentifier,symbolor otherPII data? Page 1



"tJ
Ol

<a
m
N

!-- -



fIIil,~

(FY 2012) PIA: System of Records
~"""''f'WIIIICur.I'I¥o-'''''Il''~~-~;

1. Is a SORN (System of Records Notice) Required?

2. Is there a SORN already in place?

•••~ro;"iS' ...,...,.,:'k~ *Green Highlight = Must Answer Question
I @Yes ONo 0 Not Sure

[2] FullName

[2] MaldenName

[2]'Mother's MaldenName

DAllas

[2] SocialSecurity Number

OPassoort Number

o Drtver'sLlcenseNumber
U Taxpayer Identification Number

o FinancialAccount Number

oCreditCardNumber

[2] StreetAddress

[] EmallAddress

o PhotooraohlcImaoe
o Fingerprints

oHandwriting ,
oOther BlometrlcData

oOther (Explainon Tab 8) I

4. Based on Question 3, is a SORN required? @Yes ONo I

***lfYes, has the process begun to obtain/acquire a SORN @Yes ONo I

***lfYes, select all ofthe appropriate SORN number(s):

"""If Not Sure, contine to question 3

LIST OF SORN NUMBER(S) :

For each applicable System(s) of Records, list:

3. If records are retrieved using any of the following entities, A SORN will be required

(Please check all that apply)

Location where the specific applicable System of Records Notice may be accessed:

3. System of Records

@Yes 0 No

"""Click to add. Delete SORN by highlighting SORN

and comma if included and press the Delete key or

place focus on area to delete all SORNs.

[U4VA16,79VA19

http://www.rms.oil.va.gov/SOR Records.asp.... ~ ..---------""
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(FY 2012) PIA: Data Collection And Storage *Green Highlight = Must Answer Question
Please fill in each column for the data types selected,

Data Type Collection Method
What are the subjects told about the How is this message conveyed to How is a privacy

Intended use of their information? them? notice provided?

Provided By
Veteran or Primary Subject's Persona! Contact Information (name, address, telephone, etc] Electronic/File Transfer Healthcare 'Provided By Another System Another System

Provided By

Family Relation (spouse, children, parents, g,randparents, etc) Electronic/File Transfer Healthcare Provided By Another System Another System

Service Information N/A N/A N/A N/A

Provided By

Medical Information Electronic/File Transfer Healthcare Provided By Another System Another System

Criminal Record Information N/A N/A N/A N/A

Provided By

Guardian Information Electronic/File Transfer Healtheare Provided By Another System Another System

Education Information N/A N/A N/A N/A

Benefit Information N/A N/A N/A N/A

Other (Explain on Tab 8)

Source
Is data collection Mandatory or

Data Type Storage Method (If requested, identify the specific file,

entity and/or name of agency)
Voluntary?

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc) • Ves ONO VA Files/Databases (VistA) • Mandatory 0 Voluntarv Automated

Family Relation (spouse, children, parents, grandparents, etc) • Ves ONa VA Flies/Databases (VistA) • Mandatorv 0 Voluntarv Automated

Service Information Ves
• Na • Mandatorv Voiuntarv

Medical Information • Yes No VA Files/Databases (VistA) • Mandatorv votuntarv Automated

Criminal Record Information Ves
• No • Mandatorv Voluntarv

Guardian Information • Yes No VA Flies/Databases (VistA) • Mandatorv Voiuntarv Automated

Education Information ves
• No • Mandatorv 0 Voluntarv

Benefit Information Yes • No • Manda.torv Voluntarv

Other (Explain on Tab 8) Ves • No • Mandatorv voluntarv

(Please Select Yes/No)

Proximity and Timing: Is the privacy notice provided at the time of data collection? Ves
• No

Purpose: Does the privacy notice describe the principal purpose(s) for which the information will be used? Oves @No

Authority: Does the privacy notice specify the effects of providing information on a voluntary basis? Oves @No

Disclosures: Does the privacy notice specify routine use(s) that may be made of the information7 o Yes @No

routine users)

4, Oata Collection And Storage Page 4



(FY 2012) PIA: Data Sharing ** Any connection external to VA requires an ISAjMOU per VA 6500. This section below must be conslstent with your

*Green Highlight = Must Answer Question System Security Plan Interconnection Security Agreement section. - -- '- - -

Name of Do they access this Identify the type of
What is the procedure you

Organization
Agency/Organization system? Data Sharing

Is PII or PHI Shared? reference for the release of
Information?

, @Yes a No
Insurance

@Y" aNoInternal Sharing: VA Organization
VHA , IiIIPAAAuthorization/Waiver

Other Veteran Organization Yes@No I Dyes @No

Insurance I ,
Health andlHumaniServices 'i II(HHS), Centers for :
Medkare and Medical I

Other Federal Government Agency
sewrces (eMS) vla,eMS- DVes@NO @Y" a NoI
contracted fiscal I I
Intermediary, TrailBlazer

I HIPAAAuthorization/waiver!Health Enterprises I

State Government Agency Yes @JNo , aYes @No

Local Government Agency Yes @ No : Yes @NO-

Research Entity I Yes @ No Oy" @No

~ Other Project! System (ExplainonTab8)

Insurance - These entities
are part of the healthcare

Health plans/agents, industry's network
Emdeon-Envoy LLC, infrastructure supporting
VisionShare, MedData and HIPAA-mandated data
PNCBank No exchanges. Yes PII & PHI HIPAAAuthorization/Waiver

(FY 2012) PIA: Access to Records
Does the system Rather Information from another system? • Yes aNO I
Please enter the name of the system: :VHAVistA system and health plans/clearinghouses (through Emdeon, vtslcnshare, Medueta, and PNtl:

Bank).

(FY 2012) PIA: Secondary Use
Will PII data be included with any secondary use request? aYeS @No I, IMentalHealth I HIV IU Drug/AlcoholCounseling

Check all that apply SIc;:kleCell Other(Explain on Tab 8) Research

5. Data Sharing & Access Page 5



(FY 2012) PIA: Records Management *Green Highlight - Must Answer Question
Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans Affairs or Iany party if disclosed to the public?

U Yes (Explain on Tab 8) @No

15the data collected to onlv what Is necessarv to crcvlde requested service?
@Yes o No Exnlaln on Tab 8)

Has the data provided been verified as complete?
UVeteran Yenned o Received From Database o Verification Unknown

(FY 2012) PIA: Retention & Disposal

What Is the data retention period? ReS 10-1 link for VHA: WNW.va cov/vhaouo jcations/rcs10!rcs10~1 pdt

Retentions nerlcd Is seven (7) vears for each electronic data transaction. Res VB-l Part II Revised for VBA: www.benefits.va.govNYARMS/docs/admin20/rcs/pBrt2/part2 pdf
National Archives and Records Administration: WININ.nara.aov

ExplaIn why the InformatIon Is needed for the Indicated retention period?
Answer: Retention period for HIPAA transactions specified by the Department of Health and Human Services (HHS) Centers for
Medicare and Medicaid Services (eMS\.

What are the procedures for eliminating data at the end of the retention period?
Answer: At the end of the retention period data Is automaticallv archived.

Where are these procedures documented?
Answer: These procedures are documented In the system desi n document.

How are data retention procedures enforced?
Answer: Data retention oroceduras are enforced via audit requirements established bv the svstem Owner.

Has the retention schedule been aooroved bv the National Archives and Records Administration (NARA\ I
I.!J Yes No (Explainon Tab 8)

(FY 2012) PIA: Children's Online Privacy Protection Act (COPPA)
Will Information be collected throuah the Internet from children under aee 137 I

o Yes (explainon Tab 8) @No

6. Records Management Page 6



(FY 2012) PIA: Security 'Green Highlight = Must Answer Question

Is the svstem/applicatlon/program following IT security Requirements and procedures required by federal law and polley to ensure that

Information Is appropriately secured.

;:s l~h~;~::~~~:~:I~~:!~;/s~rogramconducted a risk assessment, identified appropriate security controls to protect against that risk, and I@ YC5

~~.~~loON~~..:aslh'l:."","'~'>IFAl"_"~"~llOlIIW~F","""~Q:<_fI"=\:;:;?;I(,~='~~~>:.«:.~,==:::;l=====::d(
Is security monitoring conducted annually or as needed to ensure that controls continue to work properly, safeguarding the Information? @Ves o No (E'o(plaln en Tab 8)

Is security assessment conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information? I@ Yel 0 No (Bcplaln on Tab 8) I

~~1f\ll'_"'.t~IPt~'(,I!_~':-'=~_~~_"~~~_~_~I~ ~U_,=-''J'
Is edeouate obvstcal security in place to protect aaemst unauthorized access? Yes No (explain 00 Tab a)

I:~~~sur~ PE.::.:~~~.~ p~~, p_:"!, r.::~_~~:,,~.:~~ad~!ess~_~8g:op'~~.~ely f~,~X.8HL:2.::§~~:~~~...~,_," ~~_,._~~'-x........ •.__ "'-~_'-_ ..,- __,._..~_"-'L~~~~ __ ~~MIn\""(lO

Explain what security risks were identified In the security assessment? (Check all that apply)

BlolclllcalR-e"lease~
Burglarv/BreakIn
IZIYIl·UnlUl:

oJl~re

DIm Fflilure
LJ Duit/Debrll

ElrttJUlke
IExtrcmeCold

, Extreme'HeM:

Sobo.
Inln:lslon, Brelk'!nl
Misconf\ouration
PenetrJtion
;:;;;;;;r-

A~

R;j
~r
-H.-li--
HAZMAliRelease,lSplll

Ughtnlng Strl~e~
PaSJword Prlll"lIc;yNegllgente
PersonnelUnavalllbJc
~-----

Terrori.t
~torm

Tomado
;=;;;;:;;j"
~Igence
User Sabotage~~
~mlige

WlnterWeM:l"IerHazards

Hl.\11ln Health Emergency

Hurriclne~
IIndaorHumldi

II,

1~~,~nJother:I~~,~de~~~~:.d,ex.YJ~UbL~.2ll •__ ,,~ _-'~~ os •••••• _ •• ,n,•.•.•.. J! , •••..,~~"'"' ~_,,_~ .~ ""-"",,-, tc:J_~ __4.-.~~'-,l-_""" ....l.O'in., ".~,~ ••••Il.."''''''''

Based upon the risks Identified above, Explain what security controls are being used to mitigate these risks. (Check all that apply)

II 0IAcCl:SI Controll ."~--:--=r1~,Lcpl!~.LJI"...!I.~Ill1..!Il~~t---'-'--.---n::!.J.to1~iIPr.o~~_n_~~~~-- - - - ---- ..l:!JsYl:"~_~_~~e.•••.lce5 Acqul$ltion--··-'

1 '0 Auditand AccountlBllity _ JLI,;,IC::.ontl"O'lncyPlinnlng tll?J,"t!'~.nn.el~lJrfl:y l.;!J1~yst:em ~~d.ColT)murilca~

j o AWlrcne•• IndTrllnlng I~~on 11,0,PhYllal.nd'environmetitatPro~tl~n 14s'V,ternanl:ll1nformi.tlOnI~rliY--]

i.1 IH_ I iF.l II I
~ :)ec:um:yAUCSlmcnt lna •••.UlllOnllltlOn lL:!.IlnclaelU KIISponse 110 RIs~A5Ienmcnt 10 Plannllllj! ~ Mllnb:l"Ilnce 1

1~~nsw~:J~t,'l::":~~:!",~!!LJ4~f'U£JT,,-~~~~ •. ~~::::z. .•..•.""-•..~..... ..._ "''',-4.<>-.~ .,,J' ' ",_,_ ".''''-'"_' ~,."-';..--'~~...... .!l._"",~.,, •...,... ......l~ -:-t;&.Il~, ••'ilw._IflY<';,wM~

PIA: PIA Assessment
~80tf.60:=~ ~ lIS~h~~=o~dat;;:iPeschos~~':'b~I;ra;;=FIPS 1.99Stttem Categorization. ~1'1~·"MiII __ ~ ,~,,; :~·drum;~_
Answer:-....-"'''-'--~'I ("'-'~-"""'-''''~-''"~'."'~----....~-

Availability Assessment: If the data being

collected Is not avallable to process for any reason 8 severe or,caleStro mc aaver8e enect on 0 erallon, assets or Ina1VlaUal8.
what will the potential Impact be upon the system oJ -, " -" ., •• ••• ,. • •••• ,~

or organization?
(Choose One)

Integrity Assessment: If tile data being collected

has been c~rr,U,otec fobrany rea"hon wh,at will the 11-- ~~ever,e 0.: ~~ta~~~f.~IC ad~~~~~_e,~~:~~~_~P!!~_~~~~,~~~~~~,~~r_I~~~~~~a~B. I
potentia mpact e upon e sys em or- - -- -- -

organization?
(Choose One)

Confidentiality AS5essment: If the data being oJ The'potentl.allmpact Is'nigh.1f the los8 of co-nfldentlallty couli::llbe expected to

~ollected has be:n shared wl~h unauthorized ~~~ep~t:~~I:I~~~~~~:t~o~~r:t~I~~~~ ~~::o~~:nr~~:~~~~tya:~~~ ~~ l;:tld.uaIS.
lndlvlduats what WIll the potential Impact be upon 01 to 'have a serious adverse effect on a eratlons assets or.lhdivlduals,

the system or organization? (Choose One) 0 Tile pctentlal tmpect la low If tne'toee of confidentlailty cculdrbe expectea
to have a limited adverse effect on 0 erenone assete or, lndlvlduale.__ .-:li!.~.--=_ ~. _ __.~_' _>-- __ .' ._ •• ~_.~.~ .~~ __ ,,_,'"_._ ,,_.~""':"" ~~"""'::::I_~~~*,»>'1"'Wt<O'--...

The controls are being considered for the project based on the selections from the previous assessments?
The minimum security requirements for our high Impact system cover seventeen security-related areas wi~h regard to protecting the confidentiality,
Integrity, and availability of VA Information systems and the information processed, stored, and transmitted by those systems. The security-related areas
Include: access control; awareness and training: audit and accountability: certification, accreditation, and security assessments; configuration
management; contingency planning; identification and eutheotlcetlcn; Incident response; maintenance; media protection; physical and environmental
protection; planning; personnel security: risk assessment; systems and eervlces acquisition; system and communications protection; and system and
information integrity. Our facility employs all security controls In the respective high impact security control baseline unless specific exceptions have been
allowed based an the tailoring guidance provided in NIST Special Publication 800.53 and specific VA directives.

7. Security Page 7



(FY 2012) PIA: Additional Comments
Add any additional comments or information that may have been left out for any question. Please
indicate the question you are responding to and then add your comments.

The PETIRinitiative is sponsored by the VHA Chief Business Office, developed by the Financial
Services Center (FSC}and hosted at the AITC. PETIRserves as the HIPAA-gateway between
VAMC VistA systems and healthcare clearinghouses/health plans and includes the following
capabilities: EDM - 1) translates
VistA files into the HIPAA-compliant formats for Request for Medicare-equivalent Remittance
Advice (eMRA), Third-party Health Care Claims (eClaims) and transmits them to healthcare
clearinghouses/health plans and 2) accepts healthcare clearinghouse/health plan responses
and Third-party Claims Payments (ePayments) and translates them into VistA-acceptable
formats and returns them to VistA. EPH - is the ePayments database
containing copies of the payment and explanation of benefit information. The database allows
FSC224 Section staff to reconcile unroutable information and direct the information to the
appropriate VAMC. IIV - 1) translates VistA files into the HIPAA-
compliant request for Insurance Verification (eIV) and transmits them to healthcare
clearinghouses/health plans and 2) accepts healthcare clearinghouse/health plan responses
and translates them into VistA-acceptable format and returns them to VistA.
PHR - 1) translates VistA files into the HIPAA-compliant Pharmacy Claims (ePharmacy) and
transmits them to healthcare clearinghouses/health plans and 2) accepts healthcare
clearinghouses/health plan responses and translates them into VistA-acceptable format and
returns them to VistA. ETA-
EDITransaction Management/Analysis Tool (Edifecs) is a software suite that is used by the FSC
to perform analysis and reporting on electronic medical claims and insurance verification
transactions.
Tab 4 notes: VAMC
staff collect then enter the data into the VHA VistA systems, and provide all privacy notices.
Data is then electronically transmitted to PETIRfor execution of HIPAA-mandated electronic
data exchanges.
Tab 5 notes: VHA
VAMC/health plan data exchanges use Emdeon, MedData (healthcare clearinghouses), PNC
Bank (Treasury-designated electronic healthcare lockbox bank) & VisionShare (Medicare
connection service) as connection points between PETIRand health plans. They are part of the
healthcare industry's network infrastructure supporting HIPAA-mandated data exchanges.

8. Additional Comments Page 8



(FY2012) PIA: VBA Minor Aoolications
Which of these are sub-com onents of vour sYStem?

Access MenaKer Automated Sales Reoortlnl: ASR Automated Folder Processing System AFPS)

SCMA Contingency Machines
Automated Medical Information Exchan ell AIME II

l.allent oranee Automated Medical Information System (AMIS 29D

Appraisal System Centralized Prooertv Tracklnll SYstem Automated Standardized Performace Elements Nationwide ASPEN

ASSISTS Common securltv User Manager (sUM Broome Closet

Awards Comoensation and penstcn C&P centrelued Accounts Receivable svstern (CARS

Baker Svstem Control cf veterans Recortls COVERS Committee on Waivers and Compromises (COWe)

Courseware netlverv Svstem CDS Compensation and Pension C&P Record lnterebenee CAPRI
8braun lep Heme) Dental Records Mana-I!;r Compensation SaPension Training Website

Educatiori Tralnin. Website

C&P Payment System ElectronkA ralsal svstern Distribution of 0 eretlcnal Resources (DOOR

C&P Tralnln.! Website Electronic Card Svstl!!m ECS Educational Assistance for Membl!!rs of the Selected Reserve Prceram CH 1606

Electronic Pa"roll DeductIon EPO Electronre Performance Supnort System EPSS)
CONDO PUO Builder EII.lbllllv Verification aeecrt EVR Entercrlse Wireless MessulOll System (Blackberrv)

Fldudarv Beneficia ••.•svstem FBS Financial Mana';ement InformatfonSvstem FMI

EndoSoft FlduclaN STAR Case Review Heerrna Officer letters and Reoorts svstem (HOLAR)

FOCAS Financial and Accountlrwr SYStem FAS IncullY Routln.! Information SYStem (lRts)

Inforce Insurance Unclaimed liabilities Modern Awards Process Development (MAP-D)
INS - BIRLS tnventcrv Manaaement Svstem IMS

Insurance Online Interactive Voce Resoonse IVR Personal ccmcuter Generated Letters PCGL

Insurance Self Service lGV Centralized Fall Svstem Personnel Information Exchan e Svstem PIES

lGY Home loans loan Service and Claims Post Vietnam Era educational Program IVEAP CH 32

LGY Processln« Loan Guaranty Tralnlnl Website
Purchase Order ~na.l!!ment Svstem POMS

MES Reinstatement Entitlement Program for SUrvivors (REAPS

Mobilization Mental Health Assistant Reserve EducatloAiill Assistance Pro ram CH 1607

Montl[omerv GI Bill National Silent Monltorln", NSM RIO'lltFall

MUSE Powerscrlbe Dictation svstem Service Member Records Tracking Systl!!m

Omnlcell RatIng Board Automation 2000 (RBA20001 Survivors and Dependents Education Assistance a-t 3S

PrlvPlus Records Locator System Systematic Technical AccuracV Review (STAR)

RAI MDS Remittance Processing: svstem Trainln and Performance SUDDOrt svstern TPSS

RI ht Now Web Review of ualltv I ROO} VA Online Certification of Enrollment VA-ONCE

SAHSHA Search partfctoant Profile SPP VA Reserve Educational Assistance Program
Scrl t Pro Solnal Blflda Proeram Ch 18
SHARE State Benefits Reference svstem veterans Assistance Discharge svstem VADS

Sideds State of Case SUDDlemental SOC SSO Veterans Exam Reeuest Info System rvERIS

Svnquest
jetecare Record Mana er Veterans Insurance Oalms Trancklng and Resncose svstem VICTARS

Veterans Service Reeresentarlve VSR Advisor

VBA Training Academv VBA Enterprise Messaging System
VocBtlonal Rehabilitation & Employment IVR&EI CH 31

Veterans Canteen Web

VETSNET Housekl!!eplng Web Electronic Lender Identification Web Automated Folder Processlnl S stem WAFPS
Web Automated Reference Material Svstem WARMS

VR&E TralnlnR' Website Web Automated Verlfk:allon of Enrollment

Web LGY Web-Enabled ADDroval Management System (WEAMSI
Web Service Medical Records WebSMR
Work Studv Manalrement svstem WSMS)

Explain any minor application that are associated with your installation that does not appear in the list above. Please provide name, brief description,

and anv comments vou mav wish to indude.

Name

Comments
Is PII collected ov this min or aenltcation?
Does this minor eccncenen store PII?
If yes where?
Who has access to this data?

Name

Descriotlon

Comments
Is Pit collected bv Ihis min or apnllcatlcn?
Does this minor apollcation store PII?
If ves where?
Who has access to this data?

Name

Desert tion

Comments
Is PI! collected bv this mln or aoolication?
Does this minor econceuon store PIi?
If ves where?
Who has access to this dala?

9. VBA Minor Applications Page 9



----~.-~------ ---------

Which ofthese are sub-components of your system?

(FY 2012) PIA: Minor Applications A-M

E1ettronjc Signature1184 Web Imaclng
AAP dinital case Reiistries Embedded Fragment Registry Incentive Awards

ACCu care dinical Data Repos/tOfY/Health Data
••.,d••••••

ENCORE 2 Incident Repordnr

ACCUCheck Oinicallnfo Resource Networll: ENDSOFT Income Verification Match

ACCU Med Oinical Monitorinc System Enaineering Incomplete Records Tradtina;
AdobeAcro~t dinical Notes Templates Enrollment Application System Inpatient Medications

APP Planning (PlanMan)

ADT
Adverse Reaction Tracking

Al;entC8shier
Air Fortress

ASISTS

Authorizatlonl Subscription

Auto Instrument
Auto Replenishment/ Ward Stock

AUTOCAD
Automated Access Request
Automated Info Collection Sys

Automirted lab Instruments

Automated Med Info Exchance
Automated Sales Reporting

AutoMed

Bad code Med Admin

Barcode MecUcation Administration
ccnnneencv Plan IBeU
BeMA Contingency Workstations

BDN301
BenefidaryTravel

Big Fix
CA Vertified Components - DSSl

Capadty Manalement - RUM

capacty Management Tools

CAPRI

cardiff Teleform
Cardiology Systems (stand alone servers from
the network
Care Management

CareTracker
CHECKPOINT

Explain any minor application that are assodated with your installation that does not appear in the list above. Please provide name, brief
description, and any comments you may wish to include.

Name
jescrlntior

Comments
Is PII collected by this minor application?
Does this minor application store PII?
If ves. where?
Who has access to this data?

Name
Description
Comments
Is PH collected bv this minor application?
Does this minor application store PIJ?
If yes. where?
Who has access to this data?

Name
Description
Comments
Is PH collected by this minor application?
Does this minor application store PII?
If yes where?
Who has access to this data?

dinical Procedures

dinical Reminders
dippership

Combat Veteran Outreach

CQmmfttee on Waivef" and Compromises
Consuh:j Request TrackJnl

ControUed Correspondence

Controlled substances

CPM
CPRS
CJTT/HCPCSCodes
Credentials Tracking

Credit Card AuthentiCiltion

Data Innovations

DEUVEREX

Dental

DICTATION-Power Scribe

Dietetics

Dischal'le SUmmary

DRG Grouper

ORMPlus
DnJg Accountability

OSIT

DSS""''''''
DSS Quadramed

EOS Whiteboard (AVJEO)

Education Tracking

EEO Complaint Tradting

EKGSystem
Electronic Card System (ECD)
Electronic Payroll Deduction IEPO

Enterprise Terminoloev Server & VHA
Enterorise TerminolOlW Services
ePROMISE
EqUipment/Tum-in Request

Event Capture

Event Driven Reporting
Extensible Editor

Extemal Peer Review

EYECAP
Fee Based Oaims System
Fee Basis

Anandal and Aa:ounting System (FAS)

Financial Management System (FMS)
FuDctionallndependence
Gen. Med. Rec. -I/O

Gen. Med. Rec. - Vitals

Gen.. Med.Rec. - Generator

GENDEX

Generic Code Sheet

Go"...,.
Get Well Networks

GMED
GRECC
Health Data and Informatics

Health ~vel seven

Health Summary

Health Summary Contlneencv

HINQ

Hospital Based Home Care

"8
ICR- Immunology case Registry
IFCAP

Intake/OUtput

Inteuated Billing

Integnted Patient Funds
Interim Manpment SUpport

Inventory Management System

Kemal

"''''KOWA
llIbService

Laboratory Electronic Data Interchange
letterman
lexicon Utility

Ubrary
UstManBger

Lynx Duress Alarm

Mailman

MCCR National Database

Meadows (MOWS)

Medicine

Mental Health

MIfTP

MICOM
MJaosoft Exchange E-mail System

MilltarylVet Eye Injury Rec\stry

Minimal Patient Dataset

Mlsslne Patient Rei (Orieinall A4EL

Mumps AuciioFAX

MyHealthEVet



(FY 2012) PIA: VISTA Minor Applications N-Z
Which of these are sub-ccmsceents of your system?

Nlltional cemetery Assodmon

NiII'tiOllillDru&FiIe

NationailaboratoryTest

NDBI

~DIrtlIII~~ent

Pharmacy National Database

PharmKY Prescription Pnlctice

PIOSOR

:sc.nninc ~ and rwol ••• Uon System

-~;:!!nc=-- _
Security Suite UtiJity Pack
SentDlion

VDEF

Vendor· Doc:umant StonIce 5ys

Veterans Cant"'" Web
Network Health Exchlnp

NOAHUNK

NOIS

Nursi", Service
Occurrence Screen

PoliO! & Security
ProbMtm Ust

~
Prosthetics

Purchase Order Man<U!:ement SYStem

ShfftChanI'! HandaffTooI
ShorwTel

Sodal Work

stettent
Stentor

Veterans Information Soilltion

VHAHUNAPPl

~
VHS & RATrKklnl System

Visit Tradtln.
Omnic:ell Suraery" VISTARAD
Onooloev
Onvirord (VlOG)

Q-Moti<

QMSI Prescription Proce~in,

Quality Assunmce InteCRtion

S'Jrvey Generator
TeleCllre Record MaMpr

TempT"'"

~
YlStALink
VrstALinkSecurityOptjfill

Order Entryl Ruults Reportirc

OUtpiItient Ph,lIl1nacy

QUiliity Im~ment Checklist

QUASER

Text t'ltecntion Utilitia
nd.ler~base

ylSU ••.• Impairment Service 'ream ANRV

Vrtria Businessware
RadioiOCYI Nude.r Medicine

RAFT

PZOOOROBOT

PACS database
Toolkit

TopCon
VIXS

Voluntary l1mekHping
Patch Module RAI5 TraeeMaster Voluntary Timekeepinc National

WEBHINQPatient Data Exchanp Record Tnu:kinc Tndcinl Continuinc Eduastion
htientFeedbac:k Registration Traumatic Brain Injury Whitebo.rd

Releua of InfDnnation - OSSIP.Uent Representative Unwinder Women's Hulth
Remote Orderl Entry System

RPCBl'oter

Runnme Ubrary

PCE Patient Care Encounter

Personal Computer Gener.rtecf letters

Phfim.C:Y BelMfits Mancement

Utility Manl:eement Rollup
Utnlzation Review
VA Conference Room Repstrnion

Workload and Overtime

SAGG

SAN

VA Fileman
VAMedSafe

Explain any minor application that are associated with your installation that does not appear in the list above. Please provide name, brief

description, and any comments you mav wish to indude.

Name
ir\oo~ •..r;"t;""

Comments
Is PI! collected by this minor application?
Does this minor application store PH?
If yes where?
Who has access to this data?

Name
Description

Comments
Is PI! collected by this minor application?
Does this minor application store PH?
If yes where?
Who has access to this data?

Name
Description

Comments
Is PII collected by this minor application?
Does this minor application store PII?
If yes where?
Who has access to this data?



(FY 2012) PIA: Final Signatures *Green Highlight = Must Answer Question
Facility Name: I !'Iustin' lnforrnatlon 'Iie0hn0'logy"Center'('~liT01

• ,.,'Zi~I~~J~ " . . )Ill, ,~ "'

" >
.. ' ... , ~'.

Privacy Officer: l'Amy.lil0Wi! 15.2,326'-,6217' I amy,!l1owe"@,va',gov. -

Digital Signature Block

Information Security Officer: rLei~,hitlavl'0t I 5~2-460'5~'2!lf -j !Ieigi>l.ta\iler@va"gov I

Digital Signature Block

System Owner/Delegate: :J"I\A,R~tRer 1512'-326-6422 l'jdl1n,ruoRe"@va,g0~ 1

Digital Signature Block

Chief Information Officer: Uohn-,RucKer 15~2-326-6422 lj0hu~oker.@va,g(!)v,

Digital Signature Block

Other Titles: (1): (i),,(ij. ~
"

Digital Signature Block

Date of Report: !, 8'NGlv-a_~
OMB Unique Project Identifier ~ O!29Al(!)!02,00'1:l'l-lll21!l'OO'
Project Name 01!)(;)0'>A'1'l1C> Mid1\.> CBG-> ,P'E'I'IR- Portallfor Electnllmic:fhird-palrty, lnsurance RecGlvebv'

The Signature Process:

• Complete the PIA form.
• Name the PIA Excel FORM ["FY12-Region # - Facility Name - Facility # -Date(mmddyyyy).xls"]

• Example: "FY12-Region3-Lexington VAMC-596-1030200B.xls"

• Submit the completed PIA Excel form to SMART Database,
• Fix errors the reviewers sent back, rename the file and submit to SMART Database

• If no errors, convert form into PDF with Nuance PDF Professional.
• Name the PIA PDF form ["FY12-Region #-Facility Name- Facility # -Date(mmddyyyy).xls"]

• Obtain digital signatures on the "Final Signatures tab"
• Submit signed PIA PDF formto the SMART Database,

12, Final Signatures Page 12



(FY 20l2) PIA: Final Signatures

Digital Signature Block

System Owner/Delegate:

Digital Signature Block O~~
Chief Information Officer:

Digital Signature BIOC~~~.

Other Titles:

Digital Signature Block

Date of Report:
OMB Unique Project Identifier
Project Name

*Green Highlight = Must Answer Question

(»'

12. Final Signatures Page 1
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