(FY 2012) PIA: System Information *Green Highlight = Must Answer Question *Yellow Highlight = Required to Sign PIA

Program or System Name (as shown in SMART):

OMB Unique System / Application / Program Identifier (AKA:
UPID #):

Description of System/ Application/ Program :
"must match what is stated in System Security Plan (SSP)"

Facility or Program Office Name:

Privacy Officer:

Information Security Officer:

System Owner/Delegate:

Chief Information Officer:

Information Owner:

Other Titles:

Person Completing Document:

Other Titles:

Date of Last Full Approved PIA by VACO Privacy Services: (MM/YYYY)

What specific legal authorities authorize this program or system:

What is the expected number of individuals that will have their PIl stored in this system:

Identify what stage the System / Application / Program is at:

The approximate date (MM/YYYY) the system will be operational (if in the Design or Development stage), or the approximate number of years
the system/application/program has been in operation.

Is there an authorized change control process which documents any changes to existing applications or systems?

If No, (Explain on Tab 8)

Is there a contingency plan in place to process information when the system is down?

Has a PIA been completed within the last three years?

1. Is this a new system?

2. Does this system contain Federal information in identifiable form?

3. Does the system include information on the public?

4. Is there a Privacy Impact Assessment (PIA) that covers this system?

identifier?

6. What is the System of Records Notice (SORN) for this system?

7. Has this SORN been reviewed or updated within the last three years?

Date of Report (MM/YYYY):

If there is no Personally Identifiable Information on your system , please complete TAB 2 & TAB 12. ( See Comment for Definition of PII)
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Directions
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(FY 2012) PIA: System of Records *Green Highlight = Must Answer Question

1. Is a SORN (System of Records Notice) Required?
2. Is there a SORN already in place?

. ***Click to add. Delete SORN by highlighting SORN
***If Yes, select all of the appropriate SORN number(s): and comma if included and presi thge Diletegkey or
***If Not Sure, contine to question 3
place focus on area to delete all SORNs.

LIST OF SORN NUMBER(S) :

For each applicable System(s) of Records, list:
3. If records are retrieved using any of the following entities, A SORN will be required
(Please check all that apply)

4. Based on Question 3, is a SORN required?
***|f Yes, has the process begun to obtain/acquire a SORN

http://www.rms.oit.va.qov/SOR_Records.asp

Location where the specific applicable System of Records Notice may be accessed:
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(FY 2012) PIA: Data Collection And Storage *Green Highlight = Must Answer Question

Please fill in each column for the data types selected.

Data Type

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

Family Relation (spouse, children, parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

Guardian Information

Education Information

Benefit Information

Other (Explain on Tab 8)

What are the subjects told about the How is this message conveyed to
intended use of their information? them?

Collection Method

Data Type

Source
Storage Method (If requested, identify the specific file,
entity and/or name of agency)

Is data collection Mandatory or
Voluntary?

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

Family Relation (spouse, children, parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

Guardian Information

Education Information

Benefit Information

Other (Explain on Tab 8)

Proximity and Timing: Is the privacy notice provided at the time of data collection?

Purpose: Does the privacy notice describe the principal purpose(s) for which the information will be used?

Authority: Does the privacy notice specify the effects of providing information on a voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the information?

routine use(s)

OHOHOHOHO O HO OO

OHONOHONOHONONO
@]|@]|@||@®]||@||®]||@®]|®]|®
OHOHOHOHOHOHOHOHO

(Please Select Yes/No)
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How is a privacy
notice provided?
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(FY 2012) PIA: Data Sharing
*Green Highlight = Must Answer Question

Name of
Agency/Organization

Organization

Internal Sharing: VA Organization

Other Veteran Organization

Other Federal Government Agency

State Government Agency

Local Government Agency

Research Entity
—

|:| Other Project/ System (Explain on Tab 8)

(FY 2012) PIA: Access to Records

Does the system gather information from another system?
Please enter the name of the system:

(FY 2012) PIA: Secondary Use

Will PIl data be included with any secondary use request?
Check all that apply

Do they access this |Identify the type of

system?

Sharing

Data

Is PIl or PHI Shared?

What is the procedure you
reference for the release of
information?
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(FY 2012) PIA: Records Management *Green Highlight = Must Answer Question

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans Affairs or any
party if disclosed to the public?

O O

Is the data collected to only what is necessary to provide requested service?

O Q)

(] [] [
(FY 2012) PIA: Retention & Disposal

What is the data retention period?

RCS 10-1 link for VHA:

RCS VB-1, Part Il Revised for VBA:

National Archives and Records Administration:
_—

Explain why the information is needed for the indicated retention period?

What are the procedures for eliminating data at the end of the retention period?

Where are these procedures documented?
How are data retention procedures enforced?

Has the retention schedule been approved by the National Archives and Records Administration (NARA) _

® ®
(FY 2012) PIA: Children's Online Privacy Protection Act (COPPA)

Will information be collected through the internet from children under age 13?

6. Records Management
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www.va.gov/vhapublications/rcs10/rcs10-1.pdf

www.benefits.va.gov/WARMS/docs/admin20/rcs/part2/part2.pdf
WWW.nara.gov
|

ﬁ
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(FY 2012) PIA: Security *Green Highlight = Must Answer Question

Is the system/application/program following IT security Requirements and procedures required by federal law and policy to ensure that
information is appropriately secured.

Has the system/application/program conducted a risk assessment, identified appropriate security controls to protect against that risk, and
implemented those controls..

Is security monitoring conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information?

Is security assessment conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information?

Is adequate physical security in place to protect against unauthorized access?

Explain what security risks were identified in the security assessment? (Check all that apply)

Based upon the risks identified above, Explain what security controls are being used to mitigate these risks. (Check all that apply)

PIA: PIA Assessment

Answer:

Availability Assessment: If the data being collected
is not available to process for any reason what will
the potential impact be upon the system or
organization?

(Choose One)

Integrity Assessment: If the data being collected
has been corrupted for any reason what will the
potential impact be upon the system or
organization?

(Choose One)
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Confidentiality Assessment: If the data being
collected has been shared with unauthorized
individuals what will the potential impact be upon
the system or organization? (Choose One)

The controls are being considered for the project based on the selections from the previous assessments?
FALSE
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(FY 2012) PIA: Additional Comments

Add any additional comments or information that may have been left out for any question. Please
indicate the question you are responding to and then add your comments.
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(FY 2012) PIA: Final Signatures

Facility Name:

*Green Highlight = Must Answer Question

Privacy Officer:

Digitally signed by Laura L. Stefanowycz 171812
WW‘ ¢ 15‘ o ?a Date: 2011.12.20 09:12:06 -06'00'
informaton secuty Offcer: cnoratemar  [oecoaor  [nchoratemarovagr |
Digitally signed by Richard Lemar
((,204,0 Afwa’u Date: 2011.12.19 08:34:38 -06'00"
System Owner/Delegate: _

Michael Quinn ===

DN: c=US, 0=U.5. Government, ou=Department of Veterans Affairs,
Chief Information Officer:

ou=Internal Staff, 0.9.2342.19200300.100.1.1=michael.quinn@va.gov,
cn=Michael Quinn
Date: 2011.12.20 11:34:46 -05'00"

LARRY P WOLK 173779
—_— ] / de=gov, de=va, o=intemal, ou=people,
‘j; 1} [ L 0.9.2342.19200300.100.1.1=LARRY.WOLK@VA.GOV, cn=LARRY P WOLK
- 7 173779
2011.12.20 09:41:38 -06'00"

Other Titles:

Date of Report:
OMB Unique Project Identifier
Project Name

The Signature Process:
e Complete the PIA form.
¢ Name the PIA Excel FORM [“FY12-Region # - Facility Name - Facility # -Date(mmddyyyy).xls”]
e Example: “FY12-Region3-Lexington VAMC-596-10302008.xIs”
e Submit the completed PIA Excel form to SMART Database.
e Fix errors the reviewers sent back, rename the file and submit to SMART Database
e If no errors, convert form into PDF with Nuance PDF Professional.
¢ Name the PIA PDF form [“FY12-Region #-Facility Name- Facility # -Date(mmddyyyy).xls”]
¢ Obtain digital signatures on the “Final Signatures tab”
e Submit signed PIA PDF form to the SMART Database.

12. Final Signatures
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