From

Prograrn or System Name (as shown in SMART):

OMB Unique System / Application / Program identifier {AKA:
UPID &)

Description of System/ Application/ Program :
"must match what is stated in System Security Plan {SSP)
***Do not type more than allotted spaceil!**+

Facility or Program Office Name:

Privacy Officer:

information Security Officer:

System Owner/Delegate:

Chief Information Officer:

Information Owner:

COther Titles:

Parson Completing Dacument:

Cther Titles:

Date of Last Full Approved PIA by VACO Privacy Services: (M/YYYY)

What specific legal authorities authorize this program or system:

What is the expected number of individuals that wiif have their PIf stored in this system:

Identify what stage the System / Application / Program is at:

The approximate date (MM/YYYY] the system will be operational {if in the Design ar Development stage), or the approximate number of years
the system/application/program has been in operation.

Is there an authorized change control process which documents any changes to existing applications or systems?

1f No, {Explain on Tab 8)

Is there a contingency plan in place to process information when the syster is down?

Has a PIA been completed within the [ast three years?

S
oo

S

Bl
S
e

1. Is this a new system?

2. Does this system contain Federal information in identifiable farm?

3. Does the system inciude infarmation on the public?

2. System Information

Page 2



4. 1s there a Privacy impact Assessment {PIA] that covers this system?

identifier?

5. What is the Systern of Records Netice (SORN) for this system?

7. Has this SORN been reviewed or updated within the fast three years?

Date of Report {MM/YYYY,
e femaining question:

e

Any check mark i f a5e tontinue to the next TABauc
I there is no Pessenally Identifiable Informalion on vour system _ please complete TAB 2 3 TAB 12, { Ses Comment for Definition of PI)
A B PANGes A ic s 22 ‘”_‘ e G i 7\% R
7 a5 & 500

2. System information

Page 3
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(F¥ 2012) PIA: System of Records *Green Highlight = Must Answer qe;tion

1. Is a SORN {System of Records Notice} Required? LT
2. Is there a SORN already in place? Y a

o

**#if Yes, select alf of the appropriate SORN number(s):

*f Not S tinet tion 3 and comma if included and press the Delete key or
* ot Sure, contine to question

place focus on area to delete all SORNs.
LIST OF SORN NUMBER(S) : e i

For each applicable Systemfs) of Records, list:
3. If records are retrieved using any of the following entities, A SORN will be required
{Please check
o i

4. Based on Question 3, is a SORN required?

*%*{f Yes, has the process begun to obtain/acquire a SORN

hitp:/fwwew rms oit.va gowSGR Records.asp

Location where the specific applicable System of Records Motice may be accessed:

3. System of Records Page 4



{FY 2012) PIA: Data Collection And Storage *Green Highlight = Must Answer Question

Please fill in each column for the data types selected

What are the subjects told about the How is this message conveyed to How is 2 privacy
intended use of their information? them? notice provided?

Data Type Collection Method

Veteran or Primary Subject's Persanal Comtact information {name, address, telephone, etch

Family Refation [spause, children, parents, grandparents, etc)

Service information

Medicai Information

Crimina! Record [nformation

Guardian Information

Education Information

Benefit information

Other {Explain on Tab 8}

Source
Data Type Storage Method (If requested, identify the specific file, entity
and/or name of agency)

Is data cellection Mandatory or
Veluntary?

Vataran or Primary Subject's Parsenal Contact Information (name, address, telephone, etc}

Family Relation {spouse, children, parents, grandparents, atc}

Service Information

Medicai information

Criminal Record Information

Guardian infermation

T
il

£ducation Information

Benefit Information

Other {Exglain on Tab 8}

Proximity 2nd Timing: Is the privacy natice provided at the time of daza collection?

Purpese: Does the privacy notice describe the principal purposefs} for which the information will be used?

Authority: Does the privacy notice spetify the effects of providing information on a voluntary basis?

Disclesures: Does the privacy notice specify routing use(s] that may be made of the information?

roufing usefs)

4. Data Cellection And Sterage Page 5
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[FY 2012} PIA: Data Sharing
*Green Highlight = Must Answer Question

Organization

£ ha his |ickentify th f  Data What s the procedure you
Mame o. " fot f.nnnv«w this ntify ¢ mww_w.vn © & s Pllor PHI Shared? | reference for the release of
AgencyfOrganiration systam? ring iniormation?

internat Sharing: VA Crganization

R S
i SRS

R

Gther Veteran Organization

SR

Qther Federal Government Agency

S e

S e

State Government Agency

o

e T : : S e
i e e S o

becal Government Agency

Research Entity

e e L O
e St

A &

[ other Project Sysem {Sxzhaic 0 Tab 3)

(FY 2012) PIA: Access to Records

Does the system gather i ion from anather system?

Pleasa enter the name of the system:

{FY 2012} PIA: Secondary Use

will Pii data be included with any secondary use reguest?

Check 21l that apply

5. Data Shanng & Access

Page 7



(FY 2012} PIA: Records Managemeng *Green Highlight = Must Answer Question

Does this PIA form cantain any sensitive information that could cause hatm to the Department of Veterans Affairs or
Jacry panv if drsdnsed (o the public?

RCS 10-1 fink for VBA:

v va.gow/vhapublicationsites 105 1G-1.pdf
RCS VB-1_Part 1| Revised for VEA- lwww banefits va dovVYARMSidocssdmin2Biresipart2/party pdf

National Archives and Records Administra[ion:I\Mr.nara.gov

PR 2 4.:1
s

‘ i 4
Has :he re'enhon schedule been anpraued bv the Namna Archwes and ecord Adrmmstrat:en {NARA]

F
”2,
%
]
;%
\:

(FY 2012) PlA: Chlldren s Online Privacy Protectfon Act (COPPA)

Wil information be couecled through the mremelfmm r.h:ldren under age 13’
i T

@. Records Management Page 8



7. Securey

(FY 2012) PiA: Security *Green Righlight = Must Answar Question

I5 the systemiappabinsprogram fellowing T seturiny Requirements and seecedures reguired by ledersl low and policy te khsude that
saformation i appropriately secured,

Has the 3N
anplemented those contrals.

tanducted o risk dentiCed

Bpriate Tecurity Contrals 10 2rolect agdingt that eisk, and

s sequrly mpATONng conducted anmidlly o¢ 33 areded Lo aniuce that controls continue Lo work properly, safeguaarding the mistmation?

Is security assessmant ¢anducted dnnadity o 35 needed to ensu:

that contrais cartinue 16 wozk srozery, safeguarding the infgrm.
Js yeaguate pmuatmunmn shace to srosect aggiost gnautbptiied acseis?

»‘3 R

%&%ﬁ*ﬁ‘@

e

.h.-\swcr‘

Appifabality Acsessment: f the data being coliected

15 60t 3v3HINIE T Prodess for ANy Feas0n what will

tha poteatial ampaes Se upon the srstem or
orgarization?
{€hoose One)

sarepeity Assgssment if the data baing colecied bas
been £ariupted for any realon what wil the

soentiaf impact be upen she system or
arganiation?

{Chaose Onc)
3 e «‘-
Suspesment |f e Gt being 2

collecten has been shared with unsuthenred

ingividuals whatwall ihe potenual impact be uzan
the system or o:ganzation?

iChoese Onel

The controis are being considered for the projedt pased on the tefections frgm (e previows sssesiments?
The ulanate cbieetve & ta condue? the < ratinrs of the VA and 1o ur

weth what the Office of Macagament 3nd
Sudget [GME) Creudar 4130 efnes o5 adequaie securry kg he magntude of harm o indvuals, e VA, 0f 5 assels teslag o
wauhored e, we, ddioruae, dasupt

feoddeaton, of desician of infarmnabon, Mamy af the Secaty cortrok Suth 35 sontngency phrmng
GaNIbls, IRGXIENE TEAPATEE Corirals, SECUEY NG 3rdl 3WDIANtEs cartiol, peIsonnel caculy conttals, prysicatand ervionmercal protecton Gonios

3nd DiHAN IEECICN CaITlE 3¢ COTIMEN SECLTTy Cor:als used thioLgrows te YA, Our overal seeusty conlrols foBow MIST SPECO-53 fow impact
defied st of conirols,

Eage 8



(FY 2012} PIA: Additional Comments

Add any additional comments or information that may have been left out for any question. Please
indicate the question you are responding to and then add your comments.

8. Additional Comments Page 10



{FY 2012} PIA: VBA Minor Applications
Which of these are sub-components of your zystem?

| __{Access Manager Autarnated Sales Reporting ASA) Auptomated Falder Processing Systern (AFPS)
Actygrl i . Autemated M I Information Exchange Il {AIME 11}
Agent Orange BEMA Contingency Machines || Aatomated Medical Information Syztem (AMISIZ50
|__{Agpraisl System Centratized Property Traciking System Automated Standardired Performace Elemeats Nationwida [ASPER}
ASSISTS Common Seeurity Uses Manager {CSUM] Broome Closet
[ TAwards ¢ Son and bensian (CHP) Centralized Accounts Receivable System (CARS)
Baker System Cantrol of Veterans Records {COVERSY Committer an Waivers and Compromises [COWC]
! _.|Caurseware Delivery Symem (CDS) Com pensation and Fension [C&P] Recard Interchange [CAPRIY

Shraun {CP Hemo}

C sen & Pension Training Website

Distribution of Operational Resourees [ROGR]

Edugational Assistance for Members of the Sctected Reserve Progtam Ch 1606
Electeonic Perdormance Suppert Systam [ERSS)

Enic rprise Wirsless Messaging System {Blackberry)

JCP Payment System
|__IC&P Training Wedsite

CONGO PUD Builder

Fiduciary Beneficiory System (F85) Financiat Management information System {FMI
[ iEndosatt Fiductary STAR Case Review Hcaring Officer Letters and Re ports System (HOLAR]
Focas Financial and Atcounting System [FAS) Inquiry Roating Informatian Syster (1R5],
intorce inelaimed Liabiities Modern Awards Process Develogment {MAP-D)
IS - BIRLS Invantary Management System (IMS]
Insurance Qaling ive Voce Response HVRY Perconal Computer Generated Latters (PEGLY
Tnsurante Sell Service LGY Centraized Eax Symem Personnal information Exchange Systam (PIES]
LGY Home toaos Loan Service ang Cigims Pozt Victnam Era educational Progrom [VEAR) CH 32
LGY Frocessing Loun Gasronty Froiing Website [ [Purchase Graer Management Syster (Pots)
MES. n Guaronty Fréining Webs Reinstatement Entitiement Program for Survivars [REAPS)

Mol ion Mentat Heahh Assistant Aeserve Educationa Assistance Pragram CH 1607
Montgomery GI Bill lNationJJ Silent Monitoring {NSM]

MUSE Powarscribe Dictation System Scrvice Member Records Tracking System

[Omnicelt Rating Board Automation 2000 {RBAZGOD) Survivars and Bependents Edutation Assistance CH 35
Priv Pius Records Loeator Systeds i¢ Technical Accuracy Revigw [STAR)
RAI/MDS Remittance Procesging System Training and Performancs Suppost Systeen {TP55)

Right Now Wb Rewiew of Quality (ROQ) VA Online Certification of Ensatiment {VA-ONCE

Search Participant Profile (SPR}

Spinal Bifida Program Ch 18 VA Reserve Program
State Benefits Reference System Veterans Assistance Discharge System {VADS)
State of Caso/Supplemental (SOC/SSOC) \eterans Exam Kequest Info System (VERIS)
Synquest | ITelecare Aecord Manager Veterans Insurance Claims Trancking and Response System {VICTARS)
Veterans Service Representative (VSR) Advisor
VA Trainiog Academy VBA Enterprise Messaging Systen o o
{ IVeterans Canteen Web & (mag) cH 3
VETSNET Housekeeping |—|Cb Electronic Lender identification Wek Automated Folder Processing System (WAFPS)
Web Automated Relerence Material System (WARMSY
VREE Training Website Web Automated Verification of Enroliment
e b LGY Web-Enabled Approval Mansgement Svstem [WEAMS)
"“‘é‘“ Web Service Medicai Records [WebSMR)

i [Work Sty Manogement Sistem (WSMIS)
Exglain any minor application that are associaled with your instaltation that does not appear in the st above. Please provide name, brief dascription, and
any comments you may wish to include.

Name

Description
Comments
is PHl callected by this mir. of applicaton? I
Does this minor application store 2HY ]
It yes. where?
Wha hras accees 1o this data? |

I I T

Name
Description
Compments

is Pl callected by ths min or asplication? {
Soes Tris minor apslication stere Fit? {
ifyes. where? I

We has access ta Ois dat® |

Name
Descriplion
Commaents
ks PIE coflested by s min of 2pplication? I
Dees this muno: asleation stere PIT 1
[ yes. where?

[VRo has access o this ga? |

& WBA Minor Applications Page i1



{FY 2012) PIA: Minor Applications A-M

Which of these are sub-cempanonts of your system?

1383 Ve Citctx tlectvonts Sgnature imoging
e Cinical Coze Reghitvies Jeavicoded Frogavent Aegistry incentive Avvards
nccucore Ciniest Data Repositary/iestth Data Reposttory | [EMCORE 2 Incident Repoiting
[ACEu Check ot Info Revource Retwork 05O incame Verilizatian Mateh
[AcCUMed E Syitem Eagincariog Recards Tracking
[Adobe Acrabat [Ciatcatiiotes Tempistes Enrolient Application Systern Iapatient Medications
| Ab# Planning {Plaahan} ctinteat pracedutes Enterprise Terminolopy Server & VHAERterpilse | | guput
AGT (Clinigal Reminders e PROMISE Integrated AN

| __iAdverse Reactlon Tracking iCilopership Equlpment/ Tuni in Request Integrated Patient Funds
gt Cashier {Cambat Vetoran Outrosch Event Caplure Interim Support
Wi foreest [Commities on Walwer and Compramttes event Drven Reporting Inventory Mansgement Sytiem
FSisTS [Cantultf Request T2acking Exrenibic Edltor Karmal

Jauthosation] subseription [Conteotied Correspondence Extéenal Peer Reutews kids
"~ [Au nstrument Cantrotled Substances EYECAP KOWA
Aute Ward Stock coRE Fee Based Claims System Lab Service
AUTSCAD ps Fee Basls Laboratory Electranic Bata Interehaage
[Automated Access Request CPT/HEPTS Codes [FTnsncial and Accounting System (FAS] Letterman

Austamated tnfo Collection Sys

Cradentlals Traging

Fnancial Management Syitem (5]

Lexdean Utility

| lAutomnated Lablnslruments Credi Card Aulhenticatlon Funcilonal Indepandence Librasy
Autamated Med Infa Exchange Data lnngyaligny Gca. Med. Re¢. - 1/0 Lisk Managst
Aytpmated Sales Reporling DELIVEREX Gen. Med. Reg. - Vialy Lynx Duress Algrm
Autohed Dental Gen. Med Rec, - Generator Mailman
33d Code Med Admin DICTATION -Power Scribe GEMUEX A CCR Matlonat Database
o od I
 1an {0CUL Dietetics Generkc Code Sheet teadaws (WOWS)
[32MA Contingency Worketatians Gisthargo Summary Genesys aedliine
BDM 301, DRG Grouper Gat Well Hetwaorks [Menlal Health
Beneflsary Yravet DM Plus GMED MHTR
| [sierix Drug Accountoblity GRECC MICOM
[CA Verlfied Componants - 055 DSIT Health Data and Informatics Microsoft Enchange £-malf System
[ ap sty Management - RUM D3$ Extracis Health Level Seven Military/Vet Eye Injury Reglsiry
jCapacliy Managemaet Tools D35 (uadeamed [Health Summary Minimat Pallent Dataset
[CAPRI EDS Whitehoard {AVIED} Health Summary Contingency Pissing Pallant Reg (Orizinal) AJEL
[ardIM Yelelorm Educalfon Tracking NG Mumps AudloFAX

[Cardlotogy Systems (stang alont servers from
"

- £E0 Complaint Tracking Hospiat Based Home Care MyHeslthEVet
B EKG Sysem ico
CaceTracker Electronts Card System 1£CB) i - Imcunology Case Regislry

| {CHECRPOINT Eactronic Payroll Desuction (EPO] AP

Exphaln any minor anplication that are assockated

with yous installation that gogs aot pneas i the lisk above, Pleace arovide aama, brief description,

and any comments you may wish te Include.

Hame

Description 1

Comments i

5 P cofiectod by this minor i

Doty this midor application siore PI?

£ yes, whete? I

ha has access Lo W data?

Name

Gescription.

Camments

13 Pl cotacied by this mwar appteation?

Doea lics minor appleabon slore PIT

If

yes, where?
Vvho bas access to this data?
i E—

fiame

Ooscription

Camments

Is Pl eofected by Yhis minoe appication?

Do0s s Mol appleatian siote PL?

iif yos, whero? f

Who has access to (his data?




{FY 2012] PIA: VISTA Minor Applications d-Z

Which ol these are sub-camponents of your system?

Hatlanal Cametery Assoclation

Pharmacy Dalz Management

conning Bxam and Evatualion System

waEcs

Natlonal Drug Fite

Fhermacy National Dalabase

Hatlanal Laboratary Test

[S¢heduiing

[VDEF

Pharmacy Prescption Practice

[s2 curity Sulta Utilty Pack

vendor . Documeal Storage Svs

Grdee Entryf Results Repocling.

Hos) PICISOR fsentitilon [veterans Cantern Web
| [etwork weaih fxehange patice & Security [St17e chionge Handail Toot [eterans tnk Solution
[Nmmum( [Prattem Ust ShoreTel [VHAHURAPPE
[ [Progress hoter Socha Work [vHAHUNIPCL
|__Jrursing Secvice Prasthetics $telant s & 7n Tracking Syatem
[Occurrenca sereen Purchase Order Manazement Syitem stentor [Visit Tracking
[Cmnlcell Pryxis Surgery [WISTA RAD
Gresiogy [ Matic Survey Geaerator vistARD
Grutcord (VLG [CMSI Prescriplion Processing Tolecare Record Manager WistAKInk
Qptit {Quallly Assurance Integration Ternp Yezk [WistALInk Securflty

Quallly Improvement Checklist

Text lategration Willltes

[Visusl Impatrment Service Team AHAY.

| _{outpatiznt Pharmacy QUASER Tiekter Batabase ity
P2000 ROBOT Radlolagy/ Huclear Medkine foolkit s
PACS databate RAFY TapCon [Vetuntary Timekesplng
Patch Module RALS TraceMaiter [Voluntary Timekeeping Hatiorat
| [Patlert Data Exthange Record Tratking Traehing Continutng Educatian \WES HINI
Pallent Feedback Reglsteation Teaumatic Srain Injury vihiteboard
|_|pattent Representative h - D381 [dmainder [Wromen's Heates
PLE Patlent Core Encounter Remats Order/ Entry System Uiliivy Management Rolfup |torlosd anc ovenime
Personal Computer Generated Letters REC Braker thilizatian Reutew
Phormacy Benelits Mangement Run TIme Library WA Lon{erence Rogm Regleiration
sAGa [VA $leman
F_,\_N WhhtedSate
Explaln any mingr application that are ith yous instath that does not appear in the lst above, Please peovide name, briel description,
At A0y LOMMENTs YOUu May with (o inclugde.
Hame
[Comments
|53 Pl coPected by this minat sppication” T
Does thia minor store PI? I
It yes, where?

[V¥ho has access lo this data?

Hame

Resediption

Comments

la Pll ectacled by thia minar appteation?

Daes this mines appteation store PH?

I yos, where?

Wha has access to this data?

Hame
Bescrition

[Commanrs

ta Pll cofected by this minar sppication?

Does this minos pppreation stare PH?

I yes, wihero?

Who has access fo thin data?




{FY 2012) PIA: Final Slgnatures

Facahty Name:

Prlvacv Officer

e
%” [ iy
i ¢ e

rd
information Security Officer:

Gy g oy Viagpns 167570
Jehn G. GFF € = 4ohn S Wgn 00 =

W'?ﬂleﬂai S8 G BT 02 cone

System Owner/Delegate:

Dgrady ugnad by Josepn . Gosbon 11E8:

267 8 5151 508

Chief Information Officer:

u;.r z:ﬂznm 032130560

Other Titfes:

Date of Report:
OMB Unigue Project Identifier
Project Name

Joseph F. Gibbons 9% eeazawmw?ixm S ez Gatans

Oxglol'rﬁyncdby £ Chzons 114082
cwd: v wernal ourepeesle,
Joseph F. Gibbons pmg@mm oo pibmam o, v st F

*G reen nghllght Nlust Answer Quest:on

12. Final Signatures

The Signature Process:
» Complete the PIA form.
* Name the PIA Excel FORM ["FY12-Region # - Facility Name - Facility # -Date(mmddyyyy).xls”]
» Example: “FY12-Region3-Lexington VAMC-596-10302008 xis”
* Subimit the completed PIA Excel form to SMART Database.
= Fix errors the reviewers sent back, rename the file and submit to SMART Database
» If no errors, convert form into PDF with Nuance PDF Professional.
= Name the PIA PDF form [“FY12-Region #-Facility Name- Facility # -Date{mmddyyyy).xls”]
+ Obtain digital signatures on the “Final Signatures tab”
+ Submit signed PIA PDF form to the SMART Database.
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