Welcome to the PIA for Fy 20121

Tongress passed the E-Covernment Act of 20G2 12 encauiage the Uzo a1 'Web-b32aG Intenet 15:c9t00E of

Macros Must Be Enabled To Use Fuli Functionality For This Form

eribar . wath the mtanton of enhanting access o g

the aff effensy. and guality of govrtnment aperasons.

Temglate!

Microsoft Office 2002 To easbile macros. goto 1) Teols > Moz » Security - Set o Medium, 2) Glick OK, 3)
Clasa the Ko andd when reopening ehek on Enadle Macros ot tha promet
O 1) Wihen file openrs chek on Eng!

To combat pubbe concers fregarding the disclosure of private informanen. tie E-Gavorhment At mandated
araLs meszurez, Including the requrement that Fodersd agencios conduct a Privacy Impact Assessment {PEA)
for projects yath Infarmation technology systams Hhat callecs, maintain, andfor disseminats “personally identifiable
infarmation” of the puskc. Personally dentifiade mformation, of “persanad Infarmaton * is informazen hat may
20 uzed o idontify 2 soecfic garsan.

Microsokt Office 2007 7o crable macres go te 1} Office Button » Propars » Gxcel Cpbans » Frimt Conter =
Trust Cenler Settngs = Maczo Setings > Enanle Al Macros 2) Click GK

Tho Pracacy Actand VA pokcy feduiro that peiconolly :eertAagie 1niermakon aly be used 107 T purpose(s; for
atich it was collected, unfess cansent (Spin} I£.grantsd. Indvdusls st be provided an sppentunity o crovide
conzent tar any secondary use of infarmation, suah 56 b of collected itormatien for marketiog.

Firal 3ignatiies are SIgitlly signed of Wet SGRATNCS O 3 Casa by Ca%e Came, Al sgratiies Siouid ba dore

ot 9115 necoseary 1o abhin acproval.

Dirgctions:

Privacy Impact ints SMART

A BECE 13 the directive whuch outlnes the PLA requirement for every SystemlAppt catoriProgram.
1 you find thac yeu can's click on chickboxes, make tuse that you :

1} Mot i “Hezign mods” and
2} you: Rave embled macras.

oy imoacl Asaeerpant ann

Rofoz and responsbilises fof the specific process are clearly defined far all tovelz of sta¥f i the VA Dimctive 5508
the protedure tection of this document.

3. Privacy Offices is responsitle for the averall cocrdination and raview of the PIA t erslie comphiance vath VA
Directive 5508

o. Records Gificar i respensible for supplying recards relenticn ard daletan sehethdos

c. Infarmation Technology (T} staff resparsitie for the pvacy of the sysiam dats will perform a FIA i
aceordanee vath YA Directva 6308 and to mmmediotaly raport all anomadies 1 the Privacy Service and 3pproptials

4, Information Security Officer (IS0] 16 resscnsible for assising the Privaty Officer and providing miaremation

1egarding sesunisy contels.

iiry inciudes identifying the I T Sysmms, caordinating with the Pruacy Qlicer.
Infermaton Secunty Cfficer. and athers wha have cancerss about provacy ang secutity 1tsues, and ravigwing and
acproving tha PIA before submission 1o the Srvaey Servica,

Refinition of P (Percanally [dentifigble Information)

Pesanslly Identifiable nformation {PI1) is —~any :nfarmation abaut an monidual maintined by a0 agedcy,
iecludirg {1} any nformanen that can be tzed by disinguish of race an indrid zuch s name. zoaal
rumier, dale and pace of birth, Mothar's matden pame, of Momelic reeords, and {25 aay other
afptenation that is linked or niadle to an incividual, such a9 medical, educatonal. Snarcial. ard employment
nfgrmaton.

Examples of PIl include, But are not Bmited ta:

* Perzanal iantcaton number. $ugh 35 SE00 Sectiily Number (SSN). Pascpart nLmbet. divers,
heanes number. apayes wentificotion number. or francial account oF credit Gard aumber

=+ Address infarmaton. such 33 sireet add: 88507 email aiows
~Pereanal characenstes, maudng g 7 of Faza of othes
charactensc), fngerprints, haneviting, ot cpro‘ bizmelnc datd (o.5.. Feting £oO0, Ve tmausnc Rl
neomay]

._:__o\..?.gjuv?.uia&5_:ﬁ..;_axnuo:.:xuus"unso:u?..uea?m..aa.nc_q:.&.nn.o...a
barth. rage, eefigion, weight activiaes. g i . megical
wfprmatier. educaton informaten. Snancisf 1nfo

Drganizzhons soould 2¢ the Lso. coflecton, and relsnton o. Pil 19 what 1o stnetly necessary
thei butiness PLIPOG 3nd MIS3ian.

accampih

A routing use” s a ?_52_ Act discretionary authority publishad in the “no.n.m_ Register that vn_.a_am

{2} Release of PRI anly when disclosure is alse authorized by other applicable legal sutherities, including 45
CFR Porls 180 and I64;

12) Refease of drug or dloohot abuse, HIV. ar sickle cell anemia niedical information only when the
disclosure is also authorired by 8 U5.C, 7332,




(FY 2012} PIA: System Information

*Yelfow Highlight = Required to Sign PIA

Program or System Name (as shown in SMART):

UPID #):

OB Unique System / Application / Program Identifier

{AKA:

: 7
i i
S Sy
R : i ) > SHR

Description of System/ Application/ Program :
"must match what is stated in System Security Plan [SSP)”

£

y or Prograr Office Name:

Privacy Officer:

e
kﬂ%ﬁ@

T
TR

information Security Officer:

System Owner/Delegate:

Chief Infermation Gfficer:

Information Owner:

Other Titles:

Person Completing Document:

Other Titles:

e — e o
S P A

Date of Last Full Approved PIA by VACO Privacy Services: (MM/YYYY)

e

What specific legal authorities authorize this program or system:

ekt

What is the expected number of individuals that will have their Pl stored in this system:

Identify what stage the System / Application / Program: is at:

The approximate date {MM/YYYY) the system
the system/apglication/program has been in operation.

be ogerational (if in the Design or Development stage), or the approximate number of years

o
,\xvmmmm%%%

T

is there an authorized change contrel process which documents any changes to existing applications or systems?

SRR

= s
m?/m{\zw/.&%\yﬁ i
o %«r»
o

i No, {Explain on Tab 8)

Is there a contingency plan in place to process information when the systam is down?

Has a PIA been completed within the last three years?

FISMAGUESTIONS (0

1. Is this a new systern?

2. Does this system contain Federal informat

won ta identifisbl

I

e form?

3. Does the system include information on the publi

?

4. Is there a Privacy Impact Assessment {PIA} that covers this system?

identifier?

6. What is the System of Records Notice {SORN} for this system?

7. Has this SORN been reviewed or updated within the fast three years?

Date of Report (MM/YYYY):

Directions

Hihers is no Personally dentifiable information on vour svstem . ofeass complete TA

B24TaB12

2. System Information

Fage 2
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(FY 2012} PIA; System of Records *Green Highlight = Must Answer Questicn
1. Is 2 SORN (System of Records Notice} Reguired? G pyest ity W HolSyre
2. s there a SORN already in placa?

*w*Click to add. Delete SORN by highlighting SCRN
and comma if included and press the Delete key or
place focus on area to delete all SORNs.

S o

“**If Yes, select all of the appropriate SORN number(s):
***If Not Sure, contina to question 3

LiST OF SORN NUMBER(S) :

For each applicable System(s} of Records, list:
3. If records are retrieved using any of the follawing entities, A SORN will be required

o

i
R

S;;,
G
R

~*~if Yes, has the process begun to obtain/acquire a SORN

Location where the specific applicable System of Records Notite may be accessed:

3. System of Recerds Page 3



{FY 2012} PIA: Data Collection And Storage

*Green Highlight = Must Answer Question

n each column for the data types selected,

Please

Data Type

What are the subjects toki about the
intended use of theirirformation?

Collection Mathed

Veteran or Primary Subject's Personal Contact information {name, address, teiephone, ete}

Family Relation (spouse. children, parents, grandparents, etc)

Service information

Medical information

Criminal Record Infarmation

Guardian Information

Education information

Benefit information

Cther {Explain on Tab 8)

How is this message conveyed to

How is a privacy
notice provided?

i .w. ,«W@w 5
%ﬁ@%

gid

o

Data Type

Source
(1f requested, identify the specific file, entity
and/or name of agency}

Storage Method

Veteran or Primary Subject’s Personal Contact Information (name, address, telephone, etc)

@ e s COhialiossaard ey

Family Refation {spouse, children, parents, grandparents, etc}

@ st Ol s e R

Service Information

O e e

Medicat Information

Criminal Record Information

T SRR R ey

Guardian Information

o D s

Education Infarmation

Elves e e S e e e

Benefit Information

o

Other {Explain on Tab 8)

g\

O e N e
R o]

is data collection Mandatary or

Blandatony 7 O oknniy s h s e B

Voluntary?

SRS RS

B e T o e

ey
D e R A SR

R i S
e W S e S U
T e

Proximity and Timing: Is the privacy notice provided at the time of data collection?

Purpose: Joes the privacy notice describe the principal purpose{s) for which the infermation wili be used?

Authority: Does the privacy notice specify the effects of previding infoermation on a voluntary basis?

Busclosures: Does the privacy notice specify routine use{s) that rmay be made of the information?

souting isels)

4. Dats Callection And Storage

Page 4



(FY 2012) PiA: Data Sharing
*Green Highlight = Must Answer Question

What is the procedurs you
reference for the release of
information?

Do they aceess this
system?

Wame of

Organization L
Agency/Organization

internal Sharing: VA Qrganization

Qther Veteran Qrganization

Other Federal Govarnment Agency

State Government Agency

Local Government Agency

Aesearch Entity
O otrer #ropecsy sysem (Exzhn on Tob 8

[FY 2012} PiA: Access to Records

Daes the systam gather information from another system?
Please enter the name of tha system:

{FY 2012) PIA: Secondary Use

Will P[t data be included with any secondary use request?
Check all that apply

5. Dato Srarmg & Actess Page &



{FY 2012} P!A: Records Management *Green Highlight = Must Answer Question

Does this PUA form contain any sensitive information that could cause harm to the Department of Veterans Affairs of
ony nmn.( if n_mn_ounn 10 the ucv_

FY 2012) PIA: mmﬁm:ro: & _ummnomm_

BLS 10-1 lipk for VEAYyunyya gouivitaoublicationsssos Hlres -3 pdf

What ks the data retenlian period?
i

RCS VBT, Part lf Revised for VBA Wi banefits va gouANARMS /docs admin?0ires past2/partd pdf
ational Archives and Records Administration: {www.nasas.oon

N,

e

s

6. Records Management Page &



{FY 2012} PIA: Security *Green Highlight = Must Answer Question

I8 te by ‘hrogram foilowing 1Y secunitr 208 (rOCETULeS FEquie by Teders: Law akd pobcy o ersire ot

infarmatian i apgropatety secured
Hashe oy
\mplemented thote cantrols .

Jute risk wentdfiod Jppropridte secutly COATAAlL 14 Srotett againtt thal .ok, ang

A 0 SR

105 cenducied annuaity o7 2 REcded (0 EHzure that SORIID SANTINUE f0 WSTk Propes

Iz sa<unty mos

vpact be s vt system o
srgaris
(€haose o;»_

rasthsored
2t 5¢ upon
[Choose Cre}

7. Secury Page T
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{FY 2012} PIA: VBA Minor Applications

Whith of these are sub-components of your system?

Acoess Manager Aatomated Sales Reporting [ASR] Automated Folder Processing Sustam (AFPS)

Actuariat - . Avzomated Wiedicalinfazmation Exchange H (AIME 11}

Agent Orange BOMA G Machines automated Medical infarmation System (AMISIZ98

Appraizal System Centralized Property Tracking System Automatad Standardized Performace Elements Nationwids [ASPEN]
| iAssisTs Common Security User Manager (CSUMY [Broome Closer
| jAwards L ompantation and Pension {CEE} Centralizad Accounts Receivable System {CARS)

Baker Sysvem Contsel of Veterans Records [COVERS) Compmittee an Waivers and Compramises {CGWC)

| [coureware Detivery System D) Comgenzation and Pension (C&F) Kecard Interchange (CAPRI)
Sbraun (CF Hemo} ental Records Monager

ducation Training Webtile

CA&P Payment System

o & Pention Training Wabsite

fectionic Apgraisal System

Distribution of Operational fesources [DOOR]

C&P Training Website

i Card System {ECS}

Educational Assistanee for Meinbers of the Sefected Rescrve Program CH 1608

ic Payroll Deduction f[£9D)

CONDO PUD Builder Eligi

ity Verifitation Report (EVR)

Fiduciary Beneficiary System (Fas}h

EndoSefr Fiduciary STAR Cate Review

FOCAS Finarcialand ing Systam (FAS]
lnforse insurance Uaclaimed Liabilities

INS - BIALS

Insurange Online

Madern Awiards Process Develapment {MAP.D)

Personal Computer Generaled Letters [PCGL)

Personnel Information Exchange System [RIES)

Fost Vistnam Era educational Program {VEAP] £H 32

Loan Guaranty Trainkng Website

Purchase Order Masagement System (POMSI

Reinstatement Entitlement Program for Survivers [REAFS)

Mantaf Health assistant

Reserve Educational Assistance Program CH 1607

National SHERE Monitaring (RSN

Powerscribe Dictation §

Rating Board Autemation 2000 [RRA2000}

Scrvice Member Recards Tracking System

~ i and Education Asi CH35

Records Locator System

tematic Technical Accurscy Review [STAR)

Remittancs Procassing System

ng 300 Perfarmance Support System (TPS5]

Review of Quality {ROQ

VA Online Certification of Enroliment (VA-ONCE

Search Particlpant Frofile (5PP}

spinsl Bifida Progrom Ch1g

VA Reserve Frogram

$tate Benefits Reference System

Sicexis

Veterans Assistance Dlzcharga System (VADS)

YBA Yraining Academy

Velerans Canteen Web

Synquest —

Vieterans Exam Request {nfo System {VERIS)

Telecare Aecard Manager

Veterans fazurance Chiims Troncking and Respenze System (VICTARS)

VEA Enterprise Massaging System.

Veterans Service Representative (USR] Advisar

) il & (VRE&E) CH31

VETSNET Housekeeping

Web Electronic Lende! tdentification

Web Autemated Folder Processing System (WAFRS)

Web Automated Reference Material System fWARMS)

W%»Eon&.ﬁ_ Verifigation of Enroliment
Web-Enabicd Approval Maciement System (WEAMS)

Waob Sarvice Medical Recards fWehSMR}

Wark Study Manag: Swstemn WSMS)

Explain any minoe application thet sre asseciated with your instaliation that does not appear in the list above. Please provide name, brref description, and

any comrnents you may wish 1o snclude,

Name

Description
Comments

Is O coftected by this min of apclicanon?

Daes this mingr apEication stars PU7 I

il yes. where? I

Who has tcess to this data? “ T

B

Name

Descuplion

Comments

Is Bii celioeied by this min o S0DhCIbaNT, I
e PI? I

Wi hat access to this datn? m _

Mame

Descrintion

Comments

Is Plt colieeted by this mea of apphicatan> I

aes this menor appkealcn st i

i yes. wheie I

VWho R3S ateess 1o this data?

I 1

2. VBA Minor Apphcations

Page g
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Information Security Officer:

John G.

A i GN: CH = John G. Wiggins 167420 O = internal OU =
Wiggins Digital Si- _¢eci@ Block
167820 7 Date: 2012.03.14 13:14:41 0604

System Owner/Delegate:

Chief infermation Gfficer:

._OmmU—J F. Gibbons ?E@%mﬁ%ﬁm‘m&_mﬂ_ﬂu“ﬁwﬂﬁm%i?sm@i

Digitally signed by Joseph F. Gibbons 116082

Gibbons 116082
Date: 2012.03.15 13:27:54 -0400"

Cther Titles:

BERE
.w%ﬂﬁ«naw

DANIEL J. WILLIAMS ¢ shecaar cnendocmoe "

%t@%ﬁm_ﬁoo 100.1.1=daniel

ams2@va.gov,

Date of Report:

450613 (affiliate) e g ot S

OMB Unique Project Identifier

Project Name

12. Fingi Signatures

The Signature Process:
* Complete the PIA form.
* Name the PIA Excel FORM ["FY12-Region # - Facifity Name - Facility # -Date{mmddyyyy).xis”}
« Example: “FY12-Region3-Lexington VAMC-596-10302008.xls”
s Submit the completed PiA Excel form to SMART Database.
« Fix errors the reviewers sent back, rename the file and submit to SMART Database
« if no errors, convert form into PDF with Nuance PDF Professional.
* Name the PIA PDF form ["FY12-Region #-Facility Name- Facility # -Date{mmddyyyy).xls"]
« Obtain digital signatures on the “Final Signatures tab”
* Submit signed PIA POF form to the SMART Database.

Page 12
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