(FY 2012) PIA: System Information

*Green Highlight = Must Answer Question

*Yellow Highlight = Required to Sign PIA

Program or System Name (as shown in SMART):

UPID #):

OMB Unique System / Application / Program Identifier (AKA:

REGION 1 > VHA > VISN 20 > Walla Walla VAMC > PBX

i : il 029-00-02-00-01-1120-00 _

Description of System/ Application/ Program :
"must match what is stated in System Security Plan (SSP)"

mmn—_ <> Bma_nm_ center uses n:m vmx s a am:m.,m_ m:nnoa System, mcuno_&:m :,_am.o:.n:m.nm_ m:a on:ma systems.

Fac

y or Program Office Name:

Privacy Officer:

509 525-5200 x22740 _wcam beauch

Information Security Officer:

Sandra Lee

System Owner/Delegate:

Gary Ramer. {509 525-5200 x26401

Chief Information Officer:

Gary Ramer 1509 525-5200 x26401

Information Owner: Brian W. Westfield Wk . |509527-3453

Other Titles: UL < ¢

Person Completing Document: Laurie Beauchamp : : 509 525-5200 x22740
Other Titles: e ¥

Date of Last Full Approved PIA by VACO Privacy Services: (MM/YYYY)

What specific legal authorities authorize this program or system: _._:_ﬁ_m 5 of the US Code L

What is the expected number of individuals that will have their Pl stored in this system:

Identify what stage the System / Application / Program is at:

years the system/application/program has been in operation.

The approximate date (MM/YYYY) the system will be operational (if in the Design or Development stage), or the approximate number of

Is there an authorized change control process which documents any changes to existing applications or systems?

If No, (Explain on Tab 8)

Is there a contingency plan in place to process information when the system is down?

Has a PIA been completed within the last three years?

@® Yes

O No

O N/A: First PIA

FISMA QUESTIONS

1. Is this a new system?

2. Does this system contain Federal information in identifiable form?

3. Does the system include information on the public?

o

Is there a Privacy Impact Assessment (PIA) that covers this system?

O National Secuirty System under 40 U.S.C. 11103, 2 PIA is not required for this system

w

Is Federal-owned information in this system retrieved by name or unique

a

. What is the System of Records Notice (SORN) for this system?

~

. Has this SORN been reviewed or updated within the last three years?

Date of Report (MM/YYYY):

14-Mar-12

Any check mark in the boxes below will require a full PIA. Please

continue to the next TAB and complete the remaining questions.

If there is no Personally Identifiable Information on your m<m~m3 please oan_m”m TAB2 & TAB 12. A mmm Comment for Definition of PIl)

_u Have any changes been made to the system since the last PIA?

D Is this a PIV Qﬂma\mn&gg\uﬁooaa no._mndzo PII data from Federal employees,

ncsnaﬂ.oa or others vm:“oqz_:u work for the VA

D Wil this system/application/program retrieve information on the basis of | name, unique identifi ier, m<3uo_ or other vn data?

D Does this system/application/program collect, store, or disseminate PII/PHI data?

_H_ Does this system/application/program collect, store or disseminate the SSN?

Directions

2. System Information
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(FY 2012) PIA: System of Records

1. Isa SORN (System of Records Notice) Required?
2. Is there a SORN already in place?

***Click to add. Delete SORN by highlighting SORN
and comma if included and press the Delete key or

***|f Yes, select all of the appropriate SORN number(s):
***If Not Sure, contine to question 3

LIST OF SORN NUMBER(S) :
For each applicable System(s) of Records, list:
3. If records are retrieved using any of the following entities, A SORN will be required
(Please check all that apply)

4. Based on Question 3, is a SORN .‘mm::m% Yesu i A R R e
***|f Yes, has the process begun to obtain/acquire a SORN @Yes Ono e e

Location where the specific applicable System of Records Notice may be accessed:

= - e

3. System of Records
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(FY 2012) PIA: Data Collection And Storage

*Green Highlight = Must Answer Question

Please fill in each column for the data types selected.

Data Type

Collection Method

What are the subjects told about the
intended use of their information?

How is this message conveyed to
them?

How is a privacy
notice provided?

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

Family Relation (spouse, children, parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

Guardian Information

Education Information

Benefit Information

Other (Explain on Tab 8)

Data Type

Storage Method

Source
(If requested, identify the specific file,
entity and/or name of agency)

Is data collection Mandatory or
Voluntary?

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

® Mandatory O Voluntary

Family Relation (spouse, children, parents, grandparents, etc)

_® Mandatory O Voluntary

Service Information

| ® Mandatory

O Voluntary

Medical Information

® Mandatory O Voluntary

Criminal Record Information

® Mandatory - O Voluntary

Guardian Information

@® Mandatory O Voluntary

Education Information

®© Mandatory O Voluntary

Benefit Information

® Mandatory O Voluntary

Other (Explain on Tab 8)

® Mandatory O Voluntary

Proximity and Timing

s the privacy notice provided at the time of data collection?

xlmnmmmm\mn:\mm\zi
®Yes ONo

Purpose: Does the privacy notice describe the principal purpose(s) for which the information will be used?

® ves

Ono

Authority: Does the privacy notice specify the effects of providing information on a voluntary basis?

O o

Disclosures: Does the privacy notice specify routine use(s) that may be made of the information?

" Ono

routine use(s

4. Data Collection And Storage
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(FY 2012) PIA: Data Sharing
*Green Highlight = Must Answer Question

** Any connection external to VA requires an ISA/MOU per VA 6500. This section below must be consistent with your
System Security Plan Interconnection Security Agreement section.

Organization

Name of
Agency/Organization

system?

Do they access this

Identify the type of
Data Sharing

Is Pl or PHI Shared?

What is the procedure you
reference for the release of
information?

Internal Sharing: VA Organization

O yes @ no

Other Veteran Organization

OvYes @no

Other Federal Government Agency

State Government Agency

T

(AL

Local Government Agency

Research Entity

LT other Project/ System (Explain on Tab 8)

(FY 2012) PIA: Access to Records

Does the system gather information from another system? Oves ®fo

Please enter the name of the system: o 5 e i & AR 3 i
(FY 2012) PIA: Secondary Use

Will Pll data be included with any secondary use request? Oves @No [ Mental Heaitn Uhv o |l Drug/Aicohol Counseling

Check all that apply [ sicke cel Ulother @painonTeb8) — [[JReseach

5 Data Sharing & Access
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(FY 2012) PIA: Records Management *Green Highlight = Must Answer Question

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans Affairs or
any party if disclosed to the public?

‘O Yes (Explain on Tab 8) R OX )
Is the data collected to only what is :wnmmmm2 to provide requested service?
" ©ves _ Ono(explainonTab8) ; . £y
Has the data provided been ver; _ma as no...‘__u_mnmv
[ Veteran Verified (] { From o #F \

Am< 2012) PIA: Retention & Disposal

What is the data retention period?
= -

RCS 10-1 link for VHA:

www.va gov/vhapublications/rcs 10/rcs10-1.pdf

RCS VB-1, Part || Revised for VBA:

www.benefits. va.gov/WARMS/docs/admin20/rcs/part2/part2 pdf

National Archives and Records Administration:

WWW.nara gov

Answer:

What are the EOnma:Sw for m:BSm::m data mn the end of the reten

Answer; : cilt £ R % AN | 5 C » E

Where are these procedures documented?

Answer: Sas g R

How are data retention procedures m:*oanmmu

Answer: S : f TS ; : !

Has the retention schedule been mun8<ma by the National Archives and Records Administration Az»xz

® Yes e - ONo(Explainon Tab 8) % Sk '

(FY 2012) PIA: Children's Online Privacy Protection Act (COPPA)

Will information be collected Sacw: the internet from children ::am- age 13? _

O Yes (Explain on Tab 8)

6 Records Management
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(FY 2012) PIA: Security *Green Highlight = Must Answer Question

Is the system/application/program following IT security Requirements and procedures required by federal law and policy to ensure that

information is unv«en:u.n; secured.
Has the sy / ‘program arisk i appropriate security controls to protect against that risk, and

implemented those controls.. Il 1

Is security monitoring conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information?

Is security assessment conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information?

collected is not available to process for any reason
what will the potential impact be upon the system
or organization?
(Choose One)

Integrity Assessment. |f the data being collected
has been corrupted for any reason what will the
potential impact be upon the system or
organization?

(Choose One)

collected has been shared with unauthorized

individuals what will the potential impact be upon
the system or organization? (Choose One)

The controls are being considered for the project vmmm.. on the selections from the previous assessments?

The ultimate objective is to conduct the day-to-day operations of the VA and to accomplish our stated mission with what the Office of Management and

Budget (OMB) Circular A-130 defines mw wa.x.cmﬁw m@n:i« _=n.cn__._m the magnitude of harm to individuals, the VA, or its assets resulting from the
access, use, of i Many of the security controls such as contingency planning

controls, incident respanse contrais, mmnc..av. zu_z_zm and awareness controls, personnel security controls. phystcal and environmental protection contrals.

and intrusion detection controls are common security controls used throughout the VA Our overall security controls follow NIST SP800-53 low impact

defined set of controis

7 Security Page 6
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(FY 2012) PIA: VBA Minor Applications

Which of these are sub-components of your system?

A d Folder Processing System (AFPS)

Access Manager Automated Sales Reporting (ASR

Automated Medical Information Exchange Il (AIME [1)

| |Agent Orange BOMAK Automated Medical Information System (AMIS)290
Appraisal System Centralized Property Tracking System Automated Standardized Performace Elements Nationwide (ASPEN)
ASSISTS Common Security User Manager (CSUM) Broome Closet
Awards Compensation and Pension (C&P) Centralized Accounts Receivable System (CARS)
Baker System Control of Veterans Records (COVERS) Committee on Waivers and Compromises (COWC)
Courseware Delivery System (CDS) Cy ion and Pension (C&P) Record Interchange (CAPRI)
BlFatei{cpikiamo), |- Dertal xmnu«n.m gu:n 8T C ion & Pension Training Website
Training Website
C&P Payment System Electronic Appraisal System Distribution of O i Resources (DOOR)
C&P Training Website Electronic Card System (ECS) i Assi: for Members of the Selected Reserve Program CH 1606
Electronic Performance Support System (EPSS)
CONDO PUD Builder Enterprise Wireless ing System (Blackberry)

System (FMI)

L} EndoSoft Fiduciary STAR Case Review Hearing Officer Letters and Reports System (HOLAR)

FOCAS Financial and Accounting System (FAS) Inquiry Routing Information System (IRIS)

Inforce Insurance Unclaimed Lia = Modern Awards Process Development (MAP-D)

INS - BIRLS Inventory System (IMS]

- Insurance Online Interactive Voce Response (IVR) Personal C¢ d Letters (PCGL)

Insurance Self Service LGY Centralized Fax System Personnel Information Exchange System (PIES)

LGY Home Loans Loan Service and Claims Post Vietnam Era educational Program (VEAP) CH 32

LGY Processing Gan Training Website Order . System _vo.(_ﬂ

MES Program for Survivors (REAPS)

i Mental Health Assistant Reserve ional Assi Program CH 1607
y Gl 8ill National Silent Monitoring (NSM) RightFax

MUSE Powerscribe Dictation System Service Member Records Tracking System

Omnicell Rating Board Automation 2000 (RBA2000) Survivors and Dependents Education Assistance CH 35

Priv Plus Records Locator System ic Technical Accuracy Review (STAR)

RAI/MDS i Processing System Training and Performance Support System (TPSS)

Right Now Web Review of Quality (ROQ) VA Online Certification of Enrollment (VA-ONCE

SAHSHA Search Participant Profile (SPP) VA Reserve : : Program

Script Pro Spinal Bifida Program Ch 18

SHARE State Benefits Reference System Veterans Assistance Discharge System (VADS)

Sidexis State of Case/Supplemental (SOC/SSOC) Veterans Exam Request Info System (VERIS)

Telecare Record Manager Claims ing and System (VICTARS)
Service Repr ive (VSR) Advisor

VBA Training Academy VBA Enterprise Messaging System . ilitation & E (VR&E) CH 31

Veterans Canteen Web

VETSNET " . Web Electronic Lender Identification Web Automated Folder Processing System (WAFPS)
Web Automated Reference Material System (WARMS)

VR&E Training Website Web Verification of Enroliment

Web LGY Web-Enabled A | System (WEAMS)
Web Service Medical Records (WebSMR)
Work Study System (WSMS)

Explain any minor application that are associated with your installation that does not appear in the list above. Please provide name, brief description,
and any comments you may wish to include.

Comments

Is Pl collected by this min or application?

Does this minor application store PII?

If yes, where? [

Who has access to this data? |

Comments
Is Pl by this min or 1?7
Does this minor ap on store PII?
If yes, where? [
Who has access to this data? |
I 11
Name
Description
Comments
Is Pll collected by this min or application?
Does this minor 1 store PlI? {

If yes. where? |

Who has access to this data? |

[ L[

9 VEA Minor Applications
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(FY 2012) PIA: Final Signatures - ‘ . Highlight = Must Answer Question

Facility Name: 111.‘1\

System Owner/Delegate:

7

Chief Ipformation Officer:

Other Titles:

Date of Report: i
OMB Unique Project Identifier
Project Name

VISN 20 > Walla Walla VAN

_

The Signature Process:
¢ Complete the PIA form.
* Name the PIA Excel FORM [“FY12-Region # - Facility Name - Facility # -Date(mmddyyyy).xls"]
» Example: “FY12-Region3-Lexington VAMC-596-10302008.xls"
¢ Submit the completed PIA Excel form to SMART Database.
e Fix errors the reviewers sent back, rename the file and submit to SMART Database
« If no errors, convert form into PDF with Nuance PDF Professional.
* Name the PIA PDF form [“FY12-Region #-Facility Name- Facility # -Date(mmddyyyy).xIs”]
¢ Obtain digital signatures on the “Final Signatures tab”
« Submit signed PIA PDF form to the SMART Database.

12. Final Signatures
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