|
Welcome to the PIA for FY 2012/

Congress _ueaomn the m.mo..!..__._._ ent Act of 2002 to encourage the use of Web-based Internet applications or

Macros Must Be Enabled To Use Full Functionality For This Form

for projects with _s,o__.:u__a.. technelogy systems that collect, malntaln, andior di
Infarmation” of the public. Persanally identiflable information, o *personal infarmation.” |s __.:e__.z.zo; that may be
used to identify a specific person.

other i by I+l with the intention of enhancing access to eoﬁ._._.sna
infermation and aognmam.a ing the effect? F ¥, and quality of g P .—.m_._._m—mﬂm_
Microsoft Office 2003; To enable macros, gote 1) Toals > Macros > Security - Set to Medium; 2} Click OK; 3}
Close the file and when recpening click on Enable Macros at the prompt
‘Or 1) When file opens click on Enable Macros at fne prompt,
To combat public garding th af private | the E iment Act Microsoft Office 2007 To enable macros, go to: 1} Office Button > Prepare > Excel Options > Trust Center >
various . g the reg that Federal conduct a Privacy Impact Assessment (PLA) Trust Center Settings > Macro Settings > Enable All Macros; 2) Click OK

The Privacy Act and VA policy require that persenally dentifiable information anly be used for the purpese!s) for
which it was collected, unless consent (opt-in} is granted. Indnviduals must be provided an opportunity to provide:
# for any dary use of inf. . such as use of call f: tor g

| Directions;

Final signatures are digitally sigred or wet signatures on a case by case basis. All signatures should be done
when all modifications have been approved by the VA Privacy Senice and the reviewer has indicated that the
signature & all that is necessary o oblain roval,

Privacy impact Assessment Uploaded inte SMART

VA 6508 is the direciive which outlines the PIA tfor every Sy ication/Program,

1) Mot in "design mode" and
2] you have enabled macros.

All PIA Validation Letters should be mailte Christina Pettitfiva.gev to recelve full credit for submisslon,

Various ﬂ___:._u Data Websites:

i ective | f 3 H _govivapube/viewPubli 0 aan?Pub ID=414&FT: =,

Raoles and responsipdities for the specific process are clearly defined for all levels of stalf in the VA Directive 5508
referenced in the procedure section of this document.

a. Privacy Officer s ible for the overall
Diractive 6508

and review of the PIA fo ensure compliance wih VA

. Records Q:ﬂq is responsible for supplying records retention and deletion schedules

logy (IT) staff ible for the privacy of the system data will perform a PlA in
uoooau_._no with VA Directive 6508 and to Immediately repert all anomalies to the Privacy Service and appropriate
management cham.

d. _..3._...-.3.. Security Officer (1S0] is responsible for assisting the Privacy Officer and providing infarmation

&. Chief Infe Officer [CIO} s resp for ensuring that the systems under his ar has jurisdiction
undergo a PlA. This respensibilty includes identdying the IT systems; coordinating wih the Privacy Officer,
Information Security Officer, and others who have concerns about privacy and securly issues; and reviewsng and
aving the PlA before submission to the Privacy Senvice.

I [PUI} is —any i ion about an l ined by an agency,
Sn__._n___._u {1} any information that can be used to distinguish or frace an individual's identdy. such as name, socil
sacurity numbar, date and place of birth, mother's maiden name, or biometric records; and (2) any ather
information that is Enked or linkable to an individual, such as medical, educational, financial, and emplcymeant

|infarmation.

Examples of PIl include, but are not limited to:

+ Personal ientfication number, such as soclal securly number (SSN), passport number,
n_._goﬂw lizense number. taxpayer identfication number, or financial acceunt ar credd card

- Zﬂ__ﬂ»m nformation, such as ﬁ_—@m_ mn—n_—mmm or emai address

.1«.3_._2 tographic image (especially of face or ather kentfying
ing, or ather biomeiric data (e.g.. retina scan, voice

signature, facial mme_._._mﬁa.u

« Infermaten about an Individual that s linked er Inkatle to one g_ the above (e. e date of
birth, place of birth, race, religlon, weight, activities, gecgrap P
information, medical information,_education information, fnanclal infarmation),

(o] should the use, and retention of Pll o what & striclly necessary o accomplsh

{1} Release of PHI only when disclosure is also authorized by other applicable legal authorities, including 45
CFR Parts 160 and 164;

|2} Release of drug or alcohel abuse, HIV, or sickle cell anemia medical Infermation enly when the
disclosure is also authorized by 38 U.5.C. 7332,




(FY 2012) PIA: System Information *Green Highlight = Must Answer Question
e ——————— e S =T
Program or System Name (as shown in SMART):

*Yellow Highlight = Required to Sign PIA

OMB Unigue System / Application / Program |dentifier {AKA:
UPID #):

Description of System/ Application/ Program :
"must match what is stated in System Security Plan (S5P)"

Facility or Program Office Name:
Title;

Privacy Officer:

Information Security Officer:
System Owner/Delegat

Chief Information Officer:
Information Owner:

Other Titles:

Person Completing Document:
Other Titles:

Date of Last Full Approved PIA by VACO Privacy Services: [MM/YYYY)
What specific legal authorities authorize this program or system:
What is the expected number of individuals that will have their Pll stored in this system:
Identify what stage the System / Application / Program is at:

The approximate date {MM/YYYY] the system will be operational (if in the Design or Development stage), or the approximate number of
years the system/application/program has been in operation.

Is there an authorized change control process which documents any changes to existing applications or systems?

If No, (Explain on Tab 8) |
Is there a contingency plan in place to process information when the system is down?

Has a PIA been completed within the last three years?

1. Is this a new system?
2. Does this system contain Federal information in identifiable form?
3. Does the system include information on the public?

4. |s there a Privacy Impact A t (PIA) that covers this system?
5. Is Federal-owned information in this system retrieved by name or unique
6. What is the System of Records Notice (SORN) for this system?

7. Has this SORN been reviewed or updated within the last three years?

Date of Report (MM/YYYY):

2. System Information

Page 2



(FY 2012) PIA: System of Records

1. Is a SORN (System of Records Notice) Required?
2. Is there a SORN already in place?

***Click to add. Delete SORN by highlighting SORN
and comma if included and press the Delete key or
place focus on area to delete all SORNs.

LIST OF SORN NUMBER(S) T Ry et e

***If Yes, select all of the appropriate SORN number(s):
***|f Not Sure, contine to question 3

For each applicable System(s) of Records, list:
3. If records are retrieved using any of the following entities, A SORN will be required
(Please check all that apply)

EEEEE E RN EENEECOEEDR

4. Based on Question 3, is a SORN required?
**¥|f Yes, has the process begun to obtain/acquire a SORN

Location where the specific applicable System of Records Notice may be accessed:

e e S PR T e = — - = e T ]

3. System of Records Page 3



(FY 2012) PIA: Data Collection And Storage *Green Highlight = Must Answer Question

Please fill in each column for the data types selected.

Data Type

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

Family Relation (spouse, children, parents, grandparents, etc)

Service Information

Medical Information

Criminal Record Information

Guardian Information

Education Information

Benefit Information

Other (Explain on Tab 8)

What are the subjects told about the

Collection Method : ted use of thei ion?

How is this message conveyed to
them?

How is a privacy
notice provided?

Data Type

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

Family Relation (spouse, children, parents, grandparents, etc)

Service Information

Medical Information
ey ra:

Criminal Record Information

Guardian Information

Education Information

Benefit Information

Other (Explain on Tab §)

{Proximity and Timing: Is the privacy notice provided at the time of data collection?

Purpose: Does the privacy notice describe the principal purpose(s) for which the information will be used?

Authority: Does the privacy notice specify the effects of providing information on a voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the information?

routine use(s)

Source
Storage Method (If requested, identify the specific file,
entity and/or name of agency)

{Please Select Yes/No)

Is data collection Mandatory or
Voluntary?

4. Data Collection And Storage

Page 4




(FY 2012) PIA: Data Sharing
*Green Highlight = Must Answer Question

What is the procedure you
Is Pl or PHI Shared? | reference for the release of
information?

Do they access this Identify the type of

Organization Data Sharing

Internal Sharing: VA Organization
Other Veteran Organization

Other Federal Government Agency
State Government Agency

Fana_ Government Agency

Research m:ﬁ.

(FY 2012) PIA: Access to Records
Does the

tem gather information from another system?

(FY 2012) PIA: Secondary Use
Will PIl data be included with any secondary use requast?

Check all that wmww

5, Data Sharing & Access Page §



(FY 2012) PIA: Records Management *Green Highlight = Must Answer Question

Coes this PIA form contain any sensitive information that could cause harm to the Department of Veterans Affairs or
any party if disclosed to the public?

|s the data collected te only what is necessary to provide requested service?

Has the data provided been verified as complete?

!

FY 2012) PiA: Retention & Disposal

‘What is the data retention period?

Explain why the information is needed for the indicated retention period?

w are data retention procedures n._.___o_.nmn_ﬂ

.:Uu nﬂn retention schedule _umm_...u‘ proved by the National Archives ur.a Records Administration (NARA!
s .

{FY 2012) PIA: Children's Online Privacy Protection Act (COPPA)

Will information be collected through the internet from children under age 137

6. Records Management

Page 6



(FY 2012} PIA: Security *Green Highlight = Must Answer Question
Is the system/fappEcation/program following IT security Requirements and procedures required by federal law and policy to ensure that

information is appropriately secured.
Has the d. d a risk riate security controls to protect against that risk, and
implemented those controls..
= e —————— _— =
Is security itaril Ity or dad t that controfs continue to work properly, um«g:wizn the information?

Is security assessment conducted annually or as needed to ensure that contrals continue to work properly, safeguarding the information?

Is adeguate physical security in place to protect against unauthorized access?

Explain what security risks were in the security ¥ (Check all that apply)

aococosOE0

o

(R RoleBeRoRoRo N Nl
paooaooDDoD
OO0 D

"
i

Based upon the risks identified above, Explaln what security controls are belng used to mitigate these risks. {Check all that apply)

PIA: PIA Assessment

: If the data being
collected |s not avallable to process for any reason
‘what will the potential impact be upon the system
or organization?

(Choose One)

Integrity Assessment: (f the data being coflected
has been corrupted for any reason what will the
potential impact be upon the system or
organization?
(Choose One)

[ e

; I the data being

callected has been shared with unauthorized
individuals what will the potential impact be upon
the system or organization? (Choose One)

The «a.-:ﬁ_.u m‘-m. _H_.._n n..u_._u.._m_.ﬂ_ for the project based on the selactions from the previous assessments?
The minimum security raquirements —a:u_.: high impact systam couer seventeen security-related areas with regard to protecting the corfidengality,

integrity, and ity of WA systems and the inft 4, stored, and iited by thase systems, The securify-related areas
include: access confrol, awareness and training, audit and K by
planning; i and cati Snassns“s.s. i media protection; physical and
ion; planning, security; risk systems and services system and Gon; and system and
infarmation integnity, Our facllity employs all secunity contrels in the respective high impact secunty contrel basefine .!.Bw specific msoge.s have bean
aliowed based on the talloring guidance pravicded in NIST Speclal Publl BO0-53 VA directy

7. Secunty

Page 7



(FY 2012) PIA: Additional Comments

Add any additional comments or information that may have been left out for any question. Please
indicate the question you are responding to and then add your comments.

Added to the LAN system: Bar Code Expansion Positive Patient Identification (BCE PPI)
Information System Name:

REGION 2 > VHA > VISN 17 > North Texas HCS > Bar Code Expansion Positive Patient
Identification (BCE PPl) NTHCS BCE/PPI

Points of contacts:

Technical Point of Contact: Steve Spencer 214-857-2170 Steve.Spencer@va.gov
CASE Security Engineer: Rhonna Clark 704-910-5689 Rhonna.Clark@va.gov
Information Security Officer: Robert G. Dillard 214-857-1357 RobertG.Dillard@va.gov

Security Ranking: Confidentiality, Integrity, Availability = Moderate

Information System Descrisption and Environment : Description of Data and Business Function:
Veterans Administration Office of Information and Technology (OI1&T), Product Development
Planning & Analysis Competency

has implemented a production application called Bar Code Expansion-Positive Patient
Identification (BCE-PPI). This application

implements barcode wireless technology that enables positive patient identification at the point

of care for clinical specimen

collection, anatomic pathology specimen collection, and blood administration, as well as reduce

adverse events associated with

incorrect blood product transfusion; mislabeling of laboratory, anatomical pathology, and blood
specimens; and decrease adverse

events associated with surgical procedures

8. Additional Comments Page 8



(FY 2012) PIA: VBA Minor Applications

Which of these are sub-components of your system?

BCMA Conti

Automated Sales Reporting [ASR]

Automated Medical Inf lon System

Centralized Proj Trackl em dardized Perf Elements Netionwide [ASPEN]
Closet
& lized Accounts Recelvable System [CARS]

Courseware Delive: m [COS]

Committes on Waivers and Compromises [COWC)

Bbraun [CP Hamo) ¥_|Dental Records Manager

| |C&P Payment System
| |C&P Training Website

CONDO PUD Builder

Fiduciary STAR Casa Reviaw

Lean Service and Claims

Loan Guaranty Training Website

Fiduciary Banaficiary Systam (FBS)

X |Mental Health Assistant

Reserve Educational Assistance Program CH 1607

RightFax

Powerscribe Dictation System Service Member Recards Tracking System
Rating Board Fon 2000 || un i and i CH35
Records Locator System

Processing System

Training and Performance Su) B TPS5]

VA Online Certification of Enrollment [VA-ONCE

VA Reserve Educational Assi Program

Veterans Assistance Discharge System (VA

Veterans Exam uest Info System [VERIS)

|| telacare Record Manager
synquest Telecare Record Mai r

VBA Training Academy VBA Enterprise Messaging System
| |Veterans Canteen Web

VETSNET Housekeeping — Web Electronic Lender Identification

VREE Training Website

Work Study Managemant System (WSMS)

Explain any miner ficatlon that are lated with your |

that does not appear in the list above. Please provide name, brief description,

Who has access to this data? |

8. VBA Minor Applications

Page 9



(FY 2012) PIA: Minor Applications A-M

Which of these are sub-campanents of your system?

description, and any comments you may wish to include,
Bar Code ion - Positive Patient Identification
See tab 8 Additional Comments

| [1asaweb x |citrin
ALP % |Clinlcal Case Regiatrios
Clinieal Data Repository/Health Dats
ACCu Cara 2 ENCORE 2 Incident Reparting
ACCU Chack ¥ |clinical Info Resourca Natwork ENDSOFT Incarne Varificatlon Match
ACCU Med i |Clinkeal Menitaring System Incamplate Records Tracking
‘MGB! Acrobat Clinical Notes Templates Medications
ADP Planning (PlanMan) % |clinical Procedures Enkarpies :‘""!""f‘"""""""‘ Intakef Output
| |AaDT ¥ |Clinleal Reminders sPROMISE Integrated Billing
Advarse Reactlon Tracking Clipparshij X |Equipment/ Turn-in Request Integrated Patlant Funds
| |Agent Cashler (Combat Veteran Outreach  [Event Capture Interlm Mangement Support
Air Fortress. Committes on Walver and Compremites % | Event Driven Reporting Inventory Management Systern
X |asisTS X |Cnns|ﬂ Trackin, Kernal
L Authorization/ Subscription | Controlled Correspondence Mids
|_§ Auto Instrument X Substances KOWA
|t f Ward Stock [CPRE Lab Servics
| | AUTOCAD CPRS Laberstory Electronic Data Inted
|1 Autamated Aczess Request X |CPT/ HEPCS Codes Letterman
Info Collection Sys X |Credentials Tracking Leuicon Utility
i Automated Lab Instruments Credit Card ation X |Functlonal Independence Library
X | automated Med Info Exchangs Data Innovations ¥ [Gen. Med. Rec. - O List Manager
Sales DELIVEREX % |Gen. Med. Rec. - Vitals Lynx Duress Alarm
AutohMad ¥ |Dental X |Gan. Med Rec. - Generator Maiman
X | Bad Code Med Admin DICTATION-Pawer Scribe IGENUEI MCCR National Databaze
Snreosts Msdloniiam Wokminlitrtion x |Diatetics (Ganarle Cod Shest Meadows (MOWS)
Contl Plan (BCU)
BCMA € ans  |Dischargs Summary Genasys Hediclng
BON 301 i |DRG Grouper Gat Well Metworks Mental Health
| % | Banaficiary Traval |orM Plus GMED
X Big Fix ¥ | Drug Accountability X |GRECC
CA Vertified - DSsI x | Health Data and Informatics Mierosoft Exchange £-mail System
X | capacity Management - RUM 3 |Health Level Seven Military/Vet Eye Injury Registry
|| Capacity Management Tools DES Quadramed ¥ |Health Summary Minimal Patient Datasat
X CAPRI EDS {avIED) Health Summary Cantingancy Missing Patient Reg (Original) ASEL
Cardit Tebaform X Tracking ¥ |HNG Mumps AudioFAX
Cardiclogy Syatems {stand slone serversfrom | | Tracking Hatpital Based Home Care
the network]
X |care Managemant EKG System =]
Elactronle Card m [ECD) X |ICR- Casa
Electronic | Deduction (EPD] X [IFcap
L
Explain any minar that are d with your llaticn that does not appear in the list above. Please provide name, brief

Yes

Yes

Users with access permissions




(FY 2012) PIA: VISTA Minor Applications N-Z

description, and any commaents you may wish to include.

Which of these are sub-compenents of your systam?
Cemetery ¥ |Pharmacy Data Management Scanning Exam and Evaluation System X |VBECS

# | National Drug Fila % |Pharmacy Natlonal Databasa X X |VDEE
X |Mational Laboratory Test X |Pharmacy Praseription Practice X |Security Suite Utility Pack ¥ |Vendor - Document Storage Sva
X |wosi PICES OR Santiitlon Veterans Cantesn Waeb
¥ | Matwork Health Exchange % |Police & Security X Lhm Changa Handoff Taal vatarans Salutien

NOAHUNK % |Problem Ust |shoreTel
X |nois X |Prograss Notes X |Social Work VHAHUNFPC1

Nursing Servica X stellant X |VHS & RA Tracking Systom

Screen chase Order System Stentor ¥ | Visit Tracking

| [omnicent X |surgery VISTA RAD

Oneology X |Survey Generator VISTA RO

v106) ir.lmumuml Manager ¥ |VistAlink
il |Temp Trak % |VistALink Security

| % |Order Entry/ Results Reporting X tm Integration Utilities X [Visual impairment Service Team ANRV
X Pharmacy Tickler Databasa Vitria BuslnassWare

P2000 ROBOT X | Toolkit VXS

PACS database TepCon X | Voluntary Timekeeping
| ¥ | Patch Modula TraceMaster Voluntary Timakeaping Natlonal
X | Patient Data Exchangs Tracking Continuing Education ' WEB HINI
[ [Patient Fandback Brain Injury whiteboard
i Patient Reprosentative ¥ |Relosse of information - DSSI X X |Wmn'| Heslth
X |PCE Patient Care ¥ |Remote Order/ Entr tem ¥ | Utility Management Reollup Lﬂuhlud and Ovartime
| _|Persenal Computer Generated Letters % [RPC Broker Reoview
| % |Pharmacy Banafits Mangement ¥ |Run Time Library VA Conference Room Reglstration

X |SAGG X |VA Fileman
Explain any minor application that are iated with your that does not appear in the list abave, Please provide name, brief

If yes, where?

Who has access to this data?

if yes, whesa?

Who has access to this data?
B

7

||




(FY 2012) PIA: Final Signatures

*Green Highlight = Must Answer Question

.\\u.___. AL‘

58:.:2.0...\38:2 G:._om«.

System Owner/Delegate:

Digital Signature Block

Chief Information Officer:

|R2 Security ?___wi Reviewer

Sandra P.

Su B, oo

Hedtke 191670 rrtasm: s

u_ux.ws:_uimw*mﬁiu P. Hedtke 191679
DN: demgaov, de=va, o=intemal, su=people,
if i cab Signadnre. Blooksandr hedikes

Date of Report:

OMB Unique Project Identifier

Project Name

12. Final Signatures

© Name the PIA Excel FORM [“FY12-Region # - Facility Name - Facility # -Date(mmddyyyy).xls”]

e Fix errors the reviewers sent back, rename the file and submit to SMART Database

e Name the PIA PDF form [“FY12-Region #-Facility Name- Facility # -Date(mmddyyyy).xls”]

The Signature Process:
e Complete the PIA form.

» Example: “FY12-Region3-Lexington VAMC-596-10302008.xIs”
e Submit the completed PIA Excel form to SMART Database.

o [f no errors, convert form into PDF with Nuance PDF Professional.

e Obtain digital signatures on the “Final Signatures tab”
e Submit signed PIA PDF form to the SMART Database.

Hage 12



