Privacy Impact Assessment — 2008 / VistA

PRIVACY IMPACT ASSESSMENT 2008 ]

INTRODUCTION:

Congress passed the E-Government Act of 2002 to encourage the use of Web-based Intemet
applications or other information technology by Government agencies, with the intention of
enhancing access to government information and services and increasing the effectiveness,
efficiency, and quality of government operations.

To combat public concerns regarding the disclosure of private information, the E-Government Act
mandated various measures, including the requirement that Federal agencies conduct a Privacy
Impact Assessment (PIA} for projects with information technology systems that coflect, maintain,
and/or disseminate “personally identifiable information” of the pubfic. Personally identifiable
information, or “personal information,” is information that may be used to identify a specific
person. Appendix A, "Applicable Legal and Regulatory Requirements”™ summarizes the
applicable legal and regulatory requirements that are addressed by the PIA process.

Update regarding FIV projects: Federal information Processing Standards Publication (FIPS
PUB) 201 Personal Identity Verification (PIV) of Federal Employees and Contractors and
subsequent OMB guidance explicitly require PIAs for PIV projects collecting any personal data,
not just of the public.

Primary Privacy impact Assessment objectives include:
o Ensure and promote the trust and confidence of Veterans and the general public.

o Ensure compliance with the eGov Act and other applicable privacy laws, regufations and
policies, including the PIV regulalions.

o ldentify the risks and adverse effects of collecting, maintaining and disseminating personal
information in electronic information systems.

o Evaluate and develop protections and alternative processes for haﬁcﬂing information to mitigate
potential privacy tisks.

Additional important objectives include:
o Provide a mechanism for ensuring responsibility and accountability for privacy issues.

o Provide documented assurance that privacy, security and other vital data stewardship
considerations are integrated info information technology systems, starting with the initial outiining
of a project’s objectives and data usage requirements and continuing through design, operation,
maintenance and disposal.

o Ensure that decision-makers are provided the information required to make informed system
design or procurement decisions, based on an understanding of privacy risk, and of options
available for mitigating that risk.

o Greally reduce the risk of needing to inferrupt a program or service becatse privacy and cther
vital data stewardship considerations were not adequately addressed before the program or
service was implemented.

o Promote awareness and understanding of privacy issues.

o Provide valuable documentation on the flow of personal information, and related privacy
considerations and design decisions.

Comp!et}on df this PIA Forrm.




o Part | {Sections 1 and 2} of this form must be completed for all projects. Part | documents basic
project information and establish whether a full PIA is required.

o This entire PIA Form (Parts | and II) must be completed/updated every year for all projects with
information technology (1T} systems that collect, maintain, and/or disseminate “personally
identifiable information” information that may be used to identify a specific person of the public,
OR is a PIV project,

Important Note: While this form provides detailed instructions for completing a Privacy impact
Assessment for your project, support documents that provide additional guidance are available on
the OCIS Porlal (VA network access required}.

| Part I. Project Identification and Determination of PIA Requirement

|1. PROJECT IDENTIFICATION:

1.1) Project Basic Information!

1.1.a) Project-or Appl.rcat.ron Name: -

Veterans Health Information System and Technology Archltecture (VistA) - 2008
1.1.b) OMB Unigue Project [dentifier:

029-00-01-11-01-1180-00 )

1.1.¢) Concrse Project Description,

The VistA system is designed to operate asa fully mtegrated cl.'mcal and administrative
information source. It processes elinical information, information covered by the Privacy Act &
HIPAA, PHI/ePHI, financial records, and all other data necessary to run a tertiary medical center.
All clinical and most admmrstratfve funcrrons within the physical confines of the VISNS uiilize the
VistA Alpha cluster to procéss clinical, financial, or administrative data. All extemal organizations
which access a foeal Alpha node must be authenticated by access and verify codes or by domain
transmission scripts for electronic mail. Examples of these organizations inciude VBA Regional
Office, Form, HINQ, all VA facilities throughout the country sending electronic mail, Medical Cost
Recovery vendors and transcnptaon vendors. The nafive operaling system of the Alpha cluster is
VMS. Cache is a programming language that runs on fop of VMS. Using the Cache environment,
the VA's VistA program exists with all attendant menus, parameters, and data. Cache is the only
application inhabiting the Alpha cluster.

1.1.d) Additional Project Information (Optional)

None.

[1.2) Contact Information:

1.2.a) Person eqmpleting this document: .

Title: William Tyson, CIO

Organization: VA Miami Healthcare System




Telephone Number:

305-575-3202

Email Address:

William. Tyson@va.gov

1.2.b) Project Manager:

Title:

Michael Cochran, Vista System
Manager/CTO

Organization:

VA Miami Healthcare System

Telephone Number:

305-575-7099

Email Address:

Michael. Cochraniva.gov

1.2.c) Staff Contact Person: .

Title:

Cristina Gonzalez

Organization:

Telephone Number:

VA Miami Healthcare System
305-575-6464 ‘

Email Address:

Cristina.Gonzalez@va.goy

ADDITIONAL INFORMATION: If appropriate, provide explanation for imited answers, such as
the development slage of project. :

Section 1 Review:




PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

2, DETERMINATION OF PIA REQUIREMENTS:

A privacy impact assessment (PIA) is required for all VA projects with IT systems that colfect,
maintain, and/or disserminate personally identifiable information (Pll} of the public, not including
information of Federal empioyees and others performing work for VA (such as contractors,
intemns, volunteers, etc.), unless it is a PIV project. All PIV projects colfecting any Pl must
complete a PIA. Pll is any representation of information that permits the identity of an individual
to be reasonably inferred by either direct or indirect means. Direct references include: name,
address, social security number, telephone number, email address, financial information, or other
identifying number or code. Indirect references are any information by which an agency intends
to identify specific individuals in conjunction with other data elements. Examples of indirect
references include a combination of gender, race, birth date, geographic indicator and other
descriplors.

2.a) Will the project collect and/or maintain personally identifiable information in IT systems?
Yes

2. b) Is this a PIV project collecting Pli, including from Federal employeés; contractors, and others
performing work for VA? ~

Yes

2, b) Has a previous PIA been completed within the last three years?
No
2.d) Has any changes been made to the system since last PIA?

No, first PIA conducted at VA Miami Healthcare System

ADDITIONAL INFORMATION: (Prbvide any. necessary clarifying information or additional
explanation for this section.)

None




PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

Part Il. Privacy Impact Assessment

3. PROJECT DESCRIPTION:

The purpose of NIST SP 800-60 is to address recommendmg the types of information and
information systems to be included in each category of potential security impact. Using NIST
SP800-60, enter the information requested to describe the pmject

3.a) Provide a concise descnptron of why personal information is maintained for this project, such
as determining eligibility for benefits or providing patient care.

All information is necessary in order to provide congressionally mandated health care for
veterans including but not limited to first name, last name, SSN, DOB, address, etc.

3.b) What specific legal authorities authorize this project, and the associated collection, use,
and/or refention of personal information?

Title 38, United States Code, sectlon 7301(a)

3.c) Ident:fy by selecting the appropriate range from the list beiow, the approxrmate number of
individuals that (wifl) have their personal information stored in project systems.

1,000,000 - 9,999,999




3.d) Identify what stage the project/system is in: (1) Design/Flanning, {2) Development/impl-
ementation, {3) Operatfon/Mamtenance {4) Dispasal, or (5) Mixed Stages.

Operation and maintenance

3.e) Identify either the approximate date (MM/YYYY) the project/system will be operational (if in
the design or development stage), or the approximate number of years that the project/system
has been in operation.

27 years

ADDITIONAL INFORMATION: (Provide any necessary clarifying mformat:on or additional
explanatron for this section.}

PRIVACY SERVICE COMMENTS: (include reviewers Name and Contact)

4. SYSTEM OF RECORDS:

The Privacy Act of 1974 (Section §52a of Title 5 of the United States Code) and VA policy provide
privacy protections for employee ar customer infarmation that VA or its suppliers maintain in a
System of Records (SOR). A SOR is a file or application from which personal information is
retrieved by an identifier (e.g. name, unique number or symbol). Data maintained in a SOR must




be managed in accordance with the requirements of the Privacy Act and the specific provisions of
the applicable SOR Nofice. Each SOR Notice is to be published in the Federal Register. See VA
Handbook 6300.5 “Procedures for Establishing & Managing Privacy Act Systems Of Records” for
additional information regarding Systems of Records.

4.a) Will the project or application retrieve personal infarmation on the basrs of name, unique
number symbol or other identifier assigned to the :nd.vwduai'?
ke « i i

Yes

4.b) Are the brojébt andor systé‘m data maintained under one or more approved System(s) of
Records? ' R

J{%{ m:;:%m@ :
Yes

4.b.1) For ea_ch applicable Syétem of Records, list;
(1) The System of Records identifier (numbé‘:j,
AL e e

(2) The name of the System of Records, arid
VistA - VA o

{3) Provide the' Incat:on where the specific applicable' System of Records Notice(s) may be
accessed (mc!ude the URL).

http //vaww vhaco va. gov/ prwacy/SystemofRecords htm

4. b.2) Have you read, and will the appf:catlon comply wi h, . aﬂ data management pracnces in the
System-of Records Notice(s)? . . :

Yes

4.b.3) Was the S vstem(s) of, Records created Specifically for this project, or created for another
project or system?

Created for this prOJect
Ifcreated for another project or system bneﬂy identify the other project or system.
Not applicable
4.b.4) Does the System of Records Notice require modiﬂcat:on'? No

£
[

yes

oy

4.b.5) Describe the required modifications.

4.¢) If the project and/or system data.are not maintained under one or more approved Systemy(s)
of Records, select one of the following and provide a concise explanation.

Maintained under approved SOR




Explanation:

ADDITIONAL INFORMATION: (Prowde any necessary clarifying rnformatfon or additional
explanation for this section.)

Section 4 Review: —|

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

| 5. DATA COLLECTION:

5.1 Data Types and Data Uses

FIFS 199 establishes security categories for both information and information systems. The
security categories are based on the potential impact on an organization should certain events
occur which jeopardize the information and information systems needed by the organization to
accomplish its assigned mission, protect its assets, fulfill its legal responsibilities, maintain jts day-
to-day functions, and protect individuals. Securily categories are to be used in conjunction with
vulnerability and threat information in assessing the risk to an organization. Identify the types of




pemona! information coﬂected and the mtended use(s} of that data:

a) Select all applicable dala types below. If rhe provided data lypes do not adequately descnbe a
specific data collection, select the “Other Personal Information” field and provide a description of
the information.

b) For each selected data type, concisely describe how that data wilf be used.

important Note: Please be specific. If different data types or data groups will be used for
different purposes or multiple purposes, specify. For example: "Name and address information
will be used to communicate with individuals about their benefits, while Name, Service, and
Dependent’s information will be used to determine which benefits individuals will be eligible to
receive. Ernail address wiff be used to inform individuals about new services as they become
available.”

Yes |Veteran's or Primary Squec't's‘ Parsonal Contact Information {name, address, telephone, etc.)

Specrf:caﬂy rdent:ﬁf the persanai informaltion collected, and descnbe the mtended use of the
mfonnat:on

The most common data types that are captured and accessed on a regular basis by authorized
individuals are first and last name, middle initial, DOB, SSN, address and telephone. The patient
health information falls into two classes: administrative and clinical. Clinical information is used to
diagnose, prescribe treatment and follow clinically the patient through his/her health care
encounters. Administrative data is used to identify the veteran (SSN), correspond to/from (name
and address), to determine eligibility (patient administrative info + SSA and IRS data, and to bill,
if applicable,

No | Other Personal Info:fmatidn’of"the Veteran or Primary Subject

Spacifically identify the personal :nformatfon coﬂected and descnbe the intended use of the
mfonnatron

Yes |DependentInformation .

Specifically identify the personal :nformatron coflected, and describe the intended use of the
information.

Spouse employment mformanon next of Kln contact mformatmn Used for add|t|ona| contact in
case of emergency.

Yes |Service -Infqrmati_en




Specifically identify the personal information collected, and describe the intended use of the
mformatlon

Military Serwce lnformat:on (Branch of Serwce discharge data, discharge type, service
connection rating, medical conditions related to military service, etc.) This information is
collected to assess eligibility for VA healthcare benefits type of healthcare needed, etc.

Yes | Medical Information

VSpec:ﬁca!Iy identify the personal mformat.von co!!ected and describe the intended use of the
information.

VistA applications meet a wide range of health care data needs. The system operates in medical
centers, ambulatory and community-based clinics, and thus collects a wide range of personal
medical information for clinical diagnosis, treatment, evaluation, and patient care and referrals.
Common types of personal medical information would include lab test results, prescriptions,
allergies, medical diagnoses, vital signs, etc. The information is used to treat and care for the
veteran patient. Clinical information from VA and DoD is used in the treatment of the veteran.

Yes | Criminat Record Information

VSpecrf ically identify the personal mforrnat;on co!!ecteo‘ and describe the mtended use of the
information.

Arrest Warrants provided via Fugitive Felon Program. This information is used for awareness of
fugitives or felons who may be seeking treatment.

Yes | Guardian Information

..Spec:f cally :dent.rfy the personal rnfonnatron coﬂected and describe the infended use of the
information. " L

Next of kin, DNR instructions, health care proxy designations (Advanced Directives,
Guardianship). This information is used in the notification process and as required for medical
decislons and treatment.

Yes | Education Information ' . |

Specifically identify the personai mformatfon collected, and describe the intended use of the
information. '




Highest grade completed. Information is used as a base for Social Work treatment andjor
Personal History in treatment records, specifically in MH, C&P exams and registry claims.

Yes | Rahabilitation Information..

Specifically rdentrﬁ/ the personal mformatron collected, and describe the mtended use of the
information.

Treatment notes, progress notes, clinical assessments, clinical diagnosis information is coltected.
Used in follow-up treatment and as part of the medical history,

Yes | Other Personal Information (specify):

The "Other Personal Information” field is.intended to alow identification of collected personal
infarmation that does not fif the provided categories. If personal information is collected that does
niot fit one of the provided categories, specifically identify this mformatfon and describe the
mtended use of the: mformatron

Next-of-kin information and emergency contact information, such as name and telephone
number, is collected from the veteran to use to contact in case of an emergency. In addition,
insurance and employment information is available on the veteran for use in billing for care.

Section 5.1 Review:




FPRIVACY SERVICE COMMENTS: {Include reviewers Name and Contact)

5.2 Data Sources
Identify the source(s) of the collected information.

a) Select all applicable data source categories provided below.
b) For each category selected:

i) Specifically identify the source(s) - identify each specific organization, agency or other entity
that is a source of personal information. i) Provide a concise description of why information is
collected from that source(s). ii) Provide any required additional clarifying information.

Your responses should clearly identify each source of personal information, and explain why
information is obtained from each identified source. (Important Note: This section addresses
sources of personal information; Section 6.1, “User Access and Data Sharing” addresses sharing
of collected personal information.)

Note: PIV projects should use the "Other Source(s)” data source.

Yes |Veteran Source

Provide a ConGise dascription of why Information is co!lected from Veterans. mede any
required additional, clanfymg information. .

Data used to identify the veteran, determine eligibility for care, schedule treatment and manage
care.

No P'ubl;i;: Source(s)

i) Specifically igentify the Public Soume(s) = identify. the specific organization(s) or other entity(ies)
that supply-personal information.. -ii} Providé ‘a conicise deéscription of why information is collected
from each identified source. ifi) Provide any required additional, clarifying information.



Yes | VA Files and Databases

i) Specifically identify each VA File and/or Database that is a source of personal information. i
Provide a concise description.of why information is collected from each. :dent:f ed source. i)
Prowde any nequrred add;t:onal c!anfymg mfonnatron

Patient Treatment Flle is used to store and make inquiries of PII about veteran patient
admissions., previcus clinical records, clinical information, drug information as needed to provide
treatment and reimbursement. VIS, HINQ, VERA, KLF, used to verify service dates, eligibility,
SSN, etce.

Yes | Other Federal Agency Source(s) - .

i) Specifically identify each Federal Agency that is a source of personal information. ii} Provide a
concise description of why information is collected from each identified source. i) Provide any
required additional, clarifying information. . .

IRS, SSA, DoD data used for income verifi catlon to determine insurance, employability if third
party collection is possible. Also used for determining eligibility for care; SSA for certification of
death.

No |State Agency Source(s)

i Spec.rﬁcaﬂy identify each State Agency thatis & sourceé of personal Jnfonnanon i) Provide a
concise description of why information is-collected from edch identified source. iii) Provide any
requrred addmonal clarifying mformat:on

Yes |Local Agency Source(s)

:) Specifically identify each Local Agency (Govemment agency other than a Federal or State
agency) that is a source of personal information. . iif Provide a ¢oncise description of why
information is coflectéd from each :dent:ﬁed source. iij) Provide any required additional, clarifying
information. R : - _ . :

County Coroner offices for date of death, d_ea_ph cer_tiﬁg_ate and _t_:ircumstances.

No Other Source(s) .




i) If the provided Data Source categories do not adequately describe a source of personal
information, specifically identify and describe each additional source of personal information. i)
For each identified data source, provide a concise description of why information is collected from
that source. iij) Provide any required additional, clarifying information;

ADDITIONAL INFORMATION: (Provide any necessary Glarifying information or additionaf
explanation for this section.)

Section 5.2 Review:

PRIVACY SERVICE COMMENTS.! (Include reviewers Name and Contact)

5.3 Collection Methods

Identify and describe how personal information is colfectect:

a) Select all applicable collection methods below. If the provided collection methods do not
adequately describe a specific data collection, sefect the “Other Colfection Method” field and
provide a description of the collection method. b) For each collection method selected, briefly
describe the collection method, and provide additional information as indicated.




Information collected on Web Forms and sent electronically over the Internet to project
systems.

Web
Forms:

Identify the URL(S) of each Web site(s) from which information will be submitted, and the URL(S)
of the associated privacy statement. (Note: This question.only applies to Web forms that are
submitted onfine. Forms that are accessed online, printed and then mailed or faxed are
consrdered “Paper Forms.”)

Yes | Paper Information collected on Paper Forms and submitted personally, submitted via Postal Mail
Forms: and/or submitted via Fax Machine.

Identify and/or describe the paperforms by which data is collected. If applicable, rdent:fy
standard VA farms by form number.

Only standard government/VA forms are used; 210512sl1, 100426a, SF171, 29541, OF612,
214706¢, etc.

No | Electronic File Information stored on 6ne computer/system (not entered via a Web Form) and
Transfer: | transferred electronically to project IT systems.

Describe the Electronic Fite Transfers used to colfect.inférmation into pmject systems. (Note:
Thrs saction addresses om’y data col!ectron how mfannatron stored in profect systems is

subsequent sectfons )

No | Computer Information that is entered and/or stored on orié computer/ system and then
Transfer Device: | transferred to project IT systems via an object or device that is used to store data, such
: ) -as & CD-ROM, floppy disk or tape.

Describe the type of computer transfer device; and the process lised to collect information.

Yes Telephone Contact: : Information is collected via telephone. |

Describe the process Ithmugh which information is collected via telephone contacts. |



Veterans are asked questions and then answer questions posed over the phone. Phone calls are
often more convenient for the patient, due to travel, time, etc. Both patient and providers can
initiate phone calls. Data collected from phene calls is used for patient treatment, followup,
scheduling, etc.

No [ Other Colléction ,I_v_le_l_:ho_q: Information is-collected through a method other that those listed above.

If the provided colfection method categories do not adequately describe a specific data colfection,
select the "Other Collection Method” f:eld and specifically identify and describe the process used
fo coliect information. :

ADD{ TIONAL INFORMA TION (Prowde any necessaly clanfying mformatron or additional
explanat;on for this sactfon ) .

' PRIVACY SERVICE COMMENTS: {include reviewers Name and Contact)



5.4 Notice

The Privacy Act of 1974 and VA policy requires that certain disclosures be made to data subjects
when information in identifiable form is colfected from them. The following questions are directed
at notice to the individual of the scope of information colfected, the right to consent to uses of sajd
information, and the right to decline to provide information.

5.4.a} Is personally identifiable information coliected directly from individual members of the
public and maintained in’ the pro_,rect IT systems'?

Yes

Motecl

5.4.b} Is the data coﬂectron mandatory or voruntary?

Mandatory

5.4.c) How are the individuals involved in the information collection notified of the Privacy Policy
and whether provision of the information.is mandatory or voluntary?

VA Form 1010EZ; VA Notice of Prnvacy practlces malled and/or provided Iocally upon request,
5.4. d) Is the data collectron new or ongoing?,
Ongomg

54e1)If personaﬂy identifiable information is collected online, is a privacy notfce pmwded that
includes the foﬂowmg elements? (Sefect all applicable boxes.)

No | N

no

Yes

Yes i

Yes |

Yes ||

Yes |/

Yes |D

5.4.e.2) If necessary, provide an explanation on privacy notices for your project;

5.4.9) For each type of collectfon method used (rdentrf.red in Sectron 5.3, “Coﬂecﬂon Method'},
expiam

a) What the subjects Wn’l be told abouf the information collect:on b) How thfs message will be




conveyed to them (e.g., written notice, elecironic notice if a web-based colffection, etc.). ¢} How a
pnvacy norfce is prowded .

No Web Forms: l

Explain:

a} What the subjects wifl be tbid about the information collection. . b} How this message will be
conveyed fo them (e.g., written not:ce electromc notice ff a web—based coflection, etc.). ¢} How a
pnvacy not:ce is provided. o

Patients are allowed to downioad form 1010 which contains privacy information concerning each
of the data fields they are required to enter.

Yes PaperF'c-rgns: .

Explain:

a) What the subjects will be told about the mformat:on collecnon b). How this message will be
conveyed to them (e.g., written notice, electronic notice if a web- based col!ectfon etc). c) How a
privacy hotice is pmwdsd ot

Patients fill out required fields of information on 1010 and an explanatlon of privacy
policy is provided.

No Electronic Fite Transfer:

For electronic transfers of information, where this system is receiving the information from
another system.and is not collected from the primary information source, please explain what

greements are in place that govern the responsibilfties of the system colfecting inforration from
the pnmary information source to notn‘y subjects regardmg

a) What they will be told about the-information.colfection? b) How the message will be conveyed
(e.g. written nolice, electronic not:ce n‘ web-based collection, efc. ) ? ¢)How a privacy notice is
pmwded’) : T

No Compﬁief Transfer Device:

For electronic | transfers of information, Where this system is receiving the mformatron frorm
another system.and is not collected fram the primary information source, please explain what
agrssments are in place that govern the responsibilities of the system colfect.rng information from
the pnmary fnformatfon source to notﬂy subjects regardmg

a) What thsy wil, be to!d about the information collection?. b) How the message w.ril be conveyed
(e.g. written notice, electronic notice if web-based collection, etc.)? c)How a privacy notice is




provided?

No |Telephone:

Expfafn

a) What the subjects Wlﬂ be told about the mformatﬁon co!lectnon b) How fhlS message will be
conveyed to them (8.g., writen nofice, electronic notice if a web-based collection, etc.). ¢) How a
privacy notfce J'S pmwded

Information is obtained via telephone interview and patients are prowded Wlth a consent form to
sign and return.

No |Other Method:

Exp!am

conveyed to them (e. g wntten not:ce eiectmmc not:ce if & web- based colfection, elc.). ¢) How a
privacy notice is provided. -

ADDITIONAL INFORMATION: {(Provide any necessary ¢larifying information. or additional
explanation for this section.)

Section 5.4 Review:




PRIVACY SERVICE COMMENTS: (include reviewers Name and Contact}

5.5 Consent For Secondary Use of PII:

The Privacy Act and VA palicy require that personally identifiable information only be used for the
purpose(s) for which it was collected, unless consent (opt-in) is granted. Individuals must be
provided an opportunity io provide consent for any secondary use of information, such as use of
collected information for marketing.

rsonally identifi ab!e mfonnat:on be used for any secondary purpose?

§ J : *ﬁ%‘t&*m ‘!.:;qs;-s %—E;
R HE [ W y % &g%g%mﬂ@g%ﬂ g?é

5. 5b) Descnbe and justify anysecondary uses _offpersqna{';inf_q(maﬁon., '

Used for Research, approved by IRB.
5 5 c) For edch co!!ectron method ;dentrf:ed m questfon 5 3 “Coﬁectfon Method describe:

1) The opporfun:tres md:wduafs have to dec!rne fo prowde mformat.ron for instances where -
providing information is voluntary. 2j The opportunities individuals have to grant consent for
pam'cular uses of the information. 3) How individuals may grant consent.

Some examples of consent mathods are: (1) Approved OMB consent fonns and (2) VA Consent
Form (VA Form 1 01 OE7). Provide justification if ne method of consent is pmwded

No |Web Forms:

Describe:

1) The opportunities. mdrwdua!s have to dacime to prowde mformat:on for instances where
providing information is voluntary. 2) The opportunities individuals have to grant consent for
particular uses of the information.” 3) How individuals may grant consent.

Yes |Paper Forms:

Same as prlmary use.

Descnbe

1 The opportumtles individuals have tO decfme to prowde mformat:on for instances where
providing information is voluntary. 2) The opportunities individuals have to grant consent for
particular uses of the information. 3) How individuals may grant consent.



No Electronic File Transfer:

For electronic transfers.of information, where this system is receiving the information from
anather system and is not collected from the primary information source, please expiain what
agreements are in place that govern the responsibilities of the system collecting information from
the primary mformatfon source to pmwde the fo!lowmg e

_a) The opportunities md:wduals have fo dechne to prowde mformatton for instances where
providing informalion is voluntary.. b} The oppertunities individuals have to grant consent for
particular uses of the mformanon c) How .rndiwdua!s may grant consent

No Computer Transfér Device:

For elecironic transfers of information, where this system js receiving the information from
another system-and is not collected from the primary information source, please explain what
agreements dre in place that govern the responsibifities of the system colecting information from
the primaty information source to pmwde the foﬂowmg -

a) The opportunities mdmduals have 10 dechne to prowde rnfonnatron for mstances where
providing information.is voluntary. b) The opportunities individials have to grant consent for
pamcular uses of the :nfonnatton €) How individuals may granf consent.

No Telephone Contact Media:

Descnbe

1) The opportumtres individuals have to decline fo pmwde information, for instances where
providing information is.voluntary. 2)° The opportunities.individuals have to grant consent for
particular uses of the mformatron -3y How individuals may grant consent:

No |Other Media

Descnbe

1) The opportumtres rnd:wduafs have to declme to pmwde mformatfon for instances where
providing information is voluntary. : '2) The opportunities individuals have fo grant consent for
particular uses of the information. 3) How individual$ may grant consent.

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this s’ectic_m. )




Bate
i

Section 5.5 Review:

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact}

5.6 Data Quality
5.6.8) Explam how colfected data are lrm:ted 0. required elerments:

Data is collected electromcally based on the automation of VA Forms and clinical procedures
Forms input fields used provide the limit of data collection. Can be collected via interview
process, forms submitted, or telephone contacts.

5.6. b) How is data checked for comp!eteness?

The process of data review is that the staff review and compare input mformatlon to paper
forms An addltlonal opportunlty to verlfy is durlng the patlent reg|strat|on process.

Inter\neW' the process of asklng questlons, and concurrence when changes are requested help
ensure data is current.

5.6.d) How is new data verified for relevance, authenticity and aceuracy?

New data is compared with printed form or via patient verification. The process is to review the
new data and make a comparison with the old data — then verify for correctness.




ADDITIONAL INFORMA TION: (Pm.t./}'dé ény recessary clarifying information or édditional
explanation for this section.) o '

Section 5.6 Review: ' ' —|

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

|6. Use and Disclosure |

6.1 User Access and Data Sharing '
Identify the individuals and organizations that have access to systemn data.

-->» Individuals - Access granted to individuals should be limited to the dafa needed to perform
their assigned duties. Individuals with access to personal information stored in project system
must be identified, and documented assurance must be provided that appropriate policies and
procedures are in place to prevent as well as detect unauthorized access and browsing.

--> Qther Agencies — Any Federal, State or local agencies that have authorized access to
collected personal information must be identified, and documented assurance must be provided
that appropriate policies and procedures are in place to protect personal information.




--> Other Systemns — Information systems of other programs or projects that interface with the
information systemy(s) of this project must be identified and the transferred dala must be defined.
Also, the controls that are in place to ensure that only the defined data are transmitted must be
defined.

6.1.a) identify.all individuals and orgamzat;ons that will have access fo.collected information.
Select aﬂ apphcab.‘e :tems be!ow B

Yes | System Users pormer e : ‘

yes | System Owner, Project Manager ' . |

Yes |System Administrator ... R ‘

Yes |Contractor - : o |

If conrmctors to VA have access to the system, describe their role and the extent of access that is
granted to them. Also, fdent:ﬁ/ the contract(s) that they operate under

Contractors perform Transcriptionist duties, EPRP, billing duties for Revenue Office and remote
repairfsupport of hospital/IT systems. Access is granted according to functions and or duties
assigned.

Yes |Internal Sharil:'lc_f: Veteran Qrganization

If information is shared mtemally, wrth other VA organizations identify the orgamzar.ron(s) For
each orgamzatfon fdentffy the mformat:on that is shared and for what purpose.

VBA/Reg:onaI Office: treatment and demographlc for benefits determination. Reglonal Counal
Tort Claims, legal processes.

No Other Veteran (_)_r_ganizatloin" G

| If information is shared with a Véfefah organization other than VA ;dent.rfy the 'brééﬁ'ization(s).
For each organization, identify the informalion that is shared and for whal purpose.

Yes | Other Federal Government Agency

There is certain VA patient data that is shared with DoD through the information exchange
program, In addition, certain clinical data is shared with CDC as is certain data shared with HHS



and SSA. I

lf information is shared with another Federal govemment agency(ies), rdent:fy the agencyfies).
For each organization, identify the information that is shared and for what purpose.

Congressional inquiries accompanied by patient authorization; various information including
appointment dates, treatment, medical documentation, bills, co-pays.

Yes |State Government Agency

if mformat.ron is shared with a State government agency(ies), identify the agency(ies). For each
orgamzatfon .rdentify the mformatron that is shared and for whal purpose.

Veterans Home inquiries accompanled by patient authorization; data shared can be various
information inctuding appointment dates, treatment, medical documentation, bills, copays. The
purpose is to fulfill a duly authorized request.

Yes |Local Governmeént Agency

if Jnfonnatron.rs shared witha. local govemment Ié‘c;;:é.n.t:::y(fés), fdentffythe 'agency(fés.).. “ Fc;r eéch
organization, identify the information that :s shaned and for what purpose, :

Coroner's Office for completion of death certlf“cates department of transportation for handicap
verification, dept of family services, CDC.

No |Other Project/ System

If mformauon is shared with. other pro;ects or Systems

1) Jcdentify the-other projects-ahd/or systems and briefly describe the data shanng 2) Foreach
project and/or system with which information will be shared, identify the information that will be
shared with that projéct or system. 3) For each project and/or system with which information will
be shared describe why information is shared. 4) For each project and/or system with which
infonmation will be shared, describe who will be responsible for protecting the privacy rights of the
mdrwdua!s whose data wr!! be shared across this interface.

No Other User(s)

If information is shared w.rtt&persons or-organization(s) that are not described by the categdhes
provided, use this field to identify and describe what other persons or organization(s) have access
to personal information stored on project systems Also, bneﬂy describe the data sharing.

6.1.a.1) Describe here who has access to personal informatiorn mamtamed in projects T
systems:




Clinical and administrative staff involved in patient care, billing & coding, disclosing per
authorization.

6.1.b) How is access to the dala determined?
On a need to know basis. Criteria used is what information for pattent care is required.

6.1.c} Are cntena procedures, controfs, and responsibilities regardmg access documented’) if
S0, identify the documents i

Yes — VHA1605.1 and VHA 1605 2 VA Handbooks and VA handbook 6500, Iocal pnvacy and
security policies.

6.1.d) Wil users have access to att deta on the pro;ect systems or will user access be restricted?
Expiain.

User access wiII be restricted as explained above according to minimum necessary standard
classification.

6.1.e) What controls are in place {0 prevent the misuse (e.g. unauthorized browsing) of data by
those having access? (Please Jist processes and. trarmng matena!s that specrf;caﬂy relate to
unauthonzed browsingy ' ;

Processes and training matenals specrr" cally related to preventlng misuse, mcludlng woiat|on of
unauthorized browsing. Annual mandatory privacy and security training, mandatory Rules of
Behawor trainlng access codes, keys, privacy screens policies, .

6.1.1) Is personal information shared (is access providéd to anyone other than the system users,
system owner, Project Manager, System Administrator)? (Yes/No)

8.1.9) tdenttﬁ/ the measures taken to protect the pnvacy rights of the md:wduats whose data wilf .
g shareqd. S

Controls used are |nvest|gat1ons, tralnlng, documentatlon and agreements for proceclures used
- i.e., contractors must have a BI, training documented, and agreements in place prior to having
access granted

6.1.h) Identify who is responstble once personat fnfonnatron Ieaves your project's IT system(s),
for ensunng that the information is protected

If the information leaves via a Data Transfer Agreement the recipient is responsible. If
authorized under the VA, the responsibility remains with the VA,

6.1. t) Describe how personat mformatton that rs shered is transm.vtted or dfsclosed
PII is transmitted via paper, CD DVD emaul and postal ma|I Dlsclosures are the same,

6.1.4) 14 Mémorandum of Unde:standrng (MOU) contract, or any other agreeimerit in place with
all external organizations with whom information is shared, and.does the agreement reflect the
scope of the information currently shared? If an MOU is not in place is the sharing covered by a
routine use in the System of Records Notrce? If not, expla:n the steps being taken to address this
| omission. : : :

All external organizations have a valid contract with security and privaq; language.
6.1.k) How is the shared information secured by the recipient?

Recipients use the same methods of securing data as the VA does, unless it is transferred out of
VA control — or released as a disclosure.




6.1.1) What type of training is required for users from agencies outside VA prior to receiving
access to the fnfonnatfon?

Cyber Security and Prlvacy

ADDITIONAL INFORMATION: (Provide any necessary clatifying information or additional
explanat:on for this section,)

Section 6.1 Review:;

PRIVACY SERVICE COMMENTS: (include reviewers Name and Conlact)

6.2 Access to Records and Requests for Corrections

The Privacy Act and VA policy provide certain rights and mechanisms by which individuals may
request access to and amendment of information relating to them that is retained in a System of
Records.

6.2.a) How can individuals view instructions for accessing or amending data related {o them that
:s mamtamed by VA? (Select all apphcable opt.rons below )




No

Yes

Yes

No

6.2.b) What are the procedures that allow {hdiiriduéfs to 'gaih access _fo_ their own information?

Individuals may submit a written request by mail or may visit the ROI office at the facility where
they receive their care.

6.2.c What are the procedures for correctmg erroneous mfonnat:on"

Same as above. Written request starts the review process that mvolves HIMS Prwacy Officer,
and the Provider. Together they decide whether the error is in fact an error,

6.2.d} if no redress is provided, are alternatives available?

6.2.8) Provide here any additional exp!anatron if exempt, explain why the apphcat.ron is exempt
from pmwdmg access and amenament.

ADDI TIONAL INFORMA TION: (mede any necessary clanfymg information or addrtronal
explanation for thrs sectfon ) '

Section 6.2 Review:




PRIVACY SERVICE COMMENTS: {include reviewers Name and Contact)

7 Retention and Disposal

By completing this section, you provide documented assurance that proper data retention and
disposal practices are in place.

The “Retention and disposal” section of the applicable System of Rebords Natice(s) often
provides appropriate and sufficiently detailed documented data retention and disposal practices
specific to your project.

7.a) What is the data retention penod? Given the purpose of retammg the information, explain
why the mformatfon is-needed for the mdrcared period.

Clinical information is retained JIAW VA Records Control Schedule 10 1. Demographic information
is updated as applications for care are submitted and retained IAW VA RCS 10-1.

7.b) What are the procedures for eliminating data at the end of the retentior period?

Electronic Final Version of Patient Medical Record is destroyed/deleted 75 years after the Ias'é.
episode of pattent care as mstructed in VA RCS 10-1.

7. c) Where are pmcedures documented?
VA Handbook 6300; RCS 10 1
7.d) How are data retention procedures: enfomed?

VA RCS 10-1

7.e) If applicable; has the retention schedule been approved by the National Archives and




Records Administration (NARA)?
Yes

ADDITIONAL INFORMA TION (Provide any necessanz cfanfymg information or additional
explanat:on for th:s sectron ).

PRIVACY SERVICE COMMENTS: {include reviewers Name and Cantact)

8 SECURITY

OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002, (OMB
M-03-22) specifies that privacy impact assessments must address how collected information will
be secured.

8.1 General Security Measures

8.1.a) Per OMB guidance, citing requirements of the Federal Information Security Management
Act, address the following iterns (select all applicable boxes.):




8.1.b) Describe the secunty momtonng, testing, .and evaluating that is conducted on a regular
basis:

Processes are SMART, OI&T, ITOC, and EoC rounds.
8.1.c) Is adequate physical securily in p_!_aqe_ fo pm__tec_:t _qg_afhs_t ungqthon‘zed access?
Yes

8. 2 Pro;ect-Speclf' c Secunty Measures a
8 2 a) Prowo‘e a spec:ﬁc descr.rpt:on of how co!lected mformatron Wlﬂ be secured

+ A concise description of how data will be protected agarnst unauthorized access, unauthonzed
modrﬂcat:on and how the ava#ab:f:ty of the system w:ll be protected.

+ A concise descnpt:on of the admm:stratrve controfs (Secunty Plans, Ru!es of Behavior,
Procedures for establishing user accounts, at¢.).

« A concise description of the technical coritrols (Access Controls, \Intrusion Detection, etc. } that
will be in place to safeguard the :nformanon .

- Describe any rypes of conrrofs that may be in place to ensure that mfonnat:on is: used in
accordance with the above described uses, For example, are auidit logs requiarly reviewed to
ensure appropriate use-of information? Are strict disciplinary programs in p!ace if an md.rwdual is
found to be mappropnately using the mfonnat.ron?

ec 5) Stem have

escribe thess controls! | . Wi
'I"he facmty is following IT securlty requ:rements a descrlbed by FISMA and OCIS 1'I' securlty is
provided at both the facility and national levels. IT security measures include the use of
passwords, user authentication, physical security controls and configuration management. IT
security includes firewalls for intrusion protection, virus protection software, and authentication
systems. Risk assessments are conducted. OCIS provides guidance on IT security issues and
interpretation of rules and regulations set by Iegislation policy or NIST guidelines.

8.2.b) Explain how the pmject meels T secunty requ.rrements and procedures required by fedaral
law.

OCIS is responsible for the establishment of directives, policies, procedures which are consistent
with the provisions of FISMA as well as guidance issued by OMB, NIST, and cther requirements
that LAN is subject to. SMART, OI&T, ITOC, and EcC rounds combine to ensure requirements
are met and procedures are in place.




8.2.¢) Explain what securiy risks were identified in the security risk assessment.
RA submitted through SMART.

8.2.d) Explain what security controls are being used to mitigate these risks.

SSP submitted through SMART. '

Section 8 Review:

PRIVACY SERVICE COMMENTS: {Inciude reviewers Narme and Gontact)

9, CHANGE RECORD

OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-
Government Act of 2002, mandates that PIAs address any project/ system changes that
potentially create new privacy risks. By completing this section, you provide documented
assurance that significant project/ system modifications have been appropriately evaluated for
privacy-related impacts.

9.a Since the last PIA submitted, have any significant changes been made fo the system that
might impact the privacy of people whose information is retained on project systems? (Yes, No,
nAa: ﬁrst_PiA) h

No, first PIA.




Conversions - when converting paper—based records to electromc systems;

Anonymous to Non-Anonymous - when functions applied to an existing information collection

change anonymous information into information in identifiable form;

Significant System Management Changes - when new uses of an existing IT system, including
application of new technologies, significantly change how inforrmation in identifiable form is

managed in the system:

« For example, when an agency employs new relational database technologies or web-based
processing to access multiple data stores; such additions could create a more open environment

and avenues for exposure of data that previously did not exist.

Significant Merging - when agencies adopt or alter business processes so that govemment
databases holding information in identifiable form are merged, centralized, matched with other

databases or otherwise significantly manipulated:

» For example, when databases are merged 1o create one central source of information, such a

hnk may aggregate data in ways that create pnvacy concerns not prewously at issue.

New Pubiic Access - when user-authent:catmg technofogy (e g., password, digital cemfrcate
biometric} is newly applied to an electronic infarmation system accessed by members of the

public,

Commercial Sources - when agencies systematically incorporate into existing information
systems databases of information in identifiable form purchased or obtained from commercial or
public sources. (Merely querying such a source on an ad hoc basis using existing technology

does not trigger the PIA reqwrement)

New Interagency Uses - when agencies work together on shared functions mvolwng significant
new uses or exchanges of information in identifiable form, such as the cross-cutting E-

Government inftiatives; in such cases, the lead agency should prepare the PIA;

internal Flow or Collection - when alteration of a business process results in significant new uses
or disclosures of information or incorporation into the system of additional items of information in

identifiable form:

= For exampfe agenc:es that parncrpate in E- Gov initiatives could see major changes in how they
conduct business internally or collect information, as a result of new business processes or £-
Gov requirements. In most cases the focus will be on integration of common processes and
supporting data. Any business change that resuits in substantial new requirements for information

in identifiable form could warrant examination of privacy issues.

Alteration in Character of Data - when new information in identifiable form added to a collection
raises the risks fo personal privacy (for example, the addition of health or financial information);

List All Major Pro;ect,’ Syste'm
Modlﬁcatlon(s) :

State Justification for -

1 Modlﬂcatlon(s)

*Concisely -
describe: -

Modiﬁ'cati.on
Approver

Date




* The effect of the modification on the privacy of collected personal information

* How any adverse effects on the privacy of collected information were mitigated.

Section 9 Review:

PRIVACY SERVICE COMMENTS. (Include reviewers Name and Contact)

10. CHILDREN'S ONLINE PRIVACY PROTECTION ACT
1 0.a) Wil information be col!ected thraugh the Infernet from ch:ldren under age 1 37

; 29ns/d
1 0 b) How will parental or guard:an approval be obtamed

ADDITIONAL INFORMATION: (mede any necessary clanfymg information or additional
explanation for this section.}
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11. PIA Assessment

11a} Identify what choices were made regarding the project/system or collection of information as
a result of performing the PIA. Examiples of choices made include reconsideration of: collection
source, coflection methods, controls fo mmgate misuse of information, pmws:on of consent and
privacy’, notfce and secunty contrals.

VISTA is a natlonal level program and is governed by emstmg poI|C|es and procedures the PIA
was not used to identify any additional collection issues, no changes to the system, and no
documentation changes or procedure changes.

11b} What audrj’t_:fn_g- measures and technical safeguards are in place to prevent misuse of data?

Access codes, audits of records accessed, waekly privacy/security rounds, review of menu
options.

11c) Avaflabmty assessment. If the data bemg collected is not available to process for any reason
what will the potential impact be upon the system or organization?

Yes |The potential impact is high if the loss of availability could be expected to have
a severe or catastrophnc adverse effect on operatlons assets, or individuals,

No The potential impactis rnoderate if the Ioss of availability could be expected to
have a serious adverse effect'on operations, assets, or Individuals.




No

The potential impact is low if the loss of availability could be expected to have
a limited adverse effect on organizational operations, organizational assets, or
Indlvid uaIs L o

11d) Integrity assessment: If the data bemg coﬂected has been corrupted for any reason what will
the potential impact be upon the system or orgamzatton'?

Yes

The potential ampact is high if the Ioss of mtegrlty could be expected to have a
severe or catastrophic adverseeff.ect on operations, assets, orindividuals.

No

The potential impact is moderate if the ioss of integrity could be expected to
haveé a serious adverse eﬂ’ect on operatlons, assets or mdnvnduals

No

The potentlai |mpact is !ow if the loss of mtegrrty could be expected to have a
limited adverse effect on orgamzational operations, organizational assets, or
individuals.

11 é) Conﬁdentianty assesément iIf the data being co!le'cted has be‘én shared with unauthorized
md:wduais what will the potantraf Jmpact bhe.uponthe system.or orgamzatfon‘?

Yes

The potentlal |mpact is h ng, if the loss of confi dentlallty could be expected to
have a severe orcatastrophic aciverse effect 6n operations, assets, or
individuals.

No

The potential |mpact |s moderate ifthe Ioss of confldentlallty could be
expected to have a serlous adverse effect on operatlons. assets, or
_'lndwiduals

No

The potential Impact is Iow lf the loss of conf‘ dentiahty could be expected to
'have a limited adverse effect on organizational operations organlzatlonal

:assets or md i\nd ilals.

110 Whiat was the highest impact from questions 11c, 11d, and 11e?

High

11g) What controls are being considered for this impact fevel?

800-53 controls for high impact systems

ADDITIONAL INFORMA TION: (Prowde an y necessary c!anfymg information or additional
explanation for this section. g e
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12, PUBLIC AVAILABILITY

The Electronic Government Act of 2002 requires that VA make this PIA available to the public.
This section is intended to provide documented assurance that the PIA is reviewed for any
potentially sensitive information that shouid be removed from the version of the PIA that is made
available to the public.

The folfowing guidance is excerpted from M-03-22, “OMB Guidance for Implementing the Privacy
Provisions of the E-Govermnment Act of 2002,” Section II.C.3, “Review and Publication’ iii.
Agencies must ensure that the PIA document and, if prepared, summary, are made publicly
available (consistent with executive branch policy on the release of information about systems for
which funding is proposed).

1. Agencies may determine to not make the FPIA document or summary publicly available to the
extent that publication would raise security concerns, reveal classified (i.e., national security)
information or sensitive information (e.g., potentially damaging to a national inferest, law
enforcement effort or competitive business interest) contained in an assessment9. Such
information shall be protected and handled consistent with the Freedom of Information Act
(FOIA).

2. Agencies should not include information in identifiable form in their privacy impact
assessments, as there is no need for the PIA to include such information. Thus, agencies may
not seek to avoid making the PIA publicly available on these grounds.

12.a) Does this PIA contain any sensitive information that could cause harm to the Department of
Veterans Affairs or any party if disclosed to the public?

No
12.b) If yes, specify:

ADDITIONAL INFORMATION: (Prrawde any necessary c!anfymg :nformanon or additional
explanation for this section.)
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13. ACCEPTANCE OF RESPONSIBILITY AND ACKNOWLEDGEMENT OF ACCOUNTABILI'I'Y

13.1) I have carefully reviewed the responses to each of the quest;ons in this PIA. | am
responsible for funding and procuring; developmg, and integrating privacy and security controls
into the project. I understand that integrating privacy and security considerations into the project
may affect the development time and cost of this project and must be planned for accordingly. |
will ensure that VA privacy and information security policies, guiidelines, and procedures are
followed in the de velopment, integration, and, if applicable; the operation and maintenance of this
application.

13.2) Project Managei/Owner Name and Date (mm/dd/yyyy) .
William Tyson 2/1 1/08







